* Recognize and address
threats to construction

site security

* Ensure worker safety
and protect assets
and equipment

* Use downloadable check-
lists, survey forms, and
questionnaires for a quick

start to a safer site

Michael J. Arata, Jr.



Contents

CHAPTER T OVERVIEW Lo it e e 1
B T T 3
The Rale of Threat Assessments in Physical Security ... i 3
PRSI Al SOCUNIEY .. i ittt et e e 6
The Role of Technology it Physical SECUMLY ... ... oot 7
Sumnary Of the ChaDTErS ..o e 7
CHAPTER 2 THREAT ASSESSMENT AND RISK ANALYSIS BASICS ..o o i) 1
How 10 Do @ Threat ASSeSSMENt ... .......oiiiiit i e e e eas 12
1Qentify the RISKS ... oot ettt e 13
Analyze the Risk for Prabability of Ocoumence . ... i, 14
Calculating The Cost Of @ LO5S ... ...ttt e 16
THE SUPVEY FOPM - oottt ittt et et et e et e e e e e el 18
The Crime SEatIStICS ..ottt e 28
Risk ANalysis STOPS L. o e e 31
Choosing the Method to Mitigate the Risk . ... i i e 32
Planning and DesiBning ....... ... e 34
CHAPTER 3 SECURITY OV R e e e 39
Conducting and Using Threat ASSESSIMENTS . ...... ... oottt it e e e s aaane e 40
How 10 Do @ TRreat ASSESSIMIBAT ... ...\ ittt ettt e ettt enes 40
BTy e RISKS L e e 41
Analyze the Risk for Probability of Occurrence ... e 4D
Calculating the Cost 0F @ LOSS .. ... e it e 43
The SURVEY FOTM . e 44
L L P 45
SeCUItY LightIMg Lt e e 45
Intrusion Detection for Job Trallers ......... .. .. i 51
Balanced Magnetic SWItChies ... ... oot i e 51
ALIIN SYSERITIS © oottt et e et e e e 53
Controlling Yehicular and Pedestrian Traffic Flow ................ ... 57
LA ZOMES . ...\ttt e e e e 57
Lacks and Key Control . ... o e 58
EQUIPMENt SeCUItY ... . i 64
Job Site SeCUrity SUPVEYS ... . o 65
The Sacurity OFficers ROJE ... ..o e e e 65

Vi



Contents vii

O 0 - S OO &7 -
Closed Circuit Television (CCTV) ... e 70
ACCESS COMETOl S S OMS . ... i e e 71
IOt N U .. 72
e A ONS . 73
ol =] Y /' |
The Security Survey and Security Planning ........ ... e 75

CHAPTER 4 THESECURITY SURVEY ... ..., e 75

Tenant Improvement (TH Jobs ... ..o i s 79

Access Points and the Perimeter FENCe . ......oovi i e e 79

REMIOLE JOb SItES ... 80
The SeCUrity SUIYEY ... .o e 8

BT tiIIE et e e 82

Tools and EQUIPIMENT ... e 83

UMY OFFIErS . . 84

LT o e e o I (o 1 TP 84
THE SeCHIty SUPYEY FOTN ... e e e 85
Benefits of Doing a Security SUIVEY ... ... 85
How 10 Conduct @ SECUMLY SUIVRY . ...\ ittt ettt e et e eaa 94

CHAPTER 5 PERIMETER SECURITY .. e e 97
Types Of Porimeter FomCeS ... it 98

Chain LNk 99

VROUBI TN o 102

000 FEMCES L i 103

Concrete Walls ..o s 105
Lo Ty 4 106

ROHL/Slide GateS ..\t e e e 107

CaNtIlEVEr GREES . .o e 108

MOtOTZE GaTES . .\ttt e e e 109

WM GO Lo e 109
Barbed Wire oo 109
RAZOE WITE ...ttt ettt ettt r et et ettt irees 110

CHAPTER 6 INTRUSION DETECTION FORJOB TRAILERS ... ... 13
A LA Cat OIS . .. 14
5ens0r TeChnOlOBY ... it 15
SWITERIES o 1é
VOlUMEE I SBMSOTS .. . s 19

TS 0MIC SBMSOTS . .ottt e e e 1ne
INfTarEd 122
Glass BraKS ... ... e 125
M oW Y .. e e e s 127
Vibration Sensors .. .. .o e B
Fence ViDration SeNSOrs ... i i e 133

e Optic . .o e 134



viii Construction Site Securnity

Electric Field ..o 137
CaPaCIANCE Lo 137
AU WYIT L ittt ittt et et et et e e e e e e 140
PROtO EleCtric BRAME . ...\ttt ettt et ettt et e 40
Video Motion Detection ......... ..o it e 141
AP . .. e e 142
Intrusion Detection System Design Specifications ... 143
INSTRUCTIONS TOBIDDERS ... ..ottt et et e e et e e, 154
CHAPTER 7 LOCKS AND KEY CONTROL ... i i e e et 189
TYPES OF LOTKS oo 190
L te oo T o e S PR 190
Deadbolt LOTKS ... o 191
Mortise Locks ......... PP 19
DD BOIt LOCKS . .ottt e et ettt et e et e 192
Rim Cylinder Locks ............... O 192
DISC TUMDLEr LOCKS L.\ttt e et e e e e 192

T A 01 LT e T O PO 193

1 e S P 193
GIPhEr LOCks .o 193
FIngerprint LOCKS « oo ettt e e e 193
T e 3 193

B eCtrie ST LOCKS .\ttt e e e et e 194
Lo Tl e 3 194
MaBNETIC LOCKS et e e 194
High Security LOCKS ... e e e e e e 194
Ky Sy S OIS . .. i 195
T 1 -1 1 T P 196
CHAPTER 8 VIDEOSURVEILLANCE ..., .. . i iiee i e U, 207
CCTY System Components—CamMera .. ...ttt et e e inneeens 208
Video Transmission—Coaxial Cable ... ... .. 211
FDRr OBt GBI Lot e m
Lol T m
MUt plEXer (MUX) o e 212
Displaying Video—MONItor ... ... i it e 212
e T o 212
Digital Video Recorders [DVR) ... .. ..o ittt e e 213
L L T T - U UPP 214
IP Addressable CamMras ... ... .o i i i i e 214
Basic System Design Considerations ... ... .. e 215
The Selection OF e LenS ..\ttt e ettt e e e e e 218
Selection of the HOUSING . ... oo e 219
10T e Pl 11| 220
7T - 221

CHAPTER 9 HEAVY EQUIPMENT SECURITY . ... e 223



Contents ix

Hardening the Job Site ... ... oo 224
Protecting EQUIDMENTt .. ... 225
Protecting Tools and Portable Equipment ........... ... i 229
National Databases .. ... ... 233
Investigate All Job Site Thefts .. ... .. 233
CHAPTER 10 ELECTRONIC ACCESS CONTROL ... oo e 235
Biometric Systems—Hand GeOmEtry ... ... ... i i e 236
FINgerprint REAder . ... . i 237
1L o 237
REEINE SCBN ... o 237
VoI RBCOBI I ON L o oo 237
Signature Recognition . .. ... ... 238
Facial RECOBNILION . ... ..o 238
CombINAtION SYSTBIMS . ... 238
AcCess Control SYstemS Gards ..o o 239
Lol 239
Proximity Cards .. ... e 239
1 O« P 241
Dual Technology Cards ... ..o o 241
Designing the Access Control SYStem . ... i 241
Types of Access Control System bocks ... ..ot .. 244
Request to Exit Device (REX) ... ..o i e 245
D0 CONTBEES ..o e e 246
Automatic DoOr ClOSer L. . e e 247
Access Control Systam Panels ... .. o 247
Sample Design Specifications for Electronic Security Systems ... 247
CHAPTER 11 ROLE OF THE SECURITY OFFICER ... ... o i e e 277
Security Officer Selection . ... 278
Security Officer Company Contracts ... ... ..o i e e e e 279
oS OEBIS L. e 280
BT 03 1T o £ 283
APPEN I A L 285
ADPENdix B . s 289
ADPeNdiX € oo e e 292
CHAPTER 12 SECURITY POLICIES . ... e e 301
Developing Policies . ... ... 302
Site Access Control for Job SItes ... ... .o i 304
EQUIPMIENE U Y ... oo 309
Workplace Yiolence Prevention ........... ... i 315
Bomb TRIeats ... ... .. 0 318
CHAPTER 13 INVESTIGATIONS ..o e i e s 327
Pre-employment SCreening . .. .. ..o i e 329
Investigations for Theft of Company Property ... i e 332

CHAPTER 14 INFORMATION SECURITY ... e 341



X Construction Site Security

Document ClassifiCation ....... ... . i 342
Physical Security COURTEIMBASUTES . ... ..ottt ettt a e 343
PRy SICal ACCESS ... i e e 344
Security LIghting . ...o oo i 346
Marking DOCUMENES ... ... ettt et et ettt e 346
Securing Laptop and Desk Top ComMpPULEIS . ... . i i 347
Disposing of Confidential Documents ........... ... 348
SECURLY AWBTEIBSS ... ...ttt ittt ettt et e e e e s 349
STy WD i e 350
SNy BN .. s 350
SBCUIMEY SIOBANS . . .t e 351
Physigal Security AUAILS ... ... o e 351
Physical Protection for Cables and Closets . ... e e 351
Technical Security COUNTEIMIBASUIES ... ... . ..o ittt et e e e e e 352
Computer and Network Access Control ... ... e 352
installing Firewalls on Job Sites .. ... i i e 354
VirUs PrOteCction . .. ..o 355

T 1L PP PP 355
CHAPTER 15 SECURITY LIGHTING .. ... oo e et e ae e 357
Foot-Candie POWEr ... .. .oo i 359
Categories of Secunity Lghting . ..o 359

Types of Lamps {LUMINGMES) ., .. v et e et et e et e eaaaa 360

Types of Security LIBIHING ... . . .o 361
Lighting Requirements for security Protection .......... .. ... 362
Lighting Requirements for COTY ... ... it e e e 365
Electrical Power Sources for Security Lighting .......... ... 366
Wiring and Lighting Controls ... ... ..o e 367
Maintenance of Lighting Systems ..................oooiiiiiiiiii T NP 368
Security Lighting Design Considerations ............ ... e 368
CHAPTER 16 ANIMAL RIGHTS AND ECO-TERRORISM ... o e 3N
The Groups: ALE and ELE . 372
Protecting the Job Site ... ... o e 381
CHAPTER 17 DEVELOPING THE JOB SETE SECURITY PLAN . i 385
Performing the Threat Assessment . . ... ... o oo ettt e e v e e e e 386
The Elements of the Plan ... 390
CHAPTER 18 WHERE TO FIND HELP WITH JOB SITE SECURITY AND USEFULFORMS . ..................oooiists 405
PART | Where to Find Help with Job Site Security ............... .o 406
PARTIL Useful FOMMS ... oo e e e e e e e e 415



