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This chapter examines the scope of malicious software (malware) threats to mobile devices. The stakes
for the wireless industry are high. While malware is rampant among one billion PCs, approximately
twice as many mobile users currently enjoy a malware-free experience. However, since the appearance
of the Cabir worm in 2004, malware for mobile devices has evolved relatively quickly, targeted mostly
at the popular Symbian smartphone platform. Significant highlights in malware evolution are pointed
out which suggest that mobile devices are attracting more sophisticated malware attacks. Fortunately,
a range of host-based and network-based defenses have been developed from decades of experience
with PC malware. Activities are underway to improve protection of mobile devices before the malware
problem becomes catastrophic, but developers are limited by the capabilities of handheld devices.
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In broadband wireless networks, mobile devices will be equipped to directly share resources using service
discovery mechanisms without relying upon centralized servers or infrastructure support. The network
environment will frequently be ad hoc or will cross administrative boundaries. There are many challenges



to enabling secure and private service discovery in these environments, including the dynamic popula-
tion of participants, the lack of a universal trust mechanism, and the limited capabilities of the devices.
To ensure secure service discovery while addressing privacy issues, trust-based models are inevitable.
We survey secure service discovery in the broadband wireless environment. We include case studies of
two protocols which include a trust mechanism, and we summarize future research directions.
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Zbigniew Kotulski, Polish Academy of Sciences, Warsaw, Poland
Warsaw University of Technology, Poland
Aneta Zwierko, Warsaw University of Technology, Poland

The recent developments in the mobile technology (mobile phones, middleware, wireless networks,
etc.) created a need for new methods of protecting the code transmitted through the network. The oldest
and the simplest mechanisms concentrate more on the integrity of the code itself and on the detection
of unauthorized manipulation. The newer solutions not only secure the compiled program, but also the
data that can be gathered during its “journey,” and even the execution state. Some other approaches
are based on prevention rather than detection. In the chapter we present a new idea of securing mobile
agents. The proposed method protects all components of an agent: the code, the data, and the execution
state. The proposal is based on a zero-knowledge proof system and a secure secret sharing scheme, two
powerful cryptographic primitives. Next, the chapter includes security analysis of the new method and
its comparison to other currently most widespread solutions. Finally, we propose a new direction of
securing mobile agents by straightening the methods of protecting integrity of the mobile code with risk
analysis and a reputation system that helps avoiding a high-risk behavior.

Chapter IV
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Kumbesan Sandrasegaran, University of Technology, Sydney, Australia
Mo Li, University of Technology, Sydney, Australia

The broad aim of identity management (IdM) is to manage the resources of an organization (such as files,
records, data and communication infrastructure, and services) and to control and manage access to those
resources in an efficient and accurate way. Consequently, identity management is both a technical and
process orientated concept. The concept of [dM has begun to be applied in identities related applications
in enterprises, governments, and Web services since 2002. As the integration of heterogeneous wireless
networks becomes a key issue in towards the next generation (NG) networks, IdM will be crucial to the
success of NG wireless networks. A number of issues, such as mobility management, multioperator,
and securities require the corresponding solutions in terms of user authentication, access control, and
so forth, IdM in NG wireless networks is about managing the digital identity of a user and ensuring
that users have fast, reliable, and secure access to distributed resources and services of an NGN and the
associated service providers, across multiple sysiems and business contexts.
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Luca Caviglione, Institute of Intelligent Systems for Automaiion (ISSIA)—Genoa Branch, Italian

National Research Council, Italy

Wardriving is the practice of searching wireless networks while moving. Originally, it was explicitly
referred 1o people searching for wireless signals by driving on vans, but nowadays it generally identi-
fies people searching for wircless accesses while moving. Despite the legal aspects, this “quest for
connectivity” spawned a quite productive underground community, which developed powerful tools,
relying on cheap and standard hardware. The knowledge of these tools and techniques has many useful
aspects. First, when designing the security framework of a wireless LAN (WLAN), the knowledge of
the vulnerabilities exploited at the basis of wardriving is a mandatory step, both to avoid penetration
issues and to detect whether attacks are ongoing. Second, hardware and software developers can design
better devices by avoiding common mistakes and using an effective suite for conducting security tests.
Lastly, people who are interested in gaining a deeper understanding of wireless standards can conduct
experiments by simply downloading software running on cost effective hardware. With such preamble,
in this chapter we will analyze the theory, the techniques, and the tools commonly used for wardriving
IEEE 802.11-based wireless networks.
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Amel Meddeb Makhlouf, University of the 7th of November at Carthage, Tunisia
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The broadcast nature of wireless networks and the mobility features created new kinds of intrusions and
anomalies taking profit of wireless vulnerabilities. Because of the radio links and the mobile equipment
features of wireless networks, wireless intrusions are more complex because they add to the intrusions
developed for wired networks, a large spectrum of complex attacks targeting wireless environment. These
intrusions include rogue or unauthorized access point (AP), AP MAC spoofing, and wireless denial-of-
service and require adding new techniques and mechanisms to those approaches detecting intrusions
targeting wired networks. To face this challenge, some researchers focused on extending the deployed
approaches for wired networks while others worked to develop techniques suitable for detecting wire-
less intrusions. The efforts have mainly addressed (a) the development of theories to allow reasoning
about detection, wireless cooperation, and response to incidents, and (b) the development of wireless
intrusion and anomaly detection systems that incorporate wireless detection, preventive mechanisms,
and tolerance functions. This chapter aims at discussing the major theories, models, and mechanisms
developed for the protection of wireless networks/systems against threats, intrusions, and anomalous
behaviors. The objectives of this chapter are to (a) discuss security problems in wireless environment,
(b) to present the current research activities, (c) study the important results already developed by re-
searchers, and (d) to discuss



Chapter VII
Peer-to-Peer (P2P) Network Security: Firewall [SSues........c.ocoii e, 95
Lu Yan, University College London, UK

A lot of networks today are behind firewalls. In peer-to-peer networking, firewall-protected peers may
have to communicate with peers outside the firewall. This chapter shows how to design peer-to-peer
systems to work with different kinds of firewalls within the object-oriented action systems framework
by combining formal and informal methods. We present our approach via a case study of extending a
Gnutella-like peer-to-peer system (Yan et al, 2003) to provide connectivity through firewalls.

Chapter VI11

[dentity Management for Wireless Service ACCESS.........ovoeiioiiiiiiieceieee e 104
Mohammad M R. Chowdhury, University Graduate Center — UniK, Norway
Josef Noll, University Graduate Center — UniK, Norway

An ubiquitous access and pervasive computing concept is almost intrinsically tied to wireless com-
munications, Emerging next-generation wireless networks enable innovative service access in every
situation. Apart from many remote services, proximity services will also be widely available. People
currently rely on numerous forms of identities to access these services. The inconvenience of possessing
and using these identities creates significant security vulnerability, especially from network and device
point of view in wireless service access. After explaining the current identity solutions scenarios, the
chapter illustrates the on-going efforts by various organizations and the requirements and frameworks to
develop an innovative, easy-to-use identity management mechanism to access the future diverse service
worlds. The chapter also conveys various possibilities, challenges, and research questions evolving in
these areas.
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Peter Langendorfer, IHFP, Germany
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This chapter provides a survey of privacy enhancing techniques and discusses their effect using a scenario
in which a charged location-based service is used. We introduce four protection levels and discuss an
assessment of privacy enhancing techniques according to these protection levels.

Chapter X

Vulnerability Analysis and Defenses in Wireless NetworkS............oocoveiioreooere e 129
Lawan A. Mohammad, King Fahd University of Petroleum and Minerals, Saudi Arabia
Biju Issac, Swinburne University of Technology — Sarawak Campus, Malaysia

This chapter shows that the security chalienges posed by the 802.11 wireless networks are manifold
and it is therefore important to explore the various vulnerabilities that are present with such networks.



Along with other security vulnerabilities, defense against denial-of-service attacks is a critical com-
ponent of any security system. Unlike in wired networks where denial-of-service attacks have been
extensively studied, there is a lack of research for preventing such attacks in wireless networks. In ad-
dition to various vulnerabilities, some factors leading to different types of denial-of-service attacks and
some defense mechanisms are discussed in this chapter. This can help to better understand the wireless
network vulnerabilities and subsequently more techniques and procedures to combat these attacks may
be developed by researchers.

Chapter XI

Key Distribution and Management for Mobile Applications ..............ccceeiiiniieeeoeceeeeeeeeee e, 145
Gyorgy Kdlmdn, University Graduate Center — UniK, Norway
Josef Noll, University Graduate Center — UniK, Norway

This chapter deals with challenges raised by securing transport, service access, user privacy, and ac-
counting in wireless environments. Key generation, delivery, and revocation possibilities are discussed
and recent solutions are shown. Special focus is on efficiency and adaptation to a mobile environment.
Device domains in personal area networks and home networks are introduced to provide personal digital
rights management (DRM) solutions. The value of smartcards and other security tokens are shown and
a secure and convenient transmission method is recommended based on the mobile phone and near ficld
communication technology.

Chapter XII

Architecture and Protocols for Authentications, Authorization, and Accounting (AAA)

in the Future Wireless Communications Networks .......cocooiiiieiiieiicccc e 158
Said Zaghloul, Technical University Carolo-Wilhelmina ~ Braunschweig, Germany
Admela Jukan, Technical University Carolo-Wilhelmina — Braunschweig, Germany

Architecture and protocols for anthentication, authorization, and accounting (AA A) are one of the most
important design considerations in 3G/4G telecommunication networks. Many advances have been
made to exploit the benefits of the current systems based on the protocol RADIUS, and the evolution to
migrate into the more secure, robust, and scalable protocol DIAMETER. DIAMETER s the protocol
of choice for the IP multimedia subsystem (IMS) architecture, the core technology for the next gen-
eration networks. It is envisioned that DIAMETER will be widely used in various wired and wireless
systems to facilitate robust and seamless authentication, authorization, and accounting. In this chapter,
we provide an overview of the major AAA protocols of RADIUS and DIAMETER, and we discuss their
roles in practical 1XEV-DO network architectures in the three major network tiers: access, distribution,
and core. We conclude the chapter with a short summary of the current and future trends related to the
DIAMETER-based AAA systems.
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Josef Noll, University Graduate Center — UniK, Norway
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Converging networks and mobility raise new challenges towards the existing authentication, authorisa-
tion, and accounting (AAA) systems. Focus of the research is fowards integrated solutions for seamless
service access of mobile users. Interworking issues between mobile and wireless networks are the basis
for detailed research on handover delay, multidevice roaming, mobile networks, security, ease-of-use,
and anonymity of the user. This chapter provides an overview over state-of-the-art in authentication for
mobile systems, and suggests extending AAA-mechanisms to home and community networks, taking
into account security and privacy of the users.

Chapter X1V

Trustworthy Networks, Authentication, Privacy. and Security Models...................c 189
Yacine Djemaiel, University of the 7" of November at Carthage, Tunisia
Slim Rekhis, University of the 7" of November at Carthage, Tunisia
Nowreddine Boudriga, University of the 7* of November at Carthage, Tunisia

Wireless networks are gaining popularity that comes with the occurrence of several networking tech-
nologies raising from personal to wide area, from centralized to distributed, and from infrastructure-
based to infrastructure-less, Wireless data link characteristics such as openness of transmission media
make these networks vulnerable to a novel set of security attacks, despite those that they inherit from
wired networks. In order to ensure the protection of mobile nodes that are interconnected using wireless
protocols and standards, it is essential to provide an in-depth study of a set of mechanisms and security
models. In this chapter, we present the research studies and proposed solutions related to the authentica-
tion, privacy, trust establishment, and management in wireless networks. Moreover, we introduce and
discuss the major security models used in a wireless environment.

Chapter XV

The Provably Secure Formal Methods for Authentication and Key Agreement Protocols................ 210
Jianfeng Mu, Xidian University, China
Xinghua Li, Xidian University, China

In the design and analysis of authentication and key agreement protocols, provable secure formal
methods play a very important role, among which the Canetti-Krawezyk(CK) model and the universal
composable(UC) security model are very popular at present. This chapter focuses on these two models
and consists mainly of three parts. (1) There is an introduction to the CK model and the UC model. (2)
There is also a study of these two models, which includes an analysis of the CK model and an extension
of the UC security model. The analysis of the CK model presents its security analysis, advantages, and
disadvantages, and a bridge between this formal method and the informal method (heuristic method) is
established; an extension of the UC security mode! gives a universally composable anonymous hash cer-
tification model. (3) The applications of these two models are also presented. With these two models, the
four-way handshake protocols in 802.11i and Chinese WLAN security standard WAPI are analyzed.

Chapter XV1
Multimedia Encryption and Watermarking in Wireless Environment. ..., 236
Shiguo Lian, France Telecom R&D Beijing, China



In a wireless environment, multimedia transmission is often affected by the error rate, delaying, terminal’s
power or bandwidth, and so forth, which brings difficulties to multimedia content protection. In the past
decade, wireless multimedia protection technologies have been attracting more and more researchers.
Among them, wireless multimedia encryption and watermarking are two typical topics. Wireless multi-
media encryption protects multimedia content’s confidentiality in wireless networks, which emphasizes
improving the encryption efficiency and channel friendliness. Some means have been proposed, such as
the format-independent encryption algorithms that are time efficient compared with traditional ciphers,
the partial encryption algorithms that reduce the encrypted data volumes by leaving some information
unchanged, the hardware-implemented algorithms that are more ¢fficient than software based ones, the
scalable encryption algorithms that are compliant with bandwidth changes, and the robust encryption al-
gorithms that are compliant with error channels. Compared with wireless multimedia encryption, wireless
multimedia watermarking is widely used in ownership protection, traitor tracing, content authentication,
and so forth. To keep costs low, a mobile agent is used to partition some of the watermarking tasks. To
counter transmission errors, some channel encoding methods are proposed to encode the watermark.
To keep robust, some means are proposed to embed a watermark into media data of low bit rate, Based
on both watermarking and encryption algorithms, some applications arise, such as secure multimedia
sharing or secure multimedia distribution. In this chapter, the existing wireless multimedia encryption
and watermarking algorithms are summarized according to the functionality and multimedia type, their
performances are analyzed and compared, the related applications are presented, and some open issues
are proposed.
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Paris Kitsos, Hellenic Open University (HOU), Patras, Greece

In this chapter, a system-on-chip design of the newest powerfui standard in the hash families, named
Whirlpool, is presented. With more details, an architecture and two VLSI implementations are presented.
The first implementation is suitable for high-speed applications while the second one is suitable for appli-
cations with constrained silicon area resources. The architecture permits a wide variety of implementation
tradeoffs. Different implementations have been introduced and each specific application can choose the
appropriate speed-area trade-off implementation. The implementations are examined and compared in
the security level and in the performance by using hardware terms. Whirlpool with RIPEMD, SHA-1,
and SHA-2 hash functions are adopted by the International Organization for Standardization (1SQ/IEC)
10118-3 standard. The Whirlpool implementations allow fast execution and effective substitution of any
previous hash families’ implementations in any cryptography application.

Section 11
Security in 3G/B3G/4G

Chapter XVIII

SECULILY I 4G .o ettt e e et bt ns 272
Artur Hecker, Ecole Nationale Supérieure des Télécommunications (ENST), France
Mohamad Badra, National Center for Scientific Research, France



The fourth generation of mobile networks (4G) will be a technology-opportunistic and user-centric
system combining the economic and technological advantages of different transmission technologies to
provide a context-aware and adaptive service access anywhere and af any time. Security turns out to be
one of the major problems that arise at different interfaces when trying to realize such a heterogeneous
system by integrating the existing wireless and mobile systems. [ndeed, current wireless systems use
very different and difficult to combine proprictary security mechanisms, typically relying on the associ-
ated user and infrastructure management means. It is generally impossible to apply a security policy to
a system consisting of different heterogeneous subsystems. In this chapter, we first briefly present the
security of candidate 4G access systems, such as 2/3G, WLAN, WiMax and so forth. In the next step,
we discuss the arising security issues of the system interconnection. We namely define a logical access
problem in heterogeneous systems and show that both the technology-bound low-layer and the overlaid
high-layer access architectures exhibit clear shortcomings. We present and discuss several proposed ap-
proaches aimed at achieving an adaptive, scalable, rapid, easy-to-manage, and secure 4G service access
independently of the used operator and infrastructure. We then define general requirements on candidate
systems to support such 4G security.

Chapter XIX .

Security Architectures for B3G Mobile Networks.........oooiice e .297
Christoforos Ntantogian, University of Athens, Greece '
Christos Xenakis, University of Piraeus, Greece

The integration of heterogencous mobile/wireless networks using an 1P-based core network material-
izes the beyond 3G (B3G) mobile networks. Along with a variety of new perspectives, the new network
model raises new security concerns, mainly because of the complexity of the deployed architecture and
the heterogeneity of the employed technologies. In this chapter, we examine and analyze the security
architectures and the related security protocols, which are empioyed in B3G networks focusing on their
functionality and the supported security services. The objectives of these protocols are to protect the
involved parties and the data exchanged among them. To achieve these, they employ mechanisms that
provide mutual authentication as well as ensure the confidentiality and integrity of the data transferred
over the wireless interface and specific parts of the core network, Finally, based on the analysis of the
security mechanisms, we present a comparison of them that aims at highlighting the deployment advan-
tages of each one and classifies the latter in terms of (a) security, (b) mobility, and (c) reliability.

Chapter XX
Security in UMTS 3G Mobile NEtWOTKS ....c..oiioeririivceiereieenses et cns et 318
Christos Xenakis, University of Piraeus, Greece

This chapter analyzes the security architecture designed for the protection of the universal mobile tele-
communication system (UMTS). This architecture is built on the security principles of 2G sysiems with
improvements and enhancements in certain points in order to provide advanced security services. The
main objective of the 3G security architecture is to ensure that all information generated by or relating
to a user, as well as the resources and services provided by the serving network and the home environ-
ment, are adequately protected against misuse or misappropriation. Based on the carried analysis, the
critical points of the 3G security architecture, which might cause network and service vulnerability, are



identified. In addition, the current research on the UMTS security and the proposed enhancements that
aim at improving the UMTS security architecture are briefly presented and analyzed.

Chapter XXI
Access Security in UMTS and IMS ..ttt e 339
Yan Zhang, Simula Research Laboratory, Norway
Yifan Chen, University of Greenwich, UK
Rong Yu, South China University of Technology, China
Supeng Leng, University of Electronic Science and Technology of China, China
Huansheng Ning, Beihang University, China
Tao Jiang, Huazhong University of Science and Technology, China

Motivated by the requirements for higher data rate, richer multimedia services, and broader radio range,
wireless mobile networks are currently in the stage evolving from the second-generation (2G), for example,
global system for mobile communications (GSM), into the era of third-generation (3G) or beyond 3G or
fourth-generation (4G). Universal mobile telecommunications system (UMTS) is the natural successor
of the current popular GSM. Code division multiple access 2000 (CDMA2000) is the next generation
version for the CDMA-95, which is predominantly deployed in the North America and North Korea.
Time division-sychrononous CDMA (TD-SCDMA) is in the framework of 3GPP2 and is expected to
be one of the principle wireless technologies employed in China in the future. It is envisioned that each
of three standards in the framework of international mobile telecommunications-2000 (IMT-2000) will
play a significant role in the future due to the backward compatibility, investment, maintenance cost,
and even politics. In all of the potential standards, access security is one of the primary demands as
well as challenges to resolve the deficiency existing in the second generation wireless mobile networks
such as GSM, in which only one-way authentication is performed for the core network part to verify
the user equipment (UE). Such access security may lead to the “man-in-middie” problem, which is a
type of attack that can take place when two clients that are communicating remotely exchange public
keys in order to initialize secure communications. If both of the public keys are intercepted in the route
by someone, that someone can act as a conduit and send in the messages with a fake public key. As a
result, the secure communication is eavesdropped on by a third party.

Chapter XXI1
Security in 2.5G MODbIle SYSIEMS ...o.ooviiiieiicei ettt et 351
Christos Xenakis, University of Piraeus, Greece

The global system for mobile communications (GSM) is the most popular standard that implements sec-
ond generation (2G) cellular systems. 2G systems combined with general packet radio services (GPRS)
are often described as 2.5G, that is, a technology between the 2G and third (3G) generation of mobile
systems. GPRS is a service that provides packet radio access for GSM users. This chapter presents the
security architecture employed in 2.5G mobile systems, focusing on GPRS. More specifically, the security
measures applied to protect the mobile users, the radio access network, the fixed part of the network, and
the related data of GPRS, are presented and analyzed in details. This analysis reveals the security weak-
nesses of the applied measures that may lead to the realization of security attacks by adversaries. These
attacks threaten network operation and data transfer through it, compromising end-users and network



security. To defeat the identified risks, current research activities on the GPRS security propose a set of
security improvements to the existing GPRS security architecture.

Chapter XXHI

End-to-End Security Comparisons Between IEEE 802.16e and 3G Technologies..................occoo..e. 364
Sasan Adibi, University of Waterloo, Canada
Gordon B. Agnew, University of Waterloo, Canada

Security measures of mobile infrastructures have always been important from the early days of the
creation of cellular networks. Nowadays, however, the traditional security schemes require a more
fundamental approach to cover the entire path from the mobile user to the server. This fundamental
approach is so-called end-to-end (E2L) security coverage. The main focus of this chapter is to discuss
such architectures for IEEE 802.16e (Mobile-WiMAX) and major 3G cellular networks. The end-to-end
implementations usually contain a complete set of algorithms and protocol enhancements (e.g., mutual
identification, authentications, and authorization), including the VLSI implementations. This chapter
discusses various proposals at the protocol level.

Chapter XX1V

Generic Application Security in Current and Future Networks..........ocooveirivcivnnicicenc e 379
Silke Holtmanns, Nokia Research Center, Finland
Pekka Laitinen, Nokia Research Center, Finland

This chapter outlines how cellular authentication can be utilized for generic application security. It
describes the basic concept of the generic bootstrapping architecture that was defined by the 3rd gen-
eration partnership project (3GPP) for current networks and outlines the latest developments for future
networks. The chapter will provide an overview of the latest technology trends in the area of generic
application security.

Chapter XXV
Authentication, Authorization, and Accounting (AAA) Framework in Network
Mobility (NEMO) ENVIIONMIMENTS. .........coviiiieieeeieeieeee ettt eveeee et eeae s e e eesee s s sae e eeeamaneens 395
Sangheon Pack, Korea University, South Korea
Sungmin Baek, Seoul National University, South Korea
Taekyoung Kwon, Seoul National University, South Korea
Yanghee Choi, Seoul National University, South Korea

Network mobility (NEMO) enables seamless and ubiquitous Internet access while on board vehicles. Even
though the Internet Engineering Task Force (IETF) has standardized the NEMO basic support protocol
as a network layer mobility solution, few studies have been conducted in the area of the authentication,
authorization, and accounting (AAA) framework that is a key technology for successful deployment.
In this chapter, we first review the existing AAA protocols and analyze their suitability in NEMO envi-
ronments. After that, we propose a localized AAA framework to retain the mobility transparency as the
NEMO basic support protocol and to reduce the signaling cost incurred in the AAA procedures. The
proposed AAA framework supports mutual authentication and prevents various threats such as replay



attack, man-in-the-middle attack, and key exposure. Performance analysis on the AAA signaling cost
is carried out. Numerical results demonstrate that the proposed AAA framework is efficient under dif-
ferent NEMO eavironments.

I r Section II1
O u I I l e ‘ Security in Ad Hoc and Sensor Networks

Chapter XXVI
Security in Mobile Ad Hoc Networks.........ccooiiiiiiiicii et 413
Bin Lu, West Chester University, USA

Mobile ad hoc network (MANET) is a self-configuring and self-maintaining network characterized by
dynamic topology, absence of infrastructure, and limited resources. These characteristics introduce secu-
rity vulnerabilities, as well as difficulty in providing security services to MANETS. To date, tremendous
research has been done to develop security approaches for MANETs. This work will discuss the existing
approaches that have intended to defend against various attacks at different layers. Open challenges are
also discussed in the chapter.

Chapter XXVI1I

Privacy and Anonymity in Mobile Ad Hoc Networks..........cocoooiiiiiii e 431
Christer Andersson, Combitech, Sweden
Leonardo A. Martucci, Karlstad University, Sweden
Simone Fischer-Thibner, Karlstad University, Sweden

Providing privacy is often considered a keystone factor for the ultimate take up and success of mobile ad
hoc networking. Privacy can best be protected by enabling anonymous communication and, therefore,
this chapter surveys existing anonymous communication mechanisms for mobile ad hoc networks. On
the basis of the survey, we conclude that many open research challenges remain regarding anonymity
provisioning in mobile ad hoc networks. Finally, we also discuss the notorious Sybil attack in the context
of anonymous communication and mobile ad hoc networks.

Chapter XXVII1

Secure Routing with Reputation in MANET ..o, 449
Tomasz Ciszkowski, Warsaw University, Poland
Zbigniew Kotulski, Warsaw University, Poland

The pervasiveness of wireless communication recently gave mobile ad hoc networks (MANET) sig-
nificant researchers’ attention, due to its innate capabilities of instant communication in many time and
mission critical applications. However, its natural advantages of networking in civilian and military
environments make it vulnerable to security threats. Support for anonymity in MANET is orthogonal
to a critical security challenge we faced in this chapter. We propose a new anonymous authentication
protocol for mobile ad hoc networks enhanced with a distributed reputation system. The main objective
is to provide mechanisms concealing a real identity of communicating nodes with an ability of resistance
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to known attacks. The distributed reputation system is incorporated for a trust management and mali-
cious behavior detection in the network.

Chapter XXI1X
Trust Management and Context-Driven Access Control ... 461
Paolo Bellavista, University of Bologna, Italy
Rebecca Montanari, University of Bologna, ltaly
Daniela Tibaldi, University of Bologna, Italy
Alessandra Toninelli, University of Bologna, Italy

The increasing diffusion of wireless portable devices and the emergence of mobile ad hoc networks
promote anytime and anywhere opportunistic resource sharing. However, the fear of exposure to risky
interactions is currently limiting the widespread uptake of ad hoc collaborations. This chapter introduces
to the challenge of identifying and validating novel security models/systems for securing ad hoc col-
laborations by taking into account the high unpredictability, heterogeneity, and dynamicity of envisioned
wireless environments. We claim that the concept of trust management should become a primary engi-
neering design principle, to associate with the subsequent trust refinement into effective authorization
policies, thus calling for original and innovative access control models. The chapter overviews the state-
of-the-art solutions for trust management and access control in wireless environments, by pointing out
both the need for their tight integration and the related emerging design guidelines (e.g., exploitation of
context awareness and adoption of semantic technologies).

Chapter XXX

A Survey of Key Management in Mobile Ad Hoc Networks...........iii 479
Bing Wu, Fayetteville State University, US4
Jie Wu, Florida Atlantic University, USA
Mihaela Cardei, Florida Atlantic University, USA

Security has become a primary concern in mobile ad hoc networks (MANETSs). The characteristics of
MANETs pose both challenges and opportunities in achieving security goals, such as confidentiality,
authentication, integrity, availability, access control, and nonrepudiation. Cryptographic techniques are
widely used for secure communications in wired and wireless networks. Most cryptographic mecha-
nisms, such as symmetric and asymmetric cryptography, often involve the use of cryptographic keys.
However, all cryptographic techniques will be ineffective if the key management is weak. Key manage-
ment is also a central component in MANET security. The purpose of key management is to provide
secure procedures for handling cryptographic keying materials. The tasks of key management include
key generation, key distribution, and key maintenance. Key maintenance includes the procedures for
key storage, key update, key revocation, key archiving, and so forth. In MANETS, the computational
load and complexity for key management are strongly subject to restriction by the node’s available re-
sources and the dynamic nature of network topology. A number of key management schemes have been
proposed for MANETs. In this chapter, we present a survey of the research work on key management
in MANETSs according to recent literature.



Chapter XXXI

Security Measures for Mobile Ad-Hoc Networks (MANETS) .....ovooii e 500
Sasan Adibi, University of Waterloo, Canada
Gordon B. Agnew, University of Waterloo, Canada

Mobile-IP ad hoc networks (MANETS) have gained popularity in the past few years with the creation
of a variety of ad hoc protocols that specifically offer quality of service (QoS) for various multimedia
traffic between mobile stations (MSs) and base stations (BSs). The lack of proper end-to-end security
coverage, on the other hand, is a challenging issue as the nature of such networks with no specific infra-
structure is prone to relatively more attacks, in a variety of forms. The focus of this chapter is to discuss
a number of attack scenarios and their remedies in MANETs including the introduction of two entities,
ad hoc key distribution center (AKDC) and decentralize key generation and distribution (DKGD), which
serve as key management schemes.

Chapter XXXII
A Novel Secure Video Surveillance System Over Wireless Ad-Hoc Networks.............ocooveveeveeennn 515
Hao Yin, Tsinghua University, China
Chuang Lin, Tsinghua University, China
Zhijia Chen, Tyinghua University, China
Geyong Min, University of Bradford, UK

The integration of wireless communication and embedded video systems is a demanding and interesting
topic which has attracted significant research efforts from the community of telecommunication. This
chapter discusses the challenging issues in wireless video surveillance and presents the detailed design
for a novel highly-secure video surveillance system over ad hoc wireless networks. To this end, we ex-
plore the state-of-the-art in the cross domains of wireless communication, video processing, embedded
systems, and security. Moreover, a new media-dependent video encryption scheime, including a reliable
data embedding technique and real-time video encryption algorithm, is proposed and impiemented to en-
able the system to work properly and efficiently in an open and insecure wireless environment. Extensive
experiments are conducted to demonstrate the advantages of the new systems, including high security
guarantee and robustness. The chapter would serve as a good reference for solving the challenging is-
sues in wireless multimedia and bring new insights on the interaction of different technologies within
the cross application domain.

Chapter XXXIII
Cutting the Gordian Knot: Intrusion Detection Systems in Ad Hoc Networks....o.oooovoooeevee. 531
John Felix Charles Joseph, Nanyang Technological University, Singapore
Amitabha Das, Nanyang Technological University, Singapore
Boot-Chong Seet, Auckland Univerisity of Technology, New Zealand
Bu-Sung Lee, Nanyang Techmological University, Singapore

Intrusion detection in ad hoc networks is a challenge because of the inherent characteristics of these
networks, such as, the absence of centralized nodes, the lack of infrastructure, and so forth. Furthermore,
in addition to application-based attacks, ad hoc networks are prone to attacks targeting routing protocols,



which is a novel problem. Issues in intrusion detection in ad hoc networks are addressed by numerous
research proposals in literature. In this chapter, we first enumerate the properties of ad hoc networks
which hinder intrusion detection systems. Second, significant intrusion detection system (IDS) archi-
tectures and methodologies proposed in the literature are elucidated. Strengths and weaknesses of these
works are then studied and explained. Finally, the future directions, which will lead to the successful
deployment of intrusion detection in ad hoc networks, are discussed.

Chapter XXXIV

Security in Wireless Sensor NetWOTKS ..o 547
Luis E. Palafox, CICESE Research Center, Mexico
J. Antonio Garcia-Macias, CICESE Research Center, Mexico

In this chapter we present the growing challenges related to security in wireless sensor networks. We
show possible attack scenarios and evidence the ease of perpétrating several types of attacks due to the
extreme resource limitations that wireless sensor networks are subjected to. Nevertheless, we show that
security is a feasible goal in this resource-limited environment. To prove that security is possible we
survey several proposed sensor network security protocols targeted to different layers in the protocol
stack. The work surveyed in this chapter enable several protection mechanisms vs. well documented
network attacks. Finally, we summarize the work that has been done in the area and present a series of
ongoing chalienges for future work.

Chapter XXXV

Security and Privacy in Wireless Sensor Networks: Challenges and Solutions...............c. 565
Mohamed Hamdi, University of November 7* at Carthage, Tunisia
Noreddine Boudriga, University of November 7" at Carthage, Tunisia

The applications of wireless sensor networks (WSNs) are continuously expanding. Recently, consistent
research and development activities have been associated to this field. Security ranks at the top of the is-
sues that should be discussed when deploying a WSN. This is basically due to the fact that WSNs are, by
nature, mission-critical. Their applications mainly include battlefield control, emergency response (when
anatural disaster occurs), and healthcare. This chapter reviews recent research results in the field of WSN
security.

Chapter XXXVI

Routing Security in Wireless Sensor Networks ... 582
A.R. Naseer, King Fahd University of Petroleum & Minerials, Dhahran
Ismat K. Maarouf, King Fahd University of Petroleum & Minerials, Dhahran
Ashraf S. Hasan, King Fahd University of Petroleum & Minerials, Dhabran

Since routing is a fundamental operation in all types of networks, ensuring routing security is a necessary
requirement to guarantee the success of routing operations. A securing routing task gets more challenging
as the target network lacks an infrastructure-based routing operation. This infrastructure-less nature that
invites a multihop routing operation is one of the main features of wireless sensor networks that raises the
importance of secure routing problem in these networks. Moreover, the risky environment, application



criticality, and resources limitations and scarcity exhibited by wireless sensor networks make the task of
secure routing much more challenging. All these factors motivate researchers to find novel solutions and
approaches that would be different from the usual approaches adopted in other types of networks. The
purpose of this chapter is to provide a comprehensive treatment of the routing security problem in wireless
sensor networks. The discussion flow of the problem in this chapter begins with an overview on wireless
sensor networks that focuses on routing aspects to indicate the speciai characteristics of wireless sensor
networks from routing perspective, The chapter then introduces the problem of secure routing in wireless
sensor networks and illustrates how crucial the problem is to different networking aspects. This is followed
by a detailed analysis of routing threats and attacks that are more specific to routing operations in wireless
sensor networks. A research-guiding approach is then presented to the reader that analyzes and criticizes
different techniques and solution directions for the secure routing problem in wireless sensor networks.
This is supported by state-of-the-art and familiar examples from the litcrature. The chapter finally concludes
with a summary and future research directions in this field.

Chapter XXXVII

Localization Security in Wireless Sensor Networks...........cocoooiiiii i 617
Yawen Wei, lowa State University, USA
Zhen Yu, lowa State University, USA
Yong Guan, lowa State University, USA

Localization of sensor nodes is very important for many applications proposed for wireless sensor networks
(WSN), such as environment monitoring, geographical routing, and target tracking. Because sensor networks
may be deployed in hostile environments, localization approaches can be compromised by many malicious
attacks. The adversaries can broadcast corrupted location information and they can jam or modify the trans-
mitting signals between sensors to mislead them to obtain incorrect distance measurements or nonexistent
connectivity links. All these malicious attacks will cause sensors to not be able to, or wrongly, estimate
their locations. In this chapter, we summarize the threat models and provide a comprehensive survey and
taxonomy of existing secure localization and verification schemes for wireless sensor networks.

Chapter XXXVIII
Resilience Against False Data Injection Attack in Wireless Sensor Networks..........ocoeceveicvcrnnne, 628
Miao Ma, The Hong Kong University of Science and Technology, Hong Kong

One of severe security threats in wireless sensor network is false data injection attack, that is, the com-
promised sensors forge the events that do not occur. To defend against false data injection attacks, six
en-route filtering schemes in a homogeneous sensor network are described. Furthermore, a one sink
filtering scheme in a heterogencous sensor network is also presented. We find that deploying heteroge-
neous nodes in a sensor network is an attractive approach because of its potential to increase network
lifetime, reliability, and resiliency.

Chapter XXXIX

Survivability of Sensors with Key and Trust Management............. ettt e vre s e 636
Jean-Mare Seigneur, University of Genev, Switzerland
Luminita Moraru, University of Genev, Switzerland
Olivier Powell, University of Patras, Greece



Weiser envisioned ubiquitous computing with computing and communicating entities woven into the
fabrics of every day life. This chapter deals with the survivability of ambient resource~-constrained wire-
less computing nodes, from fixed sensor network nodes to small devices carried out by roaming entities,
for example, as part of a personal area network of a moving person. First, we review the assets that need
to be protected, especially the energy of these unplugged devices. There are also a number of specific
attacks that are described; for example, direct physical attacks are facilitated by the disappearing security
perimeter. Finally, we survey the protection mechanisms that have been proposed with an emphasis on
cryptographic keying material and trust management.

Chapter XL
Fault Tolerant Topology Design for Ad Hoc and Sensor Networks ..., 652
Yu Wang, University of North Carolina at Charlotte, USA

Fault tolerance is one of the premier system design desiderata in wireless ad hoc and sensor networks.
It is crucial to have a certain level of fault tolerance in most ad hoc and sensor applications, especially
for those used in surveillance, security, and disaster relief. In addition, several network security schemes
require that the underlying topology provide fault tolerance. In this chapter, we will review various fault
tolerant techniques used in topology design for ad hoc and sensor networks, including those for power
control, topology control, and sensor coverage.

Section 1V
Security in Wireless PAN/LAN/MAN Networks

Chapter XL1

Evaluating Security Mechanisms in Different Protocol Layers for Bluetooth Connections.............. 666
Georgios Kambourakis, University of the Aegean, Greece
Angelos Rouskas, University of the Aegean, Greece
Stefanos Gritzalis, University of the Aegean, Greece

Security is always an important factor in wireless connections. As with all other existing radio technolo-
gies, the Bluetooth standard is often cited to suffer from various vulnerabilities and security inefficiencies,
while attempting to optimize the trade-off between performance and complementary services including
security. On the other hand, security protocols like [P secure (iPsec) and secure shell (SSH) provide
strong, flexible, low cost, and easy to implement solutions for exchanging data over insecure communi-
cation links. However, the employment of such robust security mechanists in wireless realms enjoins
additional research efforts due to several limitations of the radio-based connections, for example link
bandwidth and unreliability. This chapter will evaluate several Bluetooth personal area network (PAN)
parameters, including absolute transfer times, link capacity, throughput, and goodput. Experiments
shall employ both Bluetooth native security mechanisms, as well as the two aforementioned protocols.
Through a plethora of scenarios, utilizing both laptops and palmtops, we offer a comprehensive in-depth
comparative analysis of each of the aforementioned security mechanisms when deployed over Bluetooth
communication links.



Chapter XLI1
Bluetooth Devices Effect on Radiated EMS of Vehicle Wiriig .............cooovoovveeiiieecieeeeeeeeeeeie 681
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The electromagnetic energy source used by wireless communication devices in a vehicle can cause
electromagnetic compatibility problems with the electrical and electronic equipment on board. This
work is focused on the radiated susceptibility — EMS — issue and proposes a method for quantifying the
clectromagnetic influence of wireless RF transmitters on board vehicles. The key to the analysis is the
evaluation of the relation between the electrical field emitted by a typical Bluetooth device operating
close to the automobile’s electrical and electronic systems and the field level specified by the EMC di-
rective 2004/104/EC for radiated susceptibility tests. The chapter includes the model of a closed circuit
structure emulating an automobile’s electric wire system and the simulation of its behavior under elec-
tromagnetic fields’ action. According to this a physical structure is designed and implemented, which is
used for laboratory tests. Finally, simulated and experimental results are compared and the conclusions
obtained are discussed.
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Security in WLAN ... e et b e et ae b nr et en s 695
Mohamad Badra, Bédt ISIMA, France
Artur Hecker, INFRES-ENST, France

The great promise of wireless LAN will never be realized unless there is an an appropriate security
level. From this point of view, various security protocols have been proposed to handle WLAN security
problems that are mostly due to the lack of physical protection in WLAN or because of the transmission
on the radio link. The purpose of this chapter is (1) to provide the reader with a sample background in
WLAN technologies and standards, (2) to give the reader a solid grounding in common security concepts
and technologies, and (3) to identify the threats and vulnerabilities of WLAN communications.

Chapter XL1V

Access Control in Wireless Local Area Networks: Fast Authentication Schemes ...l 710
Jahan Hassan, The University of Sydney, Australia
Bjorn Landfeldt, The University of Sydney, Australia
Albert Y. Zomaya, The University of Sydney, Australia

Wireless local area networks (WLAN) are rapidly becoming a core part of network access, Supporting
user mobility, more specifically, session continuation in changing network access points, is becoming
an integral part of wireless network services. This is because of the popularity of emerging real-time
streaming applications that can be commonly used when the user is mobile, such as voice-over-IP and
Internet radio. However, mobility introduces a new set of problems in wireless environments because of
handoffs between network access points (APs). The IEEE 802.11i security standard imposes an authen-
tication delay long enough to hamper real-time applications. This chapter will provide a comprehensive



study on fast authentication solutions found in the literature as well as the industry that address this
problem. These proposals focus on solving the mentioned problem for intradomain handoft scenarios
where the access points belong to the same administrative domain or provider. Interdomain roaming is
also becoming common-place for wireless access. We need fast authentication solutions for these en-
vironments that are managed by independent administrative authorities. We detail such a solution that
explores the use of local trust relationships to foster fast authentication.

Chapter XLV
Security and Privacy in RFID Based Wireless Networks.........cooovoviinni 723
Denis Tréek, University of Liubljana, Slovenia

Mass deployment of radio-frequency identification (RFID) technology is now becoming feasible for
a wide variety of applications ranging from medical to supply chain and retail environments. Its main
draw-back until recently was high production costs, which are now becoming lower and acceptable. But
due to inherent constraints of RF1D technology (in terms of limited power and computational resources)
these devices are the subject of intensive research on how to support and improve increasing demands for
security and privacy. This chapter therefore focuses on security and privacy issues by giving a general
overview of the field, the principles, the current state of the art, and future trends. An improvement in the
field of security and privacy solutions for this kind of wireless communications is described as well,
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Security and Privacy Approaches for Wireless Local and Metropolitan

Area Networks (LANS & MANS) ..o 732
Giorgos Kostopoulos, University of Patras, Greece
Nicolas Sklavos, Technological Educational Institute of Mesolonghi, Greece
Odysseas Koufopaviou, University of Patras, Greece

Wireless communications are becoming ubiquitous in homes, offices, and enterprises with the popular
IEEE 802.11 wireless LAN technology and the up-and-coming IEEE 802.16 wireless MAN technology.
The wireless nature of communications defined in these standards makes it possible for an attacker to
snoop on confidential communications or modify them to gain access to home or enterprise networks
much more casily than with wired networks. Wireless devices generally try to reduce computation
overhead to conserve power and communication overhead to conserve spectrum and battery power. Due
to these considerations, the original security designs in wireless LANs and MANSs used smaller keys,
weak message integrity protocols, weak or one-way authentication protocols, and so forth. As wireless
networks became popular, the security threats were also highlighted to caution users. A security protocol
redesign followed first in wireless I.ANs and then in wireless MANs. This chapter discusses the security
threats and requirements in wireless LANs and wireless MANSs, with a discussion on what the originat
designs missed and how they were corrected in the new protocols. It highlights the features of the cur-
rent wireless LAN and MAN security protocols and explains the caveats and discusses open issues. Our
aim is to provide the reader with a single source of information on security threats and requirements,

authentication technologies, security encapsulation, and key management protocols relevant to wireless
LANs and MANs,
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A Security Technical Overview for Corporate Multimedia Applications.............ccccooevvvieriivcevecvnnnn, 747
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Tom Tofigh, WiMAX Forum, USA

An overview of the technical and business aspects is given for the corporate deployment of services over
WiMAX. WiMAX is considered to be a strong candidate for the next generation of broadband wireless
access; therefore its security is critical. This chapter provides an overview of the inherent and comple-
mentary benefits of broadband deployment over a long haul wireless pipe, such as WiMAX, In addition,
we explore end-fo-end (E2E) security structures necessary to launch secure business and consumer class
services. The main focus of this chapter is to look for the best security practice to achieve E2E security
in both vertical and horizontal markets. The E2E security practices will ensure complete coverage of the
entire link from the client (user) to the server. This is also applicable to wireless virtual private network
(VPN) applications where the tunneling mechanism between the client and the server ensures complete
privacy and security for all users. The same idea for E2E security is applied to client-server-based mul-
timedia applications, such as in IP multimedia subsystem (IMS) and voice over [P (VoIP), where secure
client/server communication is required. In general, we believe that WiMAX provides the opportunity
for a new class of high data rate symmetric services. Such services will require E2E security schemes
to ensure risk-free high data-rate uploads and downloads of multimedia applications. WIMAX provides
the capability for embedded security functions through the 802.16 security architecture standards. I[EEE
802.16 is further subcategorized as §02.16d (fixed-WiMAX) and 802.16¢ (mobile-WiMAX}. Due to
the mobility and roaming capabilities in 802.16e and the fact that the medium of signal transmission
is accessible to everyone, there are a few extra security considerations applied to 802.16e. These extra
features include PKMv2, PKM-EAP authentication method, AES encryption wrapping, and so forth. The
common security features of 802,16d and 802.16¢ are discussed in this chapter, as well as the highlights
of the security comparisons between other broadband access, 3G technologies, and WiMAX.

Chapter XLVIII
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During the last few years, mobile broadband access has been a popular concept in the context of fourth
generation (4G) cellular systems. Afier the wide acceptance and deployment of the wired broadband
connections, such as DSL, the research community in conjunction with the industry have tried to develop
and deploy viable mobile architectures for broadband connectivity. The dominant architectures which
have already been proposed are Wi-Fi, UMTS, WiMax, and flash-OFDM. In this chapter, we analyze
these protocols with respect to their security mechanisms. First, a detailed description of the authentica-
tion, confidentiality, and integrity mechanisms is provided in order to highlight the major security gaps
and threats. Subsequently, each threat is evaluated based on three factors: likelihood, impact, and risk.



The technologies are then compared taking their security evaluation into account. Flash-OFDM is not
included in this comparison since its security specifications have not been released in public. Finally,
future trends of mobile broadband aceess, such as the evolution of WiMax, mobile broadband wireless
access (MBWA), and 4G are discussed.
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Extensible Authentication (EAP) Protocol Integrations in the Next
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Sasan Adibi, University of Waterloo, Canada
Gordon B. Agnew, University of Waterloo, Canada

Authentication is an important part of the authentication, authorization, and accounting (AAA) schemes,
and the extensible authentication protocol (EAP) is a universally accepted framework for authentication
commonly used in wireless networks and point-to-point protocol (PPP) connections. The main focus
of this chapter is the technical details to examine how EAP is integrated into the architecture of next
generation networks (NGN), such as in worldwide interoperability for microwave access (WiMAX),
which is defined in the IEEE 802.164 and IEEE 802.16¢ standards and in current wireless protocols,
such as [EEE 802.11i. This focus includes an overview of the integration of EAP with IEEE 802.1x,
remote authentication dial in user service (RADIUS), DIAMETER, and pair-wise master key version
(2PKv2).



