Software Testing an

Continuous Quality
Improvement

Third Edition

William E. Lewis

Technical Contributors
David D. Dobbs ¢ Gunasekaran Veerapillai

CRC Press 4

Taylor & Francis Group
AN AUERBACH BOOK



Contents

AcKDOWIEdZMENLS cucvveuiiiniiieiiiciitieiiesiitstntsestssste st sasnssasssessssnansnenas xxi
It OdUCHION e remirercsieriraere s eaem e rseressoresasnentnnsnvmssnsenersenasnenssnossssassosasasnene xxiii
ABout the AULBOT crrrerraeeeeieiecvevccierrerrersssrnasaremsmaerssarreeasnssnsssen rreereererenseenren XXV

SECTION 1 SOFTWARE QUALITY IN PERSPECTIVE

1

A Brief History of Software Testing .....ccvcivcnenvirinenesssensncnssnssessins 3
Historical Software Testing and Development Parallels.........cocieiieninae. 6
Extreme Programming. . ....cocooirimeieiririoeeecee e stientc e 8
Evolution of Automated Testing TooIS ....vcvvveerrriceiceicceecireerresessere s 8
Static Capture/Replay Tools (without Scripting Language) .............. 10
Static Capture/Replay Tools (with Scripting Language)....oo.oovvievenn. 10
Variable Caprure/Replay Tools .....c.ooiiciiniinicrneccinencee 10
Quality Assurance Framework.....cccuinuinininnn. sebssasnereisrneenas 13
What Is QUAality? c.ooooieee et 13
Prevention versus Detection ..o e eresesssr s 14
Verification versus Validation. ..o 15
Software QUality ASSUIANCE .ovvirieveereiee e s s s 16
Components of Quality ASSUTANCE v.ooveveivviireeraieie e seees e, 17
Software Testing. ..o 17
Quality Control.......cc.ooeoevervvennne. eter e et e e nr e e nr s 18
Software Configuration Management .......c.ccoovvvuemureccencnnicnecenne 19
Elements of Sofeware Configuration Management......cc.ocovun.e 20
Sofrware Quality Assurance Plan....vvievcienienessesessseieeien 23
Steps to Develop and Implement a Software Quality Assurance
PAIL cete ittt e an st e b b e e ais 23
Step 1: Document the Plan......ccoviieii s 23
Step 2: Obrain Management Acceptance.....oueeerenininenas 25

Step 3: Obuain Development Acceptance ......coocevvevvrvnecrinnnas 25



Step 4: Plan for Implementation of the SQA Plan.......ccccoivne 26

Step 5: Execure the SQA Plan.....cocoviiniiiiiinie e cerenrereens 26

Quality Standards.........cciiiii et 26
Sarbanes—Oxley......ccovviiiiii e 26
TSOO000 ...ttt eeesbasne st e te e et eeen 29
Capability Maturicy Model (CMM) ..o 29
Level 1: INitial .ovceieiieerseeces s 30

Level 2: Repeatable.....cocoviiinniniiceccrc e 31

Level 3: Defined oo 31

Level 4; Managed ......occocciircnincin e 32

Level 5: Optimized.....ccoocviiiininnicniiiiccc e 32

People CIMM ...t n oot 33
CMMIL ot s 33
Malcolm Baldrige Narional Quality Award...........cccocovrecncenecncnns 34
INOTES aeietirs ittt et ss e e sttt e st e et g emn e e eeene s be s nr e 37
Overview of Testing Techniques....cocvesimesvisrsmainnsismisiermessssens 39
Black-Box Testing (Functional)......ocoooeocic v 39
White-Box Testing (Structural) ... 40
Gray-Box Testing (Functional and Structural)........coveorcviiiinninnnes 41
Manual versus Automated Testing.....ccouvvvvrniemeriiicenceiniin s 41
Static versus Dynamic Testing ....coooovciiiiiiiriiiciese e 41
Taxonomy of Software Testing Techniques......ooouevecerveereenccciciiininnnnns 42
Transforming Requirements to Testable Test Cases...ccvevnervesesrersrasnenee 51
INUEOAUETION c.oie ittt e e eses e ebes b et nemns e 51
Software Requirements as the Basis of Testing........cocooovvvincvnicrinicnnenn. 51
Requirement Quality Factors...oooiviiimrcinicis s 52
Understandable........ocvivniiencninionimiinniesie e 52
INECESSATY . ivivarersrsremseeeeeeeeeestbesabianiasts bt e san b sasseeseeene e st e nben e b e e nanes 53
Modifiable .....cooeiceiiieete e 53
NONTEAUNAANT ..ot aree e 53
TTEISE vttt cee et e s en b s e et nre sttt et 54
TeStable. e v e e e 54
Traceable ....o.ovvoeeece e 54
Wthin SCOPE....iriiiiciiiin s 54
Numerical Method for Evaluating Requirement Quahty ........................... 54
Process for Crearing Test Cases from Good Requirements ......cocooiinnnn 55
Step 1: Review the Requirements. ... vineecccvcniiiinnin i 55

Step 2: Write a Test Plan...ocvecininine e 58

Step 3: Identify the Test SUIt€. oo 58

Step 4: Name the Test Cases....coccocvnimiiniiiininincece e 59

Step 5: Write Test Case Descriptions and Objectives......ooiviiveinnnnn. 62



Step 6: Create the Test €ases oo 62

Step 7: Review the Test Cases .o 63
Transforming Use Cases to Test Cases.....c.cooicvniniiniiinierennvecineeeine s 64
Step 1: Draw a Use Case Diagram ..o 64
Srep 2: Write rthe Derailed Use Case TeXtooeoriviiriiriieciiiecnicereenne 64
Step 3: Identify Use Case Scenarios ......cocvvirurivioeeeieeeeeeve e e 66
Step 4: Generating the Test Cases......oooiiciccee 66
Step 5: Generaring Test Data .o 68
SUMUTIATY ettt st bbb aeta et 68
What to Do When Requirements Are Nonexistent or Poot?......ccoeveeeenen. 68
Ad HOC TESTNG ..ottt et e s 68
The Art of Ad Hoc Testing...ooovieiiiiinienceeceese e 63
Advantages and Disadvantages of Ad Hoc Testing......ccoveuee. 71
Exploratory Testing .....cccoovriiiiiiiniiiniieiieie oo sesesrenens 72
The Art of Exploratory Testing.......covovonorenriennirniccenns 72
Exploratory Testinng Process.......ccovevceniceioresinenereernn e 72
Advantages and Disadvantages of Exploratory Testing............ 73
Quality through Continuous Improvement Process......ccoveesiensnccranas 75
Contribution of Edward Deming......cccoovcivionniininnivsceeeenns 75
Role of Statistical Methods ......ooveveiiinincinc s 76
Cause-and-Effect Diagram .......ocooeivrininnncnncccreeceenveenes 76
FLOWCRATT 0.0t iacisscersiassi et et eee sttt svs e erns e e 76
Pareto CRArt. ..ottt 76
Run Chart ... ne 77
HiStogram ... e s 77
Scatter DRAZIAM covveieeirce st ettt e et 77
Control CRart, it rene st se s e sr b s aras 77
Deming’s 14 Qualicy Principles ....ooooviiiiiiiiccceee 77
Point 1: Create Constancy of PUIPOSE...ccvcviviaiinicresiniereesieveenn. 77
Point 2: Adopt the New Philosophy......cccccccnminniinnronnrenienienns 78
Point 3: Cease Dependence on Mass Inspection .....cc.ococoveiecncene. 78
Point 4: End the Practice of Awarding Business on Price
Tag ALODE oo 79
Point 5: Improve Constantly and Ceaselessly the System of
Production and Service.....coovevvriercercernceriess e 79
Point 6: Insticure Training and Retraining ........ccoevovvninencninenn, 79
Point 7: Institute Leadership ..o, 80
Point 8: Drive Out Fear ...vvvveiiiiiiiiciee st 80
Point 9: Break Down Barriers between Staff Areas ....ooveooiieeiecnne. 81
Point 10: Eliminate Slogans, Exhortations, and Targets for the
OTKEOTCE 11 vt b e e bt 81



Point 12: Remove Barriers to Pride of Workmanship......cocoovooieinne 82
Point 13: Institute a Vigorous Program of Education and

Retraining ..ot 82
Point 14: Take Action to Accomplish the Transformation ................ 82
Continuous Improvement through the Plan, Do, Check, Act Process .......83
Going around the PDCA Circle ..o 84

SECTION 2 WATERFALL TESTING REVIEW

6

OVerview cicuiieanseiimnimssieereseroessoees revsrverersrrarsaasans ierrrenesiarasssranenas 87
Waterfall Development Methodology ... 87
Continuous Improvement “Phased” Approach ......cccovvimiinienciiiinin 88
Psychology of Life-Cycle Testing .....cccovverirminimiernrnnranesrssimisinns s 89
Sofrware Testing as a Continuous Improvement Process...c.ooveevviuiiianienees 89
The Testing Bible: Software Test Plan....coouiiieiceieiieseieineeceenceeec 92
Major Steps in Developing a Test Plan......cc..ooovovrcernccnninrcisisinnen, 93
Step 1: Define the Test Objectives .o.u.veeieeciiorimincineenenns 93
Step 2: Develop the Test Approach......ccovcvvncnnnnincine 93
Step 3: Define the Test Environment.........ccoccvvvveeeiioinnincnininnns 95
Step 4: Develop the Test Specifications..........c.cocveverereniiniiinninn. 95
Step 5: Schedule the Test oot 95
Step 6: Review and Approve the Test Plan......cc.ocovcneininiiinniniicnne. 95
Components of a2 Test Plan ..o s 95
Technical Reviews as a Continuous Improvement Process....cccouveeeiieicncs. 96
Motivation for Technical Reviews.......cumioiinierncniinciinscs 101
Types of REVIEWS tuiiiiiiiiiic it e e 101
Structured Walkthroughs ..o 101
[RSPECTIONS 1iivitiiictte et e redsan 22 e b 102
Participant Roles ..o 103
Steps for an Effective Review .. oo 105
Step 1: Plan for the Review Process.......ccccovcovccniniinimsenininiiinnns 105
Step 2: Schedule the Review ... 105
Step 3: Develop the Review Agenda .....ooooorvenveeiiniiini 106
Step 4: Create a Review Report......o.cvcecicnicnceiiiinnisiniien, 106
Static Testing the Requirements.....cvcvvrmniniiiiniiisinsnersssesssiseensisennns 107
Testing the Requirements with Ambiguity Reviews..........cccooveniniinn, 108
Testing the Requirements with Technical Reviews ..o, 109
Inspections and Walkthroughs .....oooveiiinie 109
Checkhists oo e v et er et e e b s e s 109
Methodology Checklist ... 109
Requirements Traceability Matrix ...ocovveiicicinii e 110

Building the System/Acceptance Test Plan ..o 111



8  Static Testing the Logical Design...cciiniiciniiinininiinsnsnssisnsinnens
Dara Model, Process Model, and the Linkage.......cocoooii,
Testing the Logical Design with Technical Reviews ..o
Refining the System/Acceptance Test Plan.........ooovooiiiiiiiin,

9  Static Testing the Physical Designu i,
Testing the Physical Design with Technical Reviews ....cc..coooveviviininnne,
Crearing Integration Test Cases ..o
Methodology for Integration Testing........cocoviiiiiininicnnieniniesnns

Step 1: Identify Unir Interfaces......oooiicii
Step 2: Reconcile Interfaces for Completeness .......oocvvereoenicnniinian
Step 3: Create Inregration Test Conditions ..........occoovervnniiinnin
Step 4: Evaluate the Completeness of Integration-Test

CONAITIONS. cvi ettt et

10  Static Testing the Program Unit Design. ...
Testing the Program Unit Design with Technical Reviews .....ccovcoinnen.
SEQUENCE. .viiiriietsi i e

SElECTOM ..o e e

TEEEATION co vt cis et st e e

Creating Unit Test Cases ...

11  Static Testing and Dynamic Testing the Code .....oureiirsrierreeriernranns
Testing Coding with Technical Reviews...........cccococoiimiiinnnn.
Executing the Test Plan ..o
Unit TestINg...cvoiiinririii i e e s
Integration Testing ...
SYSTEM TESTIIIE ..ottt ee e aee e e saa e
Acceprance Testing ..o
Defect ReCOrding.....c.cuvciiiciiiiiiiiiciei e

SECTION 3 SPIRAL (AGILE) SOFTWARE TESTING
METHODOLOGY: PLAN, DO, CHECK, ACT

12 Development Methodology OvervieW...uuuisiiisemsssmsnenessssans
Limitations of Life-Cycle Development .........cccoocniiiiniciinnnin,

The Client/Server Challenge ..........coovviviiviniiniiiiiieee e
Psychology of Client/Server Spiral Testing.........ccccoovciricimnniininnennnnn,

The New School of Thought ..o
Tester/Developer Perceptions......oocvevic i

Project Goal: Integrate QA and Development........ccoevveiiieinninns
Iterative/Spiral Development Methodology ..o,

Role 0f JADIS et e e e

Role of Prototyping. ...



Methodology for Developing Protorypes ...coecrrvereereeiereneccieeerineeeneenins 148

Step 1: Develop the Prototype v 148
Step 2: Demonstrate Prototypes to Management........ooveeininnn 149
Step 3: Demonstrate Prototype to Users v 150
Step 4: Revise and Finalize Speciiications ............cccvvncevvevvcivcocenins 150
Step 5: Develop the Production System .....oooveccvivvececiiinicniinens 151
Continuous Improvement “Spiral” Testing Approach.........cccooviiiiiinnne. 151
13 Information Gathering (Plan) .u.ersrssecesieicsssssienissssnssssensasnsssses 155
Step 1: Prepare for the Interview ..o, 156
Task 1: Identify the Participants .....ccovoveveeeminecviscecrecisicnecieinneenes 156
Task 2: Define the Agenda....oo.cvccciiiincincrincscie i 156
Step 2: Conduct the INEErVIEW ...cvvveereii s 156
Task 1: Understand the Proect. .o 158
Task 2: Understand the Project Objectives .....oovvverceecniirenecncnians 159
Task 3: Understand the Project Status .......cocoviivrrcvvncniieneninens 160
Task 4: Understand the Project Plans ... 160
Task 5: Understand the Project Development Methodology........... 161
Task 6: Identify the High-Level Business Requirements................. 161
Task 7: Perform Risk Analysis. .o, 162
Computer Risk Analysis.....cooiicinincnn o, 163
Method 1: Judgment and Instinet ...ocoovveneiineiens i 163
Method 2: Dollar Estimation ...c..covveeivcierneneesionincneercis 163
Method 3: Identifying and Weighting Risk Attributes.......... 164
Step 3: Summarize the Findings ..o, 165
Task 1: Summarize the Interview.......ccnvrniiiiininccciceenae 165
Task 2: Confirm the Interview Findings.......o.occoveiiiiiiinincnnn. 165
14 Test Planning (Plan).....cccieisscerseseisnisinseesssiissssssssesesiesssssresmsnsessss 167
Step 1: Build a Test Plan ...oovcvcniiciiinnnns VPP 168
Task }: Prepare an Introduction........o.cvveeeciiiieieceeciicnes 168
Task 2: Define the High-Level Functional Requirements {in
SCOPE) 1ttt b b 170
Task 3: Identify Manual/Automated Test Types....ccovirviciieneniinns 171
Task 4: Identify the Test Exit Criteria.....cocooveorvevreniericnccinrcnenae 171
Task 5: Establish Regression Test Strategy .......ccoovveiaveinicciecnnne, 172
Task 6: Define the Test Deliverables.....oooivieinciininnccienn 174
Task 7: Organize the Test Team c..oveeevveeiivivvierecriesisns i 175
Task 8&: Establish 2 Test Environment ........ccccouvvvverirerceieencnneicrnneenes 177
Task 9: Define the Dependencies ... o.ccceeiniicnenecnienininsiceenes 177
Task 10: Create a Test Schedule..ooviroiiiiiieee s 178
Task 11: Select the Test Tools oo 178

Task 12: Establish Defect Recording/Tracking Procedures............. 182



15

16

17

18

Task 13: Establish Change Request Procedures .......cccoocovoevicncenee. 184

Task 14: Establish Version Control Procedures........cooiveieeniriniinns 185
Task 15: Define Configuration Build Procedures......occocovervvrvnncen. 186
Task 16: Define Project Issue Resolution Procedures .........ccece.e.e. 186
Task 17: Establish Reporting Procedures ..., 187
Task 18: Define Approval Procedures .......c.oooeevvreimcncrvcncreneee 187
Step 2: Define the Metric Objectives ..oimniiieciciccceccc 188
Task 1: Define the Metrics oo oo ntriesiesesr e 188
Task 2: Define the Merric Points ...coocoviiiinininincinsorenenees 189
Step 3: Review/Approve the Plan ..o, 194
Task 1: Schedule/Conduct the Review .....oovveiieicciieieecceeeee 194
Task 2: Obtain Approvals .....ccovivnninni 194
Test Case Design (ID0) ovsericessniicsiennninisiiimmaimmsmmsiasinsmsnss 195
Step 1: Design Function Tests....ooviiiiiiii e 195
Task 1: Refine the Functional Test Requirements.......c.ccooiiiieeenee 195
Task 2: Build a Funcrion/Test MatrixX......cccoovivinnrnrenonnicnionn 200
Step 2: Design GUI Tests ...oovvvviiiiiiiiii e 200
Ten Guidelines for Good GUT Design.....cvovvreioiiaicieneis e 200
Task 1: Identify the Application GUI Components .....ovvervevrveerens 202
Task 2: Define the GUT Tests .oveuimnnenereieieieee e 202
Step 3: Define the System/Acceptance Tests c.oovverivriiieniairineenes 203
Task 1: Identify Potential System Tests ..oouocreiorericiiniiiiinn 203
Task 2: Design System Fragment Tests .......c.occocmeinneinnccnionenns 205
Task 3: Identify Porential Acceptance Tests . ..vvvvvvervvrevivereereenene 206
Step 4: Review/Approve Design ..o 206
Task 1: Schedule/Prepare for Review ......ccooovviviincnincneninens 206
Task 2: Obrain Approvals.......cccccoioiiiiniiiinnen e 206
Test Development (T10)..c.ceiiiiiimsssnisismsisnsinnissessessersassenssassesesas 209
Step 1t Dievelop Test SCHPLS . ovorrorcrreree e r et 209
Task 1: Script the Manual/Automated GUI/Funcrion Tests ........... 209
Task 2: Script the Manual/Automated System Fragment Tests ....... 210
Step 2: Review/Approve Test Development....oocnicnirnnccccnnininin 210
Task 1: Schedule/Prepare for Review ..c...ccociiviinenicrnenecennene 210
Task 2: Obtain Approvals ... 212
Test Coverage through Traceability .....c.ccecasvens cerrrsreasarsen e asrnraras 213
Use Cases and Traceability «..coee oo e 214
SULITLITIATY 1ottt ettt e e st e et st a e s e e ns e e be st enseesasensenseanneas 216
Test Execution/Evaluation (Do/Check)....cvoricrimirinricianrerasscsssnessaesecres 217
Step 1: Setup and Testing ....ccoeieinieciereccsc e 217

Task 1: Regression Test the Manual/Automated Spiral Fixes .......... 217



19

20

Task 2: Execute the Manual/Automated New Spiral Tests............. 219

Task 3: Document the Spiral Test Defects........ccovviiniiiininenneen, 219

Step 2: Evaluation ..o 219
Task 1: Analyze the Metrics ..o 219

Step 3: Publish Interim Report ... 220
Task 1: Refine the Test Schedule. ..o 220

Task 2: [dentify Requirement Changes......cooivinieieciinnnn, 221
Prepare for the Next Spiral (Act) woeuenieicrinisieninisinnissessnsrmessssnisaionaes 223
Step 1t Refine the Tests ..o e 223
Task 1: Update the Function/GUI Tests ... 223

Task 2: Updare the Systemn Fragment Tests..oocoevvniiinninienencn. 225

Task 3: Updare the Acceptance Tests ..o 225

Step 2: Reassess the Team, Procedures, and Test Environmenr................ 225
Task 1; Evaluate the Test Team ......o..occoiiviniiionencercniinieinns 225

Task 2: Review the Test Contro!l Procedures.........ccoovcvmnnninriienes 226

Task 3: Updare the Test Environment ..., 227

Step 3: Publish Interim Test RePOrt. i 227
Task 1: Publish the Metric Graphics......c.cooovnivininiiiiines 227

Test Case Execution Status.........coiiviveiiniiinnnnineeens 227

Defect Gap Analysis ... 228

Defect Severity StaTUS oot s 228

Test Burnout Tracking ... 228

Conduct the System Test (ACt) covniusnmnrminiiimmssimomm.n. 233
Step 1: Complete System Test Plan ..ocopciiii e 233
Task 1: Finalize the System Test Types oo 233

Task 2: Finalize System Test Schedule ....ocooviioniiniciniininis 235

Task 3: Organize the System Test Team ..o 235

Task 4: Establish the System Test Environment...........cocviiinnne. 238

Task 5: Install the System Test Tools ..o, 239

Step 2: Complete System Test Cases ..ot 239
Task 1: Design/Script the Performance Tests .....ooovoieinecicnicnnnes 239
Monitoring Approach ... 240
Probe Approach ..o 241

TSt DITIVEES ..ooveiiieveet e m e sm s et b s s st 241

Task 2: Design/Script the Security Tests oo, 242

A Security Design Strategy...cocovnnimiiiiinmirsninns s 242

Task 3: Design/Script the Volume Tests ..o 243

Task 4: Design/Script the Stress Tests oo, 243

Task 5: Design/Script the Compatibility Tests.........cooovviirincnnies 244

Task 6: Design/Script the Conversion Tests........cooronmrvrnriceriorenne 245

Task 7: Design/Script the Usability Tests..ovviiiircimiiinieinn 246



21

22

Task 8: Design/Script the Documentation Tests.......ovocvirinnnnnan 246

Task 9: Design/Script the Backup Tests.ovcvnirerneinicninnnceene, 247

Task 10: Design/Script the Recovery Tests covviiieniciiiiecnenen. 248

Task 11: Design/Secript the Installation Tests ..ooovecreveeirecienncenen. 248

Task 12: Design/Script Other System Test Types.....coovcvvveniveiinnnn, 249

Step 3: Review/Approve System Tests ... 250
Task 1: Schedule/Conduct the Review.....ooocciiveiiiicniiniinan. 250

Task 2: Obrain Approvals.......cccocvinnrere e e 250

Step 4: Execute the System Tests.....cooooeioiiicccicinc e 251
Task 1: Regression Test the System Fixes ..o, 251

Task 2: Execute the New System Tests..ooooveniniiciiiciceen, 251

Task 3: Document the System Defects c.ovvirvoivvennninee e, 251
Conduct Acceptance Testing ....covvcrirenisrnscssinesserinnsnesisnicsisnesssssins 253
Step 1: Complete Acceptance Test Planning.....coccocviivionicinrnnincncennnen 253
Task 1: Finalize the Acceptance Test Types ..oovvevveiciniiinnenin 253

Task 2: Finalize the Accepramce Test Schedule ..oooirvveeriicicninnen. 255

Task 3: Organize the Acceptance Test Team ......ccccovcvvernricnennen, 255

Task 4: Establish the Acceptance Test Environment ........cocccecene.. 256

Task 5: Install Acceptance Test Tools .oviinecciienncceecen, 256

Step 2: Complete Acceptance Test Cases ..oovviriricnercinerneneeeesesnans 256
Task 1: Identify che System-Level Test Cases...ccooveiveeciieieneennnn. 257

Task 2: Design/Script Additional Acceprance Tests .....ovevviiriiiinis 257

Step 3: Review/Approve Acceptance Test Plan ... 257
Task 1: Schedule/Conduct the Review . ... 257

Task 2: Obtain Approvals ..o, 258

Step 4: Execute the Acceptance Tests....cooiviiiiiiiiiinii i, 258
Task 1: Regression Test the Acceptance Fixes .o 258

Task 2: Execute the New Acceprance Tests..viovirierinrinenienenirnnes 259

Task 3: Document the Acceptance Defects.......oooociiniiininanee 259
Summarize/Report Test Results civivicinieirsninninnncnss 261
Step 1: Perform Data Reduction w.oovevvvcvncrenncncernrcecne e 261
Task 1: Ensure All Tests Were Executed/Resolved ....c.cccvvvervcerennne. 261

Task 2: Consolidate Test Defects by Test Number.......cc.occooceeines 261

Task 3: Post Remaining Defects to a MatriX....oooonincrincncnnnnees 262

Step 2: Prepare Final Test Report.. .ot 263
Task 1: Prepare the Project OVerview ......co.covveverrnrnvnirnernrenerneeineas 263

Task 2: Summarize the Test Activities ....ocovevereeeieiiniecceer e 263

Task 3: Analyze/Create Metric Graphics ....c.oocvceveneenoiecnrnicnenneas 263
Drefects by Function ..., 264

Defects by TeSIer o iesiesieserensesessensasesseas 264

Defect Gap Analysis ..o, 264



Dietect Severity Status .o escseeere e 264

Test Burnout Tracking ....oooeinicoecininnneisecnenenincae 264

Roor Cause Analysis ... 266
Defects by How Found.......ccooooiiininininieceseeeeeeene e 266
Defects by Who Found .....ccooovvieicniniieiieccinraene e 267
Functions Tested and Not Tested ......oeveeveereevireeeeeineveeenne 267
System Testing Defect Types ovovconiiioriecereciccnians 268
Acceprance Testing Defect Types cocuovnienniinncii 268

Task 4: Develop Findings/Recommendations...........ccccovvinioiniac. 269
Step 3: Review/Approve the Final Test Report.......coceeveviciinnccicciinnnns 272
Task 1: Schedule/Conduct the Review........cocoovvceeciverenerenneniiienans 272
Task 2: Obtain APprovals .....ccvevcererrainianniesisens e sensareeessenes 273
Task 3: Publish che Final Test RepOrt.....cccovvvvvevencrcnienrcicninee 273

SECTION 4 PROJECT MANAGEMENT METHODOLOGY

23  The Project Management Framework. ... vcicvcisrasensscesesmssesssansensssnans 279
The Project Framework .........coviieierniinnncnceieressne e, 279
Product Quality and Project Quality ..c.cvvirevnircinioccininsecccin, 279
Components of the Project Framework....covovverrneiiincnnriienieiens 280
‘The Project Framework and Conrtinuous Quality Improvement.............. 280
The Project Framework Phases.....coccvicrnieininneneenissemnnnenens 281

Tnitiation PRase..... ..ot 281
Planning Phase ......ccocvvieniinmnnii s 282
Executing, Monitoring, and Controlling Phases........c.coooiiveene 282
Implement Phase ......ccccconecniniieemee e 283
Scoping the Project to Ensure Product Quality......ooooovovciiiciicnnnes 283
Product Scope and Project SCope ..o 283
The Project Charier. ..o rsisaenaes 284
The Scope STACMENT......ccoiier vt e 285
‘The Role of the Project Manager in Quality Management.......c...cccoce 285
The Role of the Test Manager in Quality Management.......ccocoeveviicnnn 286
Analyze the Requirements ..o 286
Perform a Gap Analysis ....ccovcverircnionenicnvieenen e 286
Avoid Duplication and Repetition ........cuvmereiiininiencinens 287
Define the Test DMata. o evcreirniererecniesnereeee e e s 287
Validate the Test Environment .....coceeoeeieioimernccioninioicn e 287
Analyze the Test Results .ooicieicreeivirioriieninnesssriseennesesseesens 288
Deliver the Quality.....ccovcvimiiiiiiiiccir et 288
Advice for the Test Manager.......cccovvieiiviniiiivii s 288
Request Help from Orhers....cooociiniicceee 288
Communicarte Issues as They AriSe .oooooviveiiiriiinincrce e 288

Always Update Your Business Knowledge....c.ovvcnciiiiiiine 289



24

25

26

27

Learn the New Testing Technologies and Tools...o.oovieiviinnnnees 289

Improve the Process.. ..o 289

Create a Knowledge Base ..o 289
The Benefits of the Quality Project Management and the Project
Framework. ..o e 299
Project Quality Managcment ................................................. creserunsnnn 291
Project Quality Management Processes ... 291
Quality Planning . ocvmveriieiriiccie et 292
Identifying the High-Level Project Activities..........ovvriviemeniinincicne, 292
Estimating the Test Work Effort.....iice 292
Test Planning....ccooovvonainiiiinem s 293
Effort Estimation: Model Project ... 294
Quality Standards. oo 296
The Defect Management Process....orimrenercsmsssnnsnsnsnsssionnann. 301
Quality Control and Defect Management ..o, 301
Defect Discovery and Classification..........cocvvuvirecsemiienin e 301
Dlefect PHOMIY oot es s es s 302
Defect Category. oot st 303
Defect Tracking ....................................................................................... 303

Defect Reporting ... 304
Defect SUMMATy. oottt e 304
Defect Meetings. ettt s 305
Defect MEtrics couverrierisinicecincemnieiiies et easemsess et ssss 305
Quality Standards. ..o 3006
Integrated Testing and Development ............... rer e es 309
Quality Conrrol and Integrated Testing......ouooveeceisrmrieemcicsecec 309
Integrated Testing . .ccovmiuirieniin i s s 309
Step 1: Organize the Test Team oo 310
Step 2: Identify the Tasks to Integrate.........ocoeiroeniniminiininiciinccens 310
Step 3: Customize Test Steps and Tasks.ocvcveireeninienencn, 311
Step 4: Select Integrartion POINS. ..o veeve e 311
Step 5: Modify the Development Methodology ... 312
Step 6: Test Methodology Training ....occeevnvnnreverieieniniececne 312
Step 7: Incorporate Defect Recording .......ouvevecveeecimneieicecce 313
The Integrated Team.....oovcvivrieiomiicieceimrcec st es s 313
Test Management COnStraints. .o imicerieriscsnasrerssssrssrsssassasssesssnias 315
Organizational ArchiteCture ..o 315
Traits of a Well-Established Quality Organization ....cocovviiniicicincenncn. 315
Division of Responsibilities........coiiiiiiiincniseineen 316

Organizational Relationships........cooov e, 317



Using the Project Framework Where No Qualicy Infrastructure Exists... 317

Ad Hoc Testing and the Project Framework .......cocoovvvisiinieneicninnnnn, 318
Using a Traceabiliry/ Validation Matrix.......coociinninniiii, 319
Reporting the Progress......covviiiniiiinsis s 319

SECTION 5 EMERGING SPECIALIZED AREAS IN TESTING

28  Test Process and Automation ASSESSMENT ......uiuerisssvnrsrmessesssessessnsses 323
Test Process ASSESSITICIE .eeiiiiieiiieeeeeeieee s sarssnas s aesree e emns st be s vrmeeaneanes 323
Process Evaluation Methodology ..o 324

Step 1: Identify the Key Elements ..., 324
Step 2: Gather and Analyze the Information ......coeoeereinnniinniinnns 325
Step 3: Analyze Test Maturity .o.oc.cievromremeammsinsssesssecsi s 326
The Requirements Definition Maturity - oeveeinennininnines 326
Test Strategy Maturity oo s s 327
Test Effort Estimation Matutity ... nnnnnn 328
Test Design and Execution Matutity....oooveeeeerereniiennninnnn., 328
Regression Testing Maturity.........ccccomrenenenminmennens 329
Test Automation Maturity.....cc..c.oovieiimnmnnm, 329
Step 4: Document and Present Findings.......covvencnicnniiinnn 330
Test AUtomation ASSESSIMENT.....oiverinrisiiireernisrieseesseesrerreeessrseiantanea e s 330
Identify the Applications to AUtomate .........ccovsmmenmimnininiiieies 332
Identify the Best Test Automation Tool........couervrerimesncicinaninnin 332
Test Scripting Approach ... 333
Test Execution Approach ........coomuveiciceiniieinissinne, 333
Test Script Maintenance . . aeeeeeininnces e s s e ne e s 334
Test Automation FTAmEWOTR. .......c.iiviecierinrir i ece e resesree e 334
Basic Features of an Automation Framework ......coocioviniininccncnnn. 335
Define the Folder Structure . ..o 335
Modularize Scripts/Test Data to Increase Robustness............ 336
Reuse Generic Funcrions and Application-Specific
Function Libraries ....coovieivovierionininnermiss e 336
Develop Scripting Guidelines and Review Checklists............ 336
Define Error Handling and Recovery Functions ................... 337
Define the Maintenance Process.........coreeveeeesiecieiieneneenene. 337
Standard Automation Frameworks ..............ccccieiniiniiininonons, 337
Dara-Driven Framework. ... oiiiaiovisninininnncneee, 338
Modular Framework.......ooocvoeuiiieoiee v e e e 338
Keyword-Driven Framework ... 339
Hybrid Framework ......ooiiiiiniiicsninas 341
29 Nonfunctional Testing ..................................... srrtereranmertrasaeratistasastans 343

Performance Testng o iiiienieei e nee et 343



30

L0ad TeSTINE et icrac et sr s esnr e s sase e rae s resenes 344

Stress TeSTINE ...cooiiiiiirriec e er s et snas 344
VOIIME TESTINME v eiriirieieit ettt es b e e s abe s s e ses e rens 344
Performance Monitoring. ........ccocoooiiiviein e 344
Performance Testing Approach ..o 344
Knowledge Acquisition Process........coeeevvrmenoeomnnicnessereciarencsennenees 345
Test DeVElOPIMENT .c.cciieiiiricci ettt s s seaseen 346
Performance Deliverables............ocoiivviiiiics et s v ee s rneens 350
SecULItY TESTIE oottt e 351
Step 1: Identifying the Scope of Secutity Testing......coovvvvvcrnencinn 352

Step 2: Test Case Generation and Execution........ocoev i 353
Types of Securirty Testing.......ccoovvcriniiniinnii, bt s 353
Network SCANNINE. ..o 353
PUIPOSE 1ttt 354

TO008 .- ettt 354

APProach ... 354
Vulnerability Scanning ..., 354
PUIPOSE vt et 355

TO01S e e e 355

APProach .o s 355

Password Cracking .......c.cocovervirneniimennnineneisssseisereesersresrnarens 355
T00LS et e 356

Log ReVIEWS ...oooviiniiieiiciicn s 356
APPIoach ..o s 3506

File Integrity Checkers ..o 356
PUIPOSE v s 356

000 1ottt ettt ettt e ane e 357

VIS DIeteCtOrs. ottt et e e e e n e e e e 357
008 et 357

APPIoachi oo 357
Penetration Testing. ... 357
PUIPOSE (it s 358

APProach ..o s 358

Usability Testing. ..o 358
Goals of Usability Testing.......occirieimirneieee et e e 359
Approach and EXecution......ccoocuvrrricieeineecnec s eecceecineeas 360
Guidelines for Usability Testing ......ccccoccoeiocnivirmnececnenreiceies 361
Accessibility Testing and Section 508 .........ovoveveeimieciecrcncncens 361
Compliance Testing........coeviiiiicincinereee s v 364
SOA TeSUNG . ccorrismeririionirisnissensrasinssnsnssisrssnassssnesssssissssissrssssnesesnssnss 367

Key Steps of SOA Testing ...ccocvvniiienvnriern s e eeeceennessees 368



31

32

33

Agile Testing..ouuninnimisisssininiissssissssisisninisisssnssisssssesssssssstsesnenssnass 371
Agile User Stories Contrasted to Formal Requirements ... 371
What Is 2 User Story? ..ottt 372
Agile PLANDINg ..ot s 372
Types of Agile Testing. ..o 374
Compliance Testing ..o s 375
Testing Center of EXcellence ... 377
Industry Best Processes . ..o iiirieieeeeee v e 381
Testing MEtrics ...vuviei e 381
Operating Model ... s 381
Test Automation Framework. ..o s 382
Continuous Competency Development.........ococovvviiciciiiininionnnnn 382
On-Site/Offshore Model.....cocniimnimmimmmeiimmrisses. 383
Step L ANalysis. ..ot s 384
Step 2: Determine the Economic Trade-Offs........oocooiiiniiiiinnn, 384
Step 3: Determine the Selection Criteria..........ccovvcvcnciiiinniinn, 385
Project Management and MORITOIING ... 385
Outsourcing Methodology.......cooiiiiiiii 385
ON-5I1€ ACTIVITIES. 11evveereerrreareerreninescerresimescnvsrsesrermeeeseeseesnnsssserseeas 386
OFShore ACEIVILIES ..vvveiveriiesiemreereee et s s 387
Implementing the On-Site/Offshore Model ... 388
Knowledge Transfer. ... 388
Detailed Design......ccovevriiiniiniinince e 388
Milestone-Based Transfer .....oovuverenieieninineciie e s 388
Steady State ..ottt e e 389
Application Management.......ooocvrniicinn s 389
PrerequiSites.....uiviiiiiiiiiiiiii i e 389
Relationship Model .......ccovoimrie 389
SEANAALAS ... ievicveeceeive st e b s e e 39
Benefits of On-Site/Offshore Methodology.......o.ooviicvnciicaiinn 392
On-Site/Offshore Model Challenges.......oooniiciiciiinininnnnn 393

Out of Sighteicii i 393

Establish Transparenicy oo rerinennrererenesecereescenennene 394

Security Considerations ... 394

Project MOmROPNG «.cvveeeeieciece et 394
Management Overhead ..., 394

Cultural DiIifferences ..o e 394

Software Licensing ..o 394

Future of the Onshore/Offshore Model ...ooovoveivvoie e 394



SECTION 6 MODERN SOFTWARE TESTING TOOLS

34 Software Testing Trends....oiieincnieinsinnsisioniescncsnsssrsssssssiose 399
Automated Caprure/Replay Testing Tools .....ccovevoviicrvciiccne, 399
Test Case Builder FTools .ot ee s 400
Necessary and Sufficient Conditions.......ccovovvrinnininiinenesen 400
Test Data Generation Srategies ..., 401

Sampling from Production ........ccoccenicrriniineneisec e 401
Starting from Scratch ..o 402
Seeding the Data ...c.ooocii i 402
Generating Data Based on the Database....ooovcovcviiciiiicne, 403
A Curting-Edge Test Case Generator Based on Requirements....... 404

35 Taxonomy of Software Testing Tools ......ccovrvrsirisnisnsiescrsenenesensons 409
Testing Tool Selection Checklist. ..o 409
Commercial Vendor Tool Descriptions.....ccccocevverivvnivinincseceeeeens 410
Open-Source Freeware Vendor Tools.......ooiiiiinincne 410
When You Should Consider Test AULOMALION «.evovveveerveervereereeeeeeseneas 410
When You Should NOT Consider Test Automation .......cocooveeveeueeenenns 428

36 Methodology to Evaluate Automated Testing Tools......cc.covceereneracnnne 431
Step 1: Define Your Test Requirements........ocoeivireorinicrcncnn e 431
Step 2: Set Tool OBJectives ..o s 432
Step 3a: Conduct Selection Activities for Informal Procurement ............. 432

Task 1: Develop the Acquisition Plan ......coocvnieninnineiennee 432
Task 2: Define Selection Criteria v.uuuvivieiieeecieieireeeeeeeeereeeeeeeenne 432
Task 3: Identify Candidate Tools.......cccconierinvinicniereeiisieeeeas 433
Task 4: Conduct the Candidate Review.....ovovvviveinnicn e 433
Task 5: Score the Candidates .......ooooveeeeeeeeeeeeee e s e, 433
Task 6: Select the Tool.oiiicieeiie e 434
Step 3b: Conduct Selection Activities for Formal Procurement............... 434
Task 1: Develop the Acquisition Plan ... 434
Task 2: Create the Technical Requirements Document.................. 434
Task 3: Review ReqUirements. ... ieremrnrcnmncennernsireinns 434
Task 4: Generate the Request for Proposal.......cccocvvrconiennnn, 434
Task 5: Solicit Proposals ... 435
Task 6: Perform the Technical Evaluation ....ccooovevvivveiieeeieece 435
Task 7: Select a Tool SOUICE.......occcoiviiviie s er e rrnes e eeeenaes 435
Step 4: Procure the Testing Tool ... 436
Step 5: Create the Evaluation Plan........cocooeviiniciiiencnseeeccenn 436
Step 6: Create the Tool Manager’s Plan ..o 436
Step 7: Create the Training Plan ..o 437

Step 8: Receive the Tooli s 437



Step 9: Perform the Acceptance Test...oovmiiiiiiiiiciiincsins 437

Step 10: Conduct Orientation. ... e nrserrecsareeseesees 437
Step 11: Implement Modifications ......ccevviicinnincvncnein e, 438
Step 12: Train Tool USers ..o 438
Step 13: Use the Tool in the Operating Environment ......coocooevenuininnen. 438
Step 14: Write the Evaluation Report....oviiiiii 439
Step 15: Determine Whether Goals Have Been Mer.......coonie. 439

SECTION 7 APPENDICES

Appendix A: Spiral (Agile) Testing Methodology ccuuevroeenromiiencrniaenns 443
Appendix B: Software Quality Assurance Plan ....oecnrconiicinnnniinennnnnnen. 453
Appendix C: Requirements Specification.....cuumcieioneiisinni 455
Appendix D: Change Request FOrmu . i 457
Appendix E: Test Templates .o.ucecicinereirssissnsrenssinnnsresssnsmersssstssronsssissanensass 459
Appendix F: CRecklsts coeuenririneininmsisasninnsssssinscsnssinmsssssscsssssssnsnessses 493
Appendix G: Software Testing Techniques c.oceeeueeevenmesieneisiienennacsnnennens 557
Bibliography........ieceeeieninirmisiinissimnecnienisni s 629
GOSSATY cuooureerrenincienrissonesensssarsssanassstessnmmsiiissstinssttstsarsantstsessatusssasssnnmssisssas 633



