I SYNGRESS

- DicitaL FoRensics FOR
- NETWORK, INTERNET,

AND CLoup CompuTING

A Forensic tvidence Guide for Moving Targets and Data

~TRMENCE U, Lillard, clnt P Gammison
Crain . Schiller, James Steele



Contents

AbBOUL The AUTHOTS ..o e xi
PARTI  INTRODUCTION
CHAPTER 1 What Is Network Forensics? ....... . corernens vrveranine .3
Introduction to Cloud COMPUHNE ...t 6
Introduction to the Incident Response Process .......cccooveiiiiinninnnns 10
Investigative and Forensics Methodologies ..., 14
Where Network Forensics FIts In ... 17
SHUITIIIATY 1evivveeerersiereeeceesre e it s rr s e s s st s b s b e s asen s smssas s san e be e s e essesassaes 19
RefEreNnCes .ot e 20
PARTH GATHERING EVIDENCE
CHAPTER 2 Capturing Network Traffic .....occciinvsisninisnninnseeens versssssans w23
The Importance of DHCP LOZS .covvuveroceiieni ittt 24
Using tepdump/WinDump ..o e 24
Limitations of tepdump.......coooiiriieei i 25
tepdump Command Line ... 25
Troubleshooting tePdumP .....cvv vt 34
Using Wireshark........o.ococciinminiici it 36
Wireshark GUIL..........coriimiiiinioiiniirii e 37
Limitations of Wireshark.......ccocoooicinmiicc e 42
Limitations of Using Libpcap and Derivatives ... 43
Wireshark UHHHES ....coovviiiieeniiiniciniccnnres s 44
TSNATK. .ottt ettt er et es 44
RAWSHATK L.oceii et e 46
DIINPCAD .2 eeverereeerireemececae e et sbs b st bbb bbb s s e ae 46
1Y vt RO VDT U PO OTOUPTOVOPPUTORPPRPS 47
BIfCAD oottt s 48
TEXE 2 AP < - eve e eeeeeie ettt st si sttt sid et nr e oot a s s 48
Using SPAN Ports or TAPS ..ot s 48
SPAN POIt TSSUSS ..ottt s st srs s 49
INEtWOTK TAP 1veveevirrrreee e e 50
USING FAAAIET . ...oveevvieireririerieenrnetee st bbb bbb 51
FIrEWALLS ettt 56
Placement of Sensors ... 57



CHAPTER 3 Other Network EVidence .......uuinnmisiiicsisnnnnnnne rsaeins w39
Overview of Botnets and Other Network-Aware Malware .....o.oeeveecieinnnnen. 62
The Botnet Life CYCle ..o e 63
Temporal, Relational, and Functional Analyses
AN VICHINOLOEY oottt sen s e et ssas e s esbrees s e sbsesieeeaseenrnees 65
First Responder BEvidence ..o 67
Sources of Network-Related Evidence.........ccooovvveviviiciicieiiinecnn 69
Dynamic Evidence Capture ..........ccoooiiiiienie e 85
Malware Analysis: Using Sandbox Technology ... 90
SUMITIATY ... ccovetrrae et ser e st et eebes e sea b5 r bt st enseres b s e ranas 92
PARTIH ANALYZING EVIDENCE WITH OPEN SOURCE SOFTWARE
CHAPTER 4 Deciphering a TCP Header ........cocvsvvvervensasnsens N oIS
OST and TCP Reference Models.....cooooveiviieeriie e ecvcissiivveevevrc e aeeens 96
TOP HEAQET cvvviveiveieis sttt ecirarte sttt aee st s st s s e tnsesabssabess rraestaensnes 98
Source Port NUMDbEE ..c.ov it 100
Destination Port NUMBEL ....ccoociriiiiiieiir e 101
Sequence NUMDEr . ..ot 101
Acknowledgment NUMDET ........coocoveiiviisiiieeeeeeeeee e e 102
DAt OFFSET .ot enen 102
RESEIVED. ..ottt sttt s et et en et 103
TCP FLAZS - ocecvevieeievrisee e reer e sesceestarvassarss e s essassrensanssaeseeseseceereenns 103
WIRAOWS SIZE woiiiiiiir et s e 106
TCP CRECKSUIT c.ciiiii it e re e ee e rrr et st en 106
UIRGENt POINLET ..o st 106
TCOP OPLOLS ..ot tee i s 106
PAAAING ooecrre i e s 107
Decipherment of a TCP Segment...........cccocovviinreesennrnerniesesnevneresinennes 107
TCP Signature AnaLYSIS . ....ooviecirniiceretsi et e es 108
SUITHNIATY Lo i eccreene et s e st e e e seeeneeanssebsssbessbe s be s sneiseereesrennreas 111

CHAPTER 5 Using Snort for Network-Based FOrensics .........ceccsrensnseesnacnssesniserrnans 113

IDS OVEIVIBW oottt ittt 114
Snort ArChit@CTUIS .ov it 116

Real-Time Network Traffic Capturing........coovveveveennenenccvccccninnees 118

Playback Binary Network Traffic (pcap Format) .....c.ccccevvineniiniinn 118
Snort Preprocessor COMPONEIL. .o vt aseee e ss st enens 118
Snort Detection Engine CoOmPONENt .......c.ocvvvviviiiiraccnieneeeievneisceeseseneenens 123
Network Fotrensics Evidence Generated with Snort ..o 129
SUITTIATY cvvttimeernteeieeerte et et e rnre s tes it aesssseesersessassstsaessneesnrrernessseesesenneessen 132



PARTIV COMMERCIAL NETWORK FORENSICS APPLICATIONS
CHAPTER 6 Commercial NetFlow Applications .........c.ceceeeeriaseenes “ . 135

WHhat Is NetFloW? ..oevieeeiecei e e s s 135
How Does NetFlow Work? ..o 136

The Benefit of NetFlow ..o 137
NetFlow CollECHOI ...t 138
NetFlow User Datagram Protocol (UDP) Datagrams........cccceeveveennnn 139
NetFlow Header ......ovoieeecc e et ssnssis s 139
Enabling NetFIoW ... e 140
Enabling NetBlow v9 (Ingress and Egress) ........ccoivceevecinninnnninn 144
What Is an FNF? e sses e 146
Key AdVANTASES ..ot 146
Enabling FINF ..ottt 147
What Ts an SFLOW T ....viviieeereieermier e et s 151
Enabling sFIOW ..o 152
Which Is Better: NetFlow or sSFIOW? ..o 153
SCIURIZEL ovevie e R 154
SCaliNg ..o e 154
Scrutinizer Forensics Using Flow Analytics........ccocvvcivciiiininininnn 155
Using Flow Analytics to Identify Threats within NetFlow........................ 161
SUIMIMATY ..ottt s e s b e st ses e 163
CHAPTER 7 NetWitness Investigator ......... . “ sreseses . 165
IIEEOAUCTION .ottt eee s b 165
NetWitness [nvestigator Architectire .....ocineennninccc e 166
Tmport/Live Capture Network Traffic ...........ccoeeciiniicccncnnnnnon, 167
COlIECHIONS .ovviiireii et e st 168
Parsers, Feeds, and RUIES ...ocvvciviiverviriririenressesesrssesseressserssssesesseeesssnsnenns 169
NavIZAtON VIEBWS ..occvviereieriiirrtei e s 172
Data ANALYSIS ...oocveeiiieiie e s e s 174
Exporting Captured Data ..o oot e 176
SUIUNAIY covrververirirsiereiere e rsnsseerermeseere s sercseeesseeaeeeesee s reememcseonsasstsomenenssisbas 177
CHAPTER 8 SilentRunner by AccessData .. veasesesnsnnns . . . 179
History of SilentRUNNET «..ccc.ooviiieiiiiciiies e e 179
Parts of the SilentRunner SYstem ..o 181
Installing SUentRUNNET ...t e seaesinns 184
Stand-Alone InStallation ... e 184

Distributed INStAllAHON ......evvieiiieeeeeiieis e cciinr s s iiarees e e e vebnraseeaen 189



PARTYV
CHAPTER 9

GIAPIS. 1ottt b e ee 191
SPEc FIES.. oo s 191
Customizing the ANAlYZEr .....oocveeevcieveces e 209
Context Management.. ....voivriee e eceeereeccnrsees e eeneeeeeesesenesns s 213
Data Investigator TOOLS ..ottt e sre e 215
Some Final Tricks and Tips ..o 216
SUIMIMEATY 1ttt a e s rae st e r e et e anees 218
RETEISNCES ovoee e e 218

MAKING YOUR NETWORK FORENSICS CASE

Incorporating Network Forensics into Incident Response Plans ...........221

Investigation Method ... 222
Incident ReSPONSE ... oo e vers s s e 224

SpearphiShing ... e e 225
DMOCA VIOIBOIS ...c..ocecivevrnrisrerevneressrrrrsssessasesereressssessassessssssssssnsssnssars 244
Web Site Compromise: Search Engine Spam and Phishing ..........cc.o... 261
SUIIIIIATY «oeveetiriirinteriien s imeernr s e nss s st ssas e s s e e enee s esasasesesesnsebasessenen 274
RefEIENCES vvviivicrireecciinis ettt s 274

CHAPTER 10 Legal Implications and Considerations ......... " cereseans 275

CHAPTER 11

Internet FOTBISICS ..ot se e 277
Admissibility of Internet EVidence.........oovveveeeieiesmrviinnnininninnns 277
Hearsay Exceptions and Internet Evidence ......c.ccovevvvveenieieniinnnn, 279

Cloud FOFENSICS ..ovviierereerieeieeinre ettt eesnee e er ettt ata st e sbese e s esenes 282
Evidence Collection in the Cloud..........cccoovviieviesieiieine e 282
Admissibility of Cloud EVIdence ................covveneeninienvneeninnsressens 284
E-Discovery in the Cloud ..ot eeeesenrs e inissssss s 286

International Complexities of Internet and Cloud Forensics .............co...... 288
The Hague Convention on Evidence ......cc..coveeeveieninnneeiei 292
PIIVACY oottt s st es 293

SUIMIIALY «rcveeneaectescresiarrerssmsear s sesrerrs e sresesseabesesbases b eaenensessesasasrsreressenrasesan 296

RETEIENCES ...coivviii ittt sttt aes 297
CaSE LAW .ttt sttt e e e nre 298
LegiSIation ......coviererriiecicie it etes e e sttt s eb et 299

Putting It All Together ...........ecuue.. wissrsesnssssnsnssisssssssssssssassssnsns 301
Network Forensics Examiner Skills
Network Forensics Investigation Life Cycle ..o, 302
1S P11 7 i, ST OO UP OO 315




PARTVI  THE FUTURE OF NETWORK FORENSICS
CHAPTER 12 The Future of Cloud Computing .....covveneaeee veerserasnenssenssnsraserasseres 319

History of Cloud COmpUBNg ........ocecoviiiiinimnieeneeeecinse e 320
What Drives the Cloud ... 321
A Break from Dependence on IT to Solve a Business Problem......... 322
The Cloud Is Enabled through Virtuahzation...........cccceeevvecnnccnninn. 322
Accelerating Development and Delivery of New Applications ......... 323
Private versus Public Cloud COmputing.......ccooveeviviererresininirninn. 324
Which Cloud Vendors Will Rise to the Top?......cccooviiivinisimisinnn. 324
Yes, There Are RISKS oo s 326
The Risks Are Worthwhile ..o 326
Will Microsoft and Google Be the 1000-Pound
Gorillas of the Cloud?.......ccoooinirree e, 326
The Current State of Cloud COMPUENE ..oovveeniiieiiiiiiinvs e 328
Cloud Usage Patferns..........ccoiieiiieriinnrrieiieeieseecesene s seiesrtsessssssns s 328
Who Wilt Host the Cloud? ............ Fr ettt e irtrr et eaee e s een e e en et e s 328
Cloud Computing and Collective Intelligence .......ccovoevmenrmivenninenn, 329
Security and IT from the Clond........ccooiiiiivoevs e 330
Other Widely Used Cloud Apphcanons ............................................. 331
Cloud Market Size.........ccccovrviinns ORI 332
Elements of the Cloud ................... F O O SPSPP RO 333
The U.S. Federal Government Is Leading the Movement
to the Cloud ... 334
Rapid Rate of Change.......couiveeiniininineess e 334
Common Security Risks of the Current Cloud..........ccoocevivvnieinnnnns, 335
Next Phases of Cloud COmMPULING .......evveveveveinvarrieeiisenseseeseasesssserssrsssessns 336
New Database Models Will Greatly Change Product Creation.......... 336
Integrated Applications Will Accelerate Cloud Product Creation......336
Microsotft Azure Will Enable a Cloud Cottage Industry ....ccooeeevnnae. 337
Other Changes in the New Cloud World ..., 337
Security Improvements in the Future Cloud......coovv i, 338
SUITHTIALY v cvveetieieieeeeeviersasbesebesse s sesseesenrsra b eeabsasbastaasesasesnenressresrsessssassinses 339

CHAPTER 13 The Future of Network Forensics ........... ioraenesans w341

Today’s Challenges with Existing Devices for Network Forensics ........... 342
Network Forensics Quadrants of FOCUs ... e 342
Network Forensics Analysis TOOIS..........cccoviinirin i 345
SUIIINELY 1eevvvevrteecaeestsesererrrrsers teesrseeesbeseeeeaasastsssanaessnsssrssasbesanessasnsnrnsssnnea 347



