DVD Included

Run or install 18 different Linux
distributions from the multi-boot DVD!

Christopher Negus

L 1

2011 Edition
Boot up to Ubuntu®, Fedora”
KNOPPIX, Debian”,

openSUSE",and13 =
| Other Distributions

~ Turn your PC into a
Linux desktop system

Learn to use Linux
185 a system administrator g

“Find and install loads g7

%

of free software apps &

]
@WR‘;.
s

b
pemmTet,
A4
A,
L 4
=
A 4
g,
s
!
A 4
gl
b eid
e
Tt
LS 4
i
=
w
=
e
g
o
()
sl
@



(F3E (070 [0 T% (19) 1 I O PR 6 '8 ' 1

Part I: Getting Off the Ground with Linux 1
Chapter 1: StartingwithLinux .. .............. ... il L3
Takirg YOUT FATSE SEEP ..o oo e, 4
What Comes in LINWX SYSTEMIST ..ot e 4

What Do You Need 1o Get Started? ..
Starting Right Now

Trying KINOPPIX e §)
Trying Damit Smail LINUx .o 8
Trying Other Linux Distributions. ..., 10
Understanding LUK oo PO CU RO O 10
What's So Great About LINUKT o e 12

Summary

Chapter 2: CreatingthePerfectﬁesktop.........................15

Starting with Your Limux Deskiop
Step 1: Getting a CompULer ...,
Selecting Computer Hardware ..................
Choosing Networking Hardware
Step 2: Installing Your Linux Desktop
Starting with a Fedora Desktop .........c.........
Preparing to Install Extra Software
Checking Available Scftware
Step 3: Configuring Your Desktop
Step 4: Adding Applicarions ...,
Choosing Office Applications ............... .
Choosing Games..c...ccoc. i
Choosing Multimedta Applications
Choosing Internet Applications
Choosing Other Applications ...
Step 5 Transitioning from Windows ...
Getting Your Files from Windows 10 LINUX ...,
Getting Windows Content from the Local Disk ...
Getting Windows Conletit over the Netwoik
Putting Content on Removable Media ...,
Running Windows Applications in Linux
SUITMTIALY - et USRS O U 31

Xi



Contents

Part I1: Running a Linux Desktop 33
Chapter 3: Getting intothe Desktop ............... ... ..00vh0l0 .35
Understanding Your Deskiop ... 35
Srarting the Desktop. ... s 36
Boot 10 the DEsKIOP .o i, 36

B0ot t0 Graplical LOZITL......viv i s 37

Boot 10 @ TeXt PTOTIID .ovveeii e 39

K DesRLOP ERVITONINETIL ... .ot ecens e 40
Using the KDE DESKIOP .ottt et 41
Managing Files with Dolphin and Kongqueror..........i, 44
Using the Dolphin File Manager ... 45
Working With FAles ..o i 46

Searching for Fles ... .o 47

Creating New Files and Folders ... 48

Using the Kongueror Web Browser/File Manager.................iie, 49
Using Bookmarking Features in KOnNueror ... 50
Configuring Konqueror OPLions. ..., 50

Managing the KDE Desktop ... 52
Managing Windows in the Taskbar ... 52

MovInE WINAOWS. ...t e 52

Resizing WINAOWS ... 53

Pinning Windows on Top or BOTOIML. ..., 53

Using VIrtual Desktops ..o e 53

AAAIng WIdZETs ..o 33
Configuring the Deskiop ..o, 54

The GNOME DESKIOP coiii i e e 56
Using the Metacity Window Manager............cooiorooo i 58
Using the GNOME Panels. ..o, 59
Using the Applications and Systern Menus. ..., 60

Adding an APPLet ... 60

Adding Another Panel....... 61

Adding an Application Launcher ... 61

Adding a DIAWET ... 62

Changing Panel Properties. ..o iiicees e, 63

Using the Nautiltus File Manager.........ocooooiii i oo 63

3D Effects with ATIGLIE ...t 66
Changing GNOME Preferences ..., 68
Exting GINOME L....o i e 69
Configuring Your OwWn Deskiop.......oiiiiii i 70
ConlEUTING XKoo e 71
Creating a Working X Configuration File ..., 71

Getting New X DFIVEIS .o 72

Tuning Up Your X Configuration File ... ... 73

Choosing a WiIndow Manager. ............occoimiiiia oo, 75
Choosing Your Personal Window Manager. ... 77
Getting More Information ... 78

SHUITITTEATY oottt e e e b s er s e s bt ea e a e em s e es e bbb 78



Contents

Chapter 4: E-mailing and Web Browsing . ........................79

UsTRE E-TATL L. s 79
Choosing an E-mail CHent. ... 79
Getting Here fTom Winows. ..ot 81
Getting Started with E-mail......ci i §2
Tuning Up E-Mail .o e 84
Reading E-mail with Thunderbird....................... e e 84

Setting Up an F-mail ACCOUNE. ..o 85
Connecting to the Mall SErVEr ... ..o s 87
Managing Incoming Mail ... 87
Composing and Sending Mail.............oii e 88
Filtering Mail and Catching Spam ... 89
Managing F-mail in Evolttion ... 920
Receiving, Composing, and Sending E-mail ... 91
Managing E-mail wirh Search Folders ............................................................ 93
Filtering E-mail MESSAZES ......c..o.icviiieeviiniies oot ssis i 04
Reading E-mail with SeaMonkey Mail.........ccoooiiiiiiiiii s 94
“Working with Text-based E-mali Readers.................. e 95
Mutt Mail REAAET . ovvviiiieii ot e 96
MLl REATET ..ot 96

Choosing a Web BIOWSET ..., oieieiiieiies oot e SSOURTRTR 96

Exploring the SeaMOIKeY SUILE . ooooo\ii i .97

Using Firefox ...

Setting Up Firefox
Setting Firefox Preferences. ... 100
Adding Add-ons and Plug-ins ... TSSO TP TSP O 102
Changing Firelox ThEMEs ..o e 105
Securing FITefoX. ... 105
Tips for Using Firefox ... 106
Using Firefox COMETOIS . ... oo 107
Improving Firefox Browsing by Addmg a Preferences Toolhar ..., .. 108
Doing Cool Things with Firefox ... 109
BlOCKITIZ POP-UPS ...cocvei et s e s 109
Using Tabbed Browsing ..., SO OURVUUPUUPRON 109
Resizing Web Page TEXt ... e 109
Using Text-Based Web BIOWSEIS. ..v.ovovviiiuinsiesi e 110
SUTTUITEATY 1.t eh ittt e e e e et e e a8 e 111
Chapter 5: Playing Music, Video, Photos, andGames.............. 113

Running Multimedial SETVETS .......covoiit et oot b 114

Using Totemn for Audio and VIAEO...........cooovvrririnicirnser st 2115
Adding Audio/Video Support to Totetmn oo e s 115
Using Totem as a Movie Player...........cooooiin, s 116

Playing MUsic in LINUK.........coiire e s 117

Playing Whusic with REythmoomR o 118



Contents

Playing Music with the XMMS Multimedia Player.........ooooo 120
Using the EQUalZer.........cooo oot 122

Using the Playlist BAItOr. ... 122

Managing Music on your iPod with gthkpod...........oi 123
Installing and Starting gtkpod iPod Manager ... 123

Using gekipod iPod Manager...........ooooiiii e e 124

Recording and Ripping MUSIC.......oooioiii i 125
Creating an Audio CD with cdrecord...........oooooiiiiiin e 125

Ripping CDs with GIIP ..o, 126

Playing VIGEOS oot 128
Exploring Codecs ...t ST 128
Watching Video with KINe ... 130.
TUSIILE RITIB oo e 131

Creating Playlists with xife ..., R 131

Kine TIPS .o SO U PP U R EPUPUORPROR 132

Working with TINAZES oo oo 133
Managing Images in Shotwell Photo Manager ... 133
Manipulating Images with GIMP ..., 135
Acquiring Sereent CaPLUTES . ... 137
Playing Games 01 LIMUK. .......oi i et 138
Jumping into LIBux Gaming. ... 138
Finding LINUx GAMES ......ccooiiiri e e 139

Basic Linux Gaming Information................ s 140
Getting Started with Commercial Games in LinUx............cooininn 142
Playing TransGaming and Cedega Games ..o, 142
SUTTLITIATY . tr oottt et E et et e et oo oo ettt e e e 144
Part IlI: Learning System Administration Skills 145
Chapter 6: Starting with System Administration. ..................147
Graphicai Administration Teols ... 147
Using Web-Based Administration..........o.vcireeiiiir i 148

Open Source Projects Offering Web Administration. ... 148

The Webmin Administration Tool ... 149

Graphical Administration with Different Distributions ... 150
Fedora/RHEL system-config Tools............ococooiiiii s 150

SUSE YaST TOOIS ettt s 152

Using the 1008 LOZIM ..o e 153
Becoming root from the Sheil (su Command)..............cooiii 154
Allowing Limited Administrative ACCESS ..o, 155
Gaining Administrative Access with sudo ... 155
Exploring Administrative Commands, Configuration: Files, and Log Files ... 157
Administrative COMMANS. ... voe e 157
Administrative Configuration Files.........oooo e 158
Administrative Log FIles . ..o e 162
Using Other Administrative LOGINS ... oo 163
SUIMITIATY . oottt et et a s et es et 164

XIv



Contents

Chapter 7: InstallingLinux . . .. ........ .ottt ivean 165

Choesing a Linux DistribUtion ... 166
Getting Your Own Linux Distribution ..., NP 167
Finding Another Tinux Distribulion. ..o 167
Understanding What You Need ................... PO T USSR PRI 168
Downlvading the Distrimion ..o TS RRUROPPTORPPIOTIY 169
Burning the Distribution 0 G i i 17¢
Exploring Common Installation Topics ..o e 171
Knowing Your Computer Hardware ..., 171
Upgrading or Installing from Seratch ... 172

DUAL BOOTIE, o1 et ettt et 173
Installing Linux t0 Run VIrtually ... 174
Using Installation Boot Options ..., 174
Partitioning Hard DTives.. ... 175
Understanding Different PArtition TYPeS ... iiceveoie et 176
Partitioning During Fedora Installation................. SR 176

Reasons for Partitioning..................... TSROV UUUR e 176
Partitioning with fdisk ... 180

Tips for Creating Partitions . ........oooo oo, 182

Using LILO or GRUB Boot Loaders...........ooco oo, 184
Booting Your Computer with GRUB ... P 184

Booting with GRUB .......ccmmiiiiiioes oo, 185
Temporarily Changing Boot Options ... 185
Permanently Changing Boot Opt‘lons .......................................................... 186

Adding a New GRUB Boot Image........ocooovooiiii e U 188

Booting Your Computer with LILO ... s 188

Changing Your Boot Loader............coovmiooiicen e, 192
Configuring Networking ... OOy O SO USSR SO PR SIUUPYPUVRTCPRORPTOOR 193
Configuring Other Administrative Features.....................oco... et 154
SUITIIATY oottt N ORI 193
Chapter 8: Running Commands fromtheShell ... ................197
Staring & Shell TR 198
Using the Shell Prompt............ O OSSOSO PO EU SRR UP TP PP OO 198
Using a Terminal WInAow ... 19¢
Using Virtual Terminals ... .o, 200
Choosing Your Shell ... R L 200
Using bash (and Earlier sh) Shells.......... .. oo 201
Using tesh (and Barlier esh) Shells..oo e 202
USINZ ASH ..o SO U SRUTOYR ST 202
Using ksh.....oo i, SO T U URSURUR YRS 202
USINE 281 OO PUTPUUU ST OPPOR 202
Exploring the Shell. ..o 202
Checking Your LOZIN SESSI0M . veivor et eeeetiine s e 203
Checking Directories and PermiSSIons .........ccocooviviiii o 204
Checking System ACHVIEY .....o.iovii s, 200
Exiring the Shall .o, 207

XV



Contents

Using the Shell i TATUR o, 207
Locating COTMIMATIAS _.......c.\iiiir oo, 208
Rerunning COmmands ... ..., 211

Command-line EQIting ... ... 211
Command-line Completion ... 214
Command-line Recall ... e 214
Connecting and Expanding Commands. ..o, 216
PIpItg COMIMAIIAS Lottt ee oottt 216
Sequential Commands. ... 217
Background COMMANGS .......ooov v 217
Expanding Commands ... e b 218
Expanding Arithmetic Expressions............ ST U PU TP e 218
Expanding Environment Variables ... e 219

Creating Your Shell ENVITONMEnt ........ocooivriiiemiie i e e 219

Configuring Your Shell .. ..o e 219
Setting YOur PIOMPL.. ..o oo, 220
Adding Envirdiment VAFTADIES ..o 222
Understanding Commen Shell Variables ... 222
AAAIRE ALIASES ..o 224

Managing Background and Foreground Processes ..., 225
Starting Background PTOCESSES .....cvoiioiieiiis et 225
Using Foreground and Background Commands .................................. R 226

Working with the Linux File Systerm ... 227

Creating Files and DITectories ... 220
Using Metacharacters and OPETAtOTS ....oovuvviiieiiriicereiiinin s 232
Using File-matching MetachaTaCters ..o 232
Using File-Redirection MetacharaClers. ..........o.....cocovirneioiroricncetiaes 233
Understanding File Permissions ................ ST U U UT SRR 234

Moving, Copying, and Deleting Files..........oooiiiii e 237

Using the vi Text EAILOT ..o 237
Starting Wth V... 238
Moving Around the File. ... ..o 241
Searching For TEXU..........iii e, 241
Using Numbers with Commands ... e 242
Learning More ADOUL Y1, ..o 242

SUTITNATY 1ottt ettt e e 242

Chapter 9: Learning Basic Administration ....................,..243

Creating USEr ACCOUIIS .. ...oovieitieius e eiices oot ettt 244
Adding Users with useradd ... 244
Setting User Defatilts ..o 247
Modifying Users with tsermod ..o e 249
Deleting Users with tserdel..........cocooiveiiiiiiii e 250

Canfigeting HATIWAIE ... oot e 251

Managing Removable Hardware ... e e 251



Contents

Removable Media on a GNOME Deskton.........ccooviiiiiiii 252

Removable Media on 2 SUSE KDE Desktop ..o, 154

Working with Loadable Modules............ 254
Listing Loaded Modules. ... 255

Loading ModUles ... ..o 256

Removing MOdUles ... ... 257

Monitoring System Performance. ..o TP U PUTUP 257
Daing Remote Systemn AdminiStrarion .. ... 259
L1811t TS O OSSO TO PGP TSP TTUTS TR PP PPPITI 260
Chapter 10: Managing Disks and File Systems . . ..................261
Partitioning Hard DIisKs..........iiii e 262
Monnting File SYSLEINS . oo 264
Supported File SYSTEINS. ...oooviiiiii i 265
Using the fstab File to Define Mountable File Systems..........cooooooiiiii, 267
Using the mount Command to Mount File Systems ... 268
Mounting Rermovable Media ..., TR 269

Mounting a Disk Image in loophack ... 269

Using the umount COmmAant ... 270
Using the mkfs Command to Create a File System ... 270
Adding a Hard Disk..........oooooiii i 271
Checking SYSIEIN SPHACE ...covuireuiis ottt as et et e 274
Displaying System Space with df ... 274
Checking Disk Usage with dul....i 275
Finding Disk Consumption with And.........cooi 276
STITIITIATY .-t b e 276
Chapter 11; Setting Up Networking . . . .........oovveenn 0000277
Connecting 10 the NEtWOTK L. 278
Connecting via Dial-Up Service ... SRR 278
Connecting a Single Wired Fthernet Card... 279
Sharing a Network Connection with Other Computers......o.cooo oo 280
Connecting Servers........o i e s 282
Connecting Other EQUIPIMENT ..o 283
Using Ethernet Connections to Connect to the Internet ................................................... 284
Configuring Ethernet During Installation ... 285
Configuring Ethernet from the DeskIop ... 285
Using Network Configuration GULIN Fedora ... 286
Identifying Other Computers (Hosts and DINS) ..., 288
Understanding Your Internet CONMECIOn ... 290
Using Dial-Up to Connect to the INETNE. ..ot e 292
Gettng INFOTTation.... ..o 292
Setting Up Dial-Up PFE'............. SO T TSP P PR PPR PRSP 263
Creating a Dial-Up Connection with the Internet Configuration Wizard.............. 294
Launchinig Your PPP ConmEction ... 296

Launching Your PPP Connection on Demand. ... 256



Contents

Checking Your PPP COnMECion. ..o, 297
Checking That Your Modem Was Detected ... 297
Connecting to the Internet with WIreless. ... 298
STUIMUITIAT Y ettt oot et 300
Chapter 12: Using NetworkTools. .......... ... ..ol 300
Running Commands to Browse the Web..........oii 301
TransferTing FLLES oo oo e 303
Downloading Files WItH WEEL ..o 303
Transferring Files With curl ..o 304
Transferring Files with FTP Comunands.........o.oiiii e 305
Using SSH Tools to Transfer Files ... 307
Copying Remote Files with Scp......o. i 308

Copying Remaote Files in sftp and 1ftp Sesslons ................................. TR 308

Using Windows File Transfer Tools ..., 309
Sharing Remote DIreCtoTIEs L.....oioi oo, 309
Sharing Remote Directories with NFS ., 3009
VIEWINE NES SHATES ..ot 309

Mounting NES SHares ... 310

Sharing Remote Directories with Samba............. 310
Viewing and Accessing Samba Shares................co, 3l

Mounting Samba (CIFS) SRATES . .vcoveiie i e 312

Looking up Samba HOStS ... 313

Checking Samba Server Configuration ..., 313

Sharing Remote Directories with SSHES 314
Chatting with Friends I TRC ..o s 314
Using Text-hased E-mail CIENS . .ottt 315
Managing E-mail with mail..........oo 316
Managing E-mail with MUt ..o e 317
SUIRITIATY ..ot ab e STV PP PR ST 318
Chapter 13: SecuringLinux ........ ..o iiriiienenneaseee. .. 319
Linux Security ChecklISt. . ..o 320
Finding Distribution-Specific Security ReSources. ..., 323
Finding General Security RESOUICES ....oooioivivoriiiiiec et e 324
Using LIMUK SECUIRLF oo e 324
Using Password PIOIECTION .....o.oviviiiiiiis oo 325
Choosing Good Passwords ..o 325
Using 2 Shadow Password File. ..o 327
Breaking Encrypted Passwords ... 327

Checking for the Shadow Password File ..., 328

USINE Log FIIES ..ot 329
The Role of syslogd ... 332
Redirecting Logs to a Loghost with syslogd ... v 332
Understanding the Messages Log FUE. .ot 334



Contents

Using Secre SHell TOoIS. ... 324
Starting the ssh SETVICE. ... 335
Using the ssh, sftp, and sep Commands ... 335
Using ssh, scp, and sftp Without Passwords. ... 337

Sectting LINUK SEPVETS. oottt 338
Controlling Access to Services with TCP WTapPers.........coovvoinnien, 338
Understanding Attack TechnigUes. ... 341
Protecting Against Denial-o[-Service Attacks ..., 342

MaATLBOIIBITIE ..o 342
SPAT REIAFITIZ ..ot i 344
Smurf Amplification Atrack ... 345
Protecting Against Distributed Denial-of-Service Attacks ... 345
Protecting Against INTusion AMACKS ... 350
Evaluating Access to Network Services ..o 350
Disabling Network SErviCes ... e 351
Securing Servers With SELINUK ..o i 393
Protecting Web Servers with Certificates and Eneryption ..o 353
Symmetric CIYPLOZIARIY: - oooeiie sty 354
Asymmetric Cryptography .............. TP s 335
Secure SOCKET LAYET ... oo, 355

Using Security Tools from Lirux Live CDS.....ovieiiiiii s 363
Advantages of Security Live CDS$ e 363
Using INSERT to Check for RoOUKILS ..o 364

SUITIMATY 11t R TP SUO P VPO 365

Chapter 14: Creating Useful Shell Scripts. . .............. ... ... . 367

Understanding Shell SCIIPTS ... 367
Executing and Debagging Shell STIPAS o 368
Understanding Shell Variables ... 369

Special Shell Variables ................... USSR PPUUN 370
Parameter Expansion in bashi..........oi 370
Performing Arithmetic in Shell SCFPLS ..o 371
Using Programming Constructs in Shell ScTipts..........ooiniin, 372
The “if . .. then” STAtEIMETIIS. ...t ittt 372
The case COMMAN ..o 375
The “for . . . 0" LOOP .t e oeereice s et 376
The “while .. . do” and “wntlh .. do” Loops... e 377
Sore Useful External PIOZTaAILS ...oooooiiiiiioe oo 378
The General Regular EXpression PArser ..., 378
Remove Sections of Lines of Text (CUL ..o oo 378
Translate or Delete Characters (1), . oooeeee i cveeenrien ST 379
The Strearmn Editor (8ed) «oovocooiriin e STTUSPRR 379
Trying Some Simple Shell Scripts .. 380
A Simple Telephomne Liste...cocovivr.oocoeceirecerenencene s 380
A Simiple BaCKUD SCIIPL.. oottt 381

SOTITELATY -1 ee oottt e 2o et na e 250 e 382



Contents

Part 1V: Setting Up Linux Servers 383
Chapter 15: Running a Linux Web Server........... ... ... ... 385
Components of a Web Server (Apa(,he MySQL and PHP) ..o 385
APACKIE o 386
MYSQLeo. oo oo e e e 386
Setting Up Your Web SEIVET ... . 388
Tnstalling APACKE . oo 388
INStAlliNg PHP. oot 388
ISTALING MYSQL .o 380
Operating Your Web SEEVET ... 390
Editing Your Apache Configuration Files ... 301
Adding a Virtual Host to Apache ... 393

User Content and the UserDir Serting. ... 395
Installing a Web Application: Coppermine Photo Gallery ..., 395
Troubleshooting Your Web SETVET ........o it a2 398
Configuration EITOTS. ..o s 398
Access Forbidden and Server Internal Errors.............ooin 400
Securing Your Web Traffic with SSL/TLS ..o 401
Generating Your SSLKEYS ..o 403
Configuring Apache to Support SSL/TLS ............................................................... 404
SULTLITIATY -+ vttt h 0o e oh b 405
Chapter 16: RunningaMailServer. .......... ..o en . 407
Internet E-Mail’s Inmer WOorkittgs ..o 407
About the System and the Software Used ... 409
Preparing YOUT SYSTETIL ..o it 409
Configuring DNS for Direct DElIVETY......ooiiiiniiiiii s 410
Configuring lor Retrieval from a Mail TTost ... 411
Installing and Configuring the Mail Server Seftware ... 411
Installing Exim and Courier. ... 412
Installing ClamAY and SparmASSassin ... 414
Testing and TroubleshOOtIg ..o 416
CRECKIILE DO 1ottt 416
Common Errors (and How to Fix Them) ... 417
Messages Rejected by Exim....... e 417

Messages Not Delivered by Exim ... 418

Login Failures when Connecting to Courier..........i i 419
Configuring Mail CHENLS ... [SRUTR 420
Conliguring Fetchmail ... 420
Configuring Web-Based Mail ... 421
Securing Communications with SSL/TLS | 421
SUITIIIIATY -t ettt e en et b e e e e U 423

YV



Contents

Chapter 17: Running aPrintServer ..., ... ... ..o iiiiiia.. .. 425

Common UNTX Printing SYSETN ..o e 426
Setting Up Printers.......c i, P ORI 427
Using Web-Based CUPS Administration ..o 427
Using the Printer Configuration Window ... 431
Configuring Local Printers with the Printer Configuration Window. ..., 431
Configuring Remote Printers ..., ST ST 435

Adding a Remote CUPS Printer ..o 436

Adding a Remote UNIX Printer ..., PR e, 436

Adding a Windows (SMB) PITITET i 436

Working with CUPS Printing...........ccoooeiiiiiin i BTSSP ISR 438
Configuring the CUPS Server {cupsd.conf) ..., 438
Starting the CUPS SETVeT........ccoviiiiiiiii e, e, e, 439
Cenfiguring CUPS Printer Oprions Manually ... 440
Using Printing Commands ... BT e, 441
Printing With Ipr....ooo e e 442
Listing Status with Ipe .o TP 442
Removing Print Jobs with lprm ................. e e 443
Configuring Print SeTveTS ..o SO 443
Configuring a Shared CUPS Printer ............ U PO U OU SRR PRU P ORI 144
Conliguring a Shared Samba FYINET ..o 445
Understanding smb.conf for PrRtng. ..o oo e 445

Setting Up SMB CHENLS v R, 446
SUITITIVATY « ..ot 447
Chapter 18: RunningaFileServer ....... .. ... oot 449
Setting Up an NEFS File SEIVer ... 450
Getting NES. .. ooooooooooooee oo e 451
Sharing NFS File Systems....... TP OO P T OO DU PP PPUPUPTIO 452
Configuring the fetc/exports File ..o 452

Exporting the Shared File Systems. ... 456

Starting the nfs Daemons........ 456

Using NES Fle STSLETIS .oii st 457
Manually Mounting an NFS File Systcm ...................................... O 457
Automatically Mounting an NES File System ..o 458

Using zutefs to Mount NFS File Systems on Demand ... s 461
Unmounting NFS5 File SYSIems . ..o, 462
Other cocl things to do with NES 463
Understanding NFS security 18SU8S ..o 464
Setting Up a Samba File Server........ PP O SRRSO PSPPSR 464
Getting and Instaling SAmba ..o 466
Configaring Samba with SWAT e 466
Turning on the SWAT Service ... 466

Starting with SWAT ..o 467

Creating Global Samba Settings in SWAT ... 468
Configuring Shared Directories with SWAT ..o 474

Checking Your Samba Setup with SWAT ... e, 476



Contents

Working with Samba Files and Commands.............ooooiini e 476
Editing the smb.conf Flle ... 476
AddIng Samba USErs ..ot e 478
Starting the Samba SErvICe .o 478
Testing your Samba Permissions........ooooi i 479
Checking the Status of Shared DIrectories ... 479

Using Samba Shared DireCtoTies. ..ot 479
Using Samba from NatiIus ..oooovio e 479
Meunting Samba Directories in LINUK . 480

Treubleshooting Your Samba SETVET ... e 480
Basic networking in PIACe? ... 480
Samba Service RUNIMITIZT ... ov.oovcor i 481
FIrewall OPeI2. oot 482
Uset Passwords WOTKITE? ..ot 482

SHLITHTIATY 111 ettt et ee e e e h 1S oL S s 483

Part V: Choosing and Installing Different

Linux Distributions 485
Chapter 19: Running Ubuntu Linux .....ooviineiieneevnn.. ... 487
Overview of UDUIILUL ..o oo oottt 488
UBURTL RELCASES ... ettt e 488

Ut ISTALLET oot 489

Ubtnit @s 8 DesKEOn ..o s 490

Ubuntil a5 @ SEIVEE (..o SRS UUTRUUUUR PP e 491

Ubuntt SPIn-ofls oo e 493

Challenges Facing UBUIIIL ... s 493

TSEATHILE TIDUIIEL oot bbb 494
Gerting Started With UBUINTUL ..o 467
Trying Out the Deskiop .. ..o 498

Adding MOre SOEWATE ........voveivie e e s 500

Getting More Information About UDUNIU. ..o 502
SUMIMATY ..o ST O T U PP PP I TIPS PRSP PPPPOS 502
Chapter 20: Running Fedora and Red Hat Enterprise Linux ..........503
DAgEING IO FEATUIES ...0.., oo e e 505

Red Hat Installer (Anaconda) ..ot 505

Custom Spins, Install Sets, and Live CDS oo 306

RPM Package MaNagement ........ocociviv e e e i 506

Latest Desktop TeChnOlOZY ..oco oo, 507

Systern Configuration Tools ... 508

Going Forward with Red Hat Enterprise LInux........n 509

Red Hat Network and Satellite SETVETS ..o 509

Red Hat Fnterprise Virtualizatlon ..o s 510

Red Hat Cloud COmMPULLILE «c.ooooor oo 510

Going Forward with Fedora ... e 510
Growing Community Support for Fedara ... 511

xxii



Contents

Jomning Tedora Special lnterest Groups. ..o, .51t

Forums and Maihing LIsts....coo e BT 512

Installing Fedora ..o OV PUUR PRI SO TRV URURT 512

Beginning the Installation ................ JERUR U TP TP SURTR PO 512

Running the Tedora Firsthoot.... YOS OU S UU U TR PPO PR 515

SUTNIATY e, P PP 515

Chapter 21: Running Debian GNU/Linux. ..............c00vveh . 517

inside Debian GNU/LINUR oo e, 318

Debian Packages ..., e e, 518

Debian Package Management TOolS ..o, 519

Debian REIEASES . viiiir it e e, 521

Getting Help with Debian ... TR OSSO 521

Installing Debian GINU/LITIE ..o oo e, 522

Hardware Requirements and Installation Planning ... 522

WOTKSEALIONS ..ot s 523

SETVETS 1. et ettt et TP 523

Running the Installer ... 523

Managing Your Debian System ... 527

Configuring Network CONRECHONS. .....ovovviiviic e, T UPOROO 527

1P Networks: Ethernet and Wireless ... i D28

Dial-up PPP CONNECTIONS ...t oo 529

PPPOE COMMECHOTS /..o 11, oot iesee ittt 530

Package Management Using ART ... 530

Managing the List of Package Repesitories.................... e, 531

Updating the APT Package Database ... 532

Finding and Installing Packages ... 532

Remioving PACKAZES ..o 533

Upgrading your System............. TPV PSSPV PRRPTROTIO 534

Package Management Using dpkg, ... 534

Installing and Removing Packages ..., 535

Querying the Package Database. ... 335

Examining a Package File ... 336

Installing Package Sets (tasks) with tasksel..... ... SRR TR 336

Alternatives, Diversions, and Stat Overrides..................o e B3

Managing Package Configuration with debeonf ... 539

SUITINATY 1.ttt oo e ss e e 539
Chapter 22: Running SUSE and openSUSELinux..................541

Understanding SUSE Linux Enterprise and openSUSE ... 342

What's in SUSE DistEBUONs?.. it s e 343

Installation and Configuration with YaST...................... RSP 543

Rpm Package MaNAEeIMeNnt ..o 546

Automated Software Updates....................... SO UU VRV U PRV 547

Installing openSUSE......ooocoiiiiiiiec e DU ROV OT TP UOPOPRS TR PP 548

Starting with openSUSE ... 549

SUITLITIAT Y .t et et b 550



Contents

Chapter 23: Running PCLinuxOS.............ovviviiveaans, 0551

Starting with PCLINUKCS ..o 302
Discovering What's in PCLRUXOS ... 352
Adding More APDHCALIOTIS ..o v 553

Installing PCLIIUEDS L. e 555
Starting the Install ... O PP OO U U PO U RS OP PP PP PP 555
Configuring After Installation ..o 556

Remastering PCLIRURDS oot e 557

SULTTLITIATY .ot oot eb e oo U 557

Chapter 24: Running Bootable Linux Distributions ................559

Overview of Bootable Linusx DIistribUtions ... 560

Trying a Bootable LATUR . ... 561
Starting with KINOPPIX ..o 562

Looking Inside KINOPPLX ... 562
Bootifng KINOPPIE ..ot e 363
Correcting Boot Problems . ... 564
Custommizing KINOPPIE ..o 567
Special Features and Workarounds..............coooiiim 568
Showeasing Linux from a Live CD .o U 569
Security and Rescie Bootables ..o PR 569
BackTrack Network Security SUIE ..o 571
SYSEEMRESCULT 1. 1111 e oo 571
KNOPPIX Security Tools Distribution ... 573
The Inside Security Rescuie TOOIKIL. v 373
DemonsTalion Bootahles ... 574
Multimedia BOCLABIES ........ooiivioeis oot 575
IOV K e 575
GEERKDIOX 1o e 576
KroppMyth. SO U UR SRS UPTOUITY 577
Tiny Desktops....ooiiie OV P SRR 577
Damn SIAll LITIUE ..o 578
PUPPY LIRUX oo s 579

Special-Purpose BOOtABIEs. ..o 580

Customizing a Bootable Linux........... OO OO OSSR POPSTUPRUPOY 581

Building a Live CD with Fedora ... 583

SUITUITATY oottt e 584

Part VI: Programming in Linux 585
Chapter 25: Programming Environments and Interfaces ............587

Understanding Programiming ENvITONITIETILS ..o 588

Using Linux Programming ENvITOTMENIS. ..o 588
The Linug Development FNVITORIMEDIT. oovooviviveivvciin s 589

The Process Modal . ..o 560

XXIv



Contents

CPU and Memory ProteCtion ..........cooioriiireiie e 591

The Security Model...... 592

Preemptive Multitasking............c...oooi 593

Multiuser by DesIZIn. ..o, 594
Interprocess CommMUMICAtIOT. ......ooriiiiii e, 595

The Building Blocks Philosophy.......ccoooiiiiis e, 595

Graphical Programming ERvIronmMentS ... 397
Eclipse: The Universal Tool Platformn ..., 597

KDevelop: KDE'S IDE . oo e 599

Anjuta: An IDE for GTEK/GNOME ... 600

Cote CIUSAACT .vrvii ettt et 601

The Command-line Programming Environment ..., 602
Linux Programming Interfaces............... TSSOSO PO P PP 603
Creating Command-line Interfaces ..o 604
Creating Text Applications with Neurses................ e, 605

Creating Text Applications with S-Lang .............. e e 608

Creating Graphical Interfaces ... OO 610
Application Programming Interfaces ... 612
SUIMTRATY ... e R 5l6
Chapter 26: Programming Tools and Utilities. . .. .................617
The Well-Stocked TOOIKIE ..o e, 617
Using the GCC ComPiler..........coooiyiiii e, 618
Compiling Multiple Scurce COtE FILES oo 620

GCC Command-line OPHONS ..ot e e 622
Automating Builds with make ... 624
Library THAHES ..o 626
The nm Command. ... 627

The ar Commant. ..o e 628

The ldd Command...........ocociiiiiimi e, [T 629

The ldeonfig Command ..., 630
Environment Variables and Configuration Files ... 630
Source Code COMLIOL ..ot e 631
Source Cade Control Using RES i 631
Checking Files In and QUL e 632

Making Changes to Repository Files.......... RSSO PIOPPPPSPO 633

Additional Comumand-line OPUOIS ..o, 634

Source Code Controt with CVS ... SRRSO e 634
Dehugging with GNU Debugger ..., ST OUU U P TSPV URUPOROOPPOON 638
Starting GDB....c.oiiii e 639
Inspecring Code in the Debuger ... e 642
Examining DA ... 643
Setting Breakpoints ..o 644
Working with Scurce Code ... e 646

SUUIIIITIATY 11 eeee it oo er et ee oo e 640



Contents

Part VII: Appendix and License 647
Appendix: Media . . ...ttt i i e it a .2 049
Finding Linux Distributions on the DVD ..o 630
Frora LITILX Lot 650
KINOPPIX LITIUE Lot 650
SlACKWATE LATHLE L.oooei ittt e 650
DIBUR LAFIIRN oot e 551
ATIK LINUX oo e e 651
BackTrack 3 Lintix SECULILY SUHE o.ooivi e 651
GO LITIIX. 111ttt et ettt e e 651
ODENSUSE LINUK .o 652
PCLINUROS e s 652
Inside Security Rescue Toolkit,.................. e e 652
PUPPY LITIUE e 652
Debian GINULIIIK (.ot oot 633
Damn SIall LEIUX. .o e 653
SystemBRescueCd. .. PO PRSPV 653
Coyote LINMUK oo e VSRS 633

Tiny Core LINUK oo OSSR UP PO RS 654
L A K ot e e s 654
IS i s 654
Creating Linux CDs 0 DVDIS .ot 654
Getting SoUTCE COUE Lo RV 656

GNU General Publiclicense ......ciiviiiiirininnscenraseas..059

11 7o [ S 11



