Contents

PLEEACE ..ttt e e X Vil
ACKNOWIEAEZIMENS ... s XXV
CHAPTER 1  Introduction............................... .. 1
1.1 RALHONALE ...ttt ettt 2
1.1.1 The Traditional Approach to Teaching Computer Science...... .....cccoovcvrevenne 2
1.1.2 The Systems Approach Taken in This BOOK.........c.cocoociviiii 4
1.2 The Significance of Networking and Distributed Systems in Modern
Computing—A Brief Historical PEISPECLIVE .........covvoivveniermnminiicnierneireiieeenenane 6
1.3 Introduction (0 DiStributed SYSIEMS .....cvvririeerieecerree et seeeescon e nens 9
1.3.1 Benefits and Challenges of Distributed SyStems .......c.ccoceeviriiininineinicnenn 9
1.3.2 The Nature of DiStribUtion.........cccconinrieiiiniiicienenenecieeeree e 10
1.3.3 Software Architectures for Distributed Applications........cccevvveerneneerenenn, 11
1.3.4 Metrics for Measuring the Quality of Distributed Systems and
APPHCALIONS ..ovvetireiiici et
1.3.5 Introduction tO TranSParenCy .......cccevvereiieenreineniienrsene e
1.4 Introduction to the Case STUAIES ....evevioriiririiiiniere e
1.4.1 The Main (Distributed Game) Case Study
1.4.2 The Additional Case StUAIES........c.ccvrrrerereeeinierieriiec s
1.5 Introduction to Supplementary Material and EXEICISES........coerrerrremiiccrnrecrirenenne 16
1.5.1 IN-TeXt ACHVILES «eovovivveiiicinieiceniicnice ettt 17
1.6 The Workbenches Suite of Interactive Teaching and Learning Tools ..........cccceeeuve 18
1.6.1 Operating Systems Workbench 3.1 “Systems Programming Edition” ......... 19
1.6.2 The Networking Workbench 3.1 “Systems Programming Edition” ............. 19
1.6.3 Distributed Systems Workbench 3.1 “Systems Programming Edition™ ....... 19
1.7 Sample Code and Related EXEICISES. ...evevirenreeeireeieeercieriieiiecerene e 19
1.7.1 Source Code, in C++, CH#, and JAVA ....ccvvvviiiiirieii it 19
1.7.2 Application Development EXEICISES .......c.ecvvevriireiniiiiinneccins 20
CHAPTER 2  The Process VIBW ............cccoooiiiiiiiiiiiiieii e 21
2.1 Rationale and OVEIVIEW.........ocoririeirerieinniernieerenesee ettt enssnsees 22
2.2 PrOCESSES 1viuvreereieresescseerseesetsetsesesntetesasesssrstestetatasoesbatmtotsssenessssesasenoastoassesenssosoasean 22
2.2.1 BasiC COMCEPLS.....vemeviiiiritiiisiieii ittt s tere st sbe s 22
2.2.2 Creating @ PIOCESS . ccoeririeieniireeinieretereee ettt s ne s 23
2.3 Process SCHEAUIIEZ ...c.ovvvevevrrerereieirtrrrteteten ettt 28
2.3.1 Scheduling CONCEPLS....ccviriiiieerieiiiiretere et ere s 32
2.4 Scheduling for Real-Time SYSIEIMS ....cceveriririerevrrvrreierirentereresenssserisssesmssssssnsieniessons 58
2.4.1 Limitations of General-Purpose Schedulers for Real-Time Systems ........... 59



viii Contents

2.5 Specific Scheduling Algorithms and Variants, Used in Modern

OPErating SYSIEINIS ....ooiiiiii ittt e 70
2.6 Interprocess COMMUIHCALON t..iviviiiiiirieiire ettt 70
2.6.1 Introduction t0 SOCKELS ....o.ciciiiiiiiiiic e 70
2.7 Threads: An INTOGUCHON. c...voviveceriiercreriieeie ettt ese et et seesates et ebesasees e ees 75
2.7.1 General CONCEPLS.....coiiiiiiiiiiiiiiiitceie e 75
2.7.2 Thread IMpleMENtatioNs .......cceveerireniirinieririeee e s 76
2.7.3 Thread Scheduling Approaches ... 77

2.7.4 Synchronous (Sequential) Versus Asynchronous (Concurrent)
Thread OpPeration .........ovivieiiiiiinienteitceii e e 78
2.7.5 Additional Complexity Accompanying Threading.........cccocvvieiniiincencnen 83
2.7.6 A Multithreaded IPC EXample......cccoevveiniiniiiciiiiicirccines 84
2.8 Other Roles of the Operating SYStEM .....c.vvvivveiiriiierireeeec e ssreecreierensenas 91
2.9 Use of Timers Withint PrOZIams .........cocvciiririnineiriiriineernrensenere e e srescssesesenens 91
2.9.1 Use of Timers 1o Simulate Threadlike Behavior.........cccocecveoiieniniinnnan 93
2.10 Transparency from the Process VIEWPOINL .......c.ocouvevrernicmierieniniccnerereneerenieiens 94
2.10.1 Concurrency TranSparenCy ...t 94
2.10.2 Migration TIaNSPATENCY ....ccceevvevrerierrinreniieirinrireerieeeris s s 94
2.11 The Case Study from the Process Perspective..........cococvreeircncininenniecncenncnes 95
2.11.1 Scheduling REQUITEIMENIS ......coviviieririreit s 95
2.11.2 USE Of THMETS 1ottt sr e erte e st s s bbbt 95
2.11.3 Need for THreads ... e 96
2.11.4 TPC, Ports, and SOCKELS ...c.ccoveiiiiiririieinientcenrcn e 96
2.12 End-0f-Chapter EXEICISES ...c.coceueiiiintririririsieiresenestenseseietenesseniessieseseseseossseesessenaeses 97
2.12.1 QUESTIONS 1evetiieeeieestir e siteccteesrbe e sineeriaebaessebesseaeseneaseesenessmeeessasesbessaasserans 97
2.12.2 Exercises with the WOrkbenches .........ccoecieevrrinirninnicnnie e 98
2.12.3 Programming EXETCISES.......cccvivviinminriinririireiieirecims s e 103
2.12.4 Answers to End-of-Chapter QUESHIONS......ccccooveieeirnemninrneneneeinieenes 104
2.12.5 List of IN-teXt ACHVIES ...ocoiiiiiviiniiiincicecctien e 105
2.12.6 List of Accompanying RESOUICES......c..oveeeereriiiriciiiininii e 105
CHAPTER 3  The Communication View ..., 107
3.1 Rationale and OVEIVIEW......c...ocivvrieciiniiiririniiritiniseseresesiescsnssesseesssseeseeserssesensseeses 108
3.2 The ComMMUNICALON VIBW ..c.cuiiiiiiiiriiiriierrisiee st creteirae e rerebes e seneaere e seneacs 109
3.2.1 Communication BasiCs ......ccoiivieriiiciniiiiiiii 109
3.3  Communication TEChNIQUES ......cooveveiriieiieeetirei et srsr e essss s evesesaseeae 110
3.3.1 One-Way COMMUNICAON. ...c.veveiriiieiiiiireeniersieser it st sbeee s 110
3.3.2 Request-Reply Communication............ocoevivivniiimiiinen 115
3.3.3 Two-Way Data Transfer........ccoicreiciienininnniieniessrnieenienenesessnenenes 119

3.3.4 Addressing MethOdOIOZIES .....c.ceveriiriiiiiiiinnin e 120



Contents ix

3.3.5 Remote Procedure Call ...t 124

3.3.6 Remote Method INVOCALION ......vcviiviiicieiiiicete st e 126

3.4 layered Models of CommMUNICALON ...oceviiiiiieiiieti e 128

3.4.1 The OSIMOUE] ..ot ba e 131

3.4.2 The TCP/IP MOEL....ociiviiiiiieieit ettt sieve st 132

3.5 ThE TCP/IP SUILE ..ottt ettt eb et es s eas v esa e stsaasaneans 133

351 TRE TPttt b e st et e 134

3.5.2 TRETOCP .ottt st sttt st e st ne st st ntenaes 136

3.5.3 The TCP CONNECHOMN. ....ccovrriiirriieeeceeetiiteneeareeesiesteenestessesrassestesressessennensane 138

3.5.4 THe UDP ..ottt ar et test et ss st ae st et saastebe st esannes 140

3.5.5 TCP and UDP COmpared.........ocoveiiiiiiiiiiiiiiniieeiicereeie e sesene e 141

3.5.6 Choosing Between TCP and UDP ..o 141

BB AGAIESSES coviretiicieietiiet e ettt ettt et sttt sttt bbb bt et r st et et et ete b 144

3.6.1 Flat Versus Hierarchical AAdressing.......cccoveevvvvreivinveonieniinicrninceenenicnene 144

3.6.2 Addresses in the Link LaYer ......ccooovevviencinieinnenecestcne e e 145

3.6.3 Addresses in the Network Layer......ccoooeviiiconiiinniineces e 145

3.6.4 Addresses in the Transport Layer (POTtS) ...c.ocoevvvreiinienecvinnincienienns 148

3.6.5 WEll-KNOWN POTTS .....ooiiireiierieccinireitsneectesieesaesreesrastesanesiassaesbsesseeneneneennas 149

BT SOCKELS oottt bbbt e e 151

3.7.1 The Socket APL: AN OVEIVIEW ...coviimiinieniiiiieeieire e nrceee e 152

3.7.2 The Socket API: UDP Primitive SCQUENCE......c.occervimreerrenrnrieniencenirsreennes 152

3.7.3 The Socket API: TCP Primitives SEqQUENCE ........cccovererieireneiseciennniencrirn 153

3.7.4 Binding (Process t0 POTt).......ccccevivniriinieniiiinininiiicsceenienecnneerenreisenen 158

3.8 Blocking and Nonblocking Socket Behaviors .........coceeverrverevenneeiiniieecnnneenceen. 161

3.8.1 Handling Nonblocking Socket Behavior ...........ccoocovineiiniviiniiiicin 164

3.8.2 Communication Deadlock ........coeeeoiieiiriniiniininrieic i 166

3.9 Error Detection and Error COTTECHION ....cvvvvvevearererorenrenierecnrenceri e rerecerecnneneens 168
3.9.1 A Brief Introduction to Error Detection and Error

COrreCtion COAES ....vveueciririeenieiiieierireeriairiesr et b et beacnens 168

3.10 Application-SPecific PrOtOCOIS ...c.c.vceiirerrrireetinircre sttt eneis 170

3.11 Integrating Communication with Business LOZIC .....ccoovecvrmreerinvrneriiierercrnennnns 170

3.12 Techniques to Facilitate Components Locating Each Other..........cccccoceiinnn, 172

3.13 Transparency Requirements from the Communication Viewpoint.........c.ccccccoee... 173

3.13.1 Logical and Physical Views of SYStems.......c.ccccocvvinveiniininiiiriiienns 174

3.14 The Case Study from the Communication Perspective .........cccoceeivveercieninnicraiinns 174

3.15 End-0f-Chapter EXEICISES ...ovvveirrrriereirreierinnieiercnesiineretsesterestresrrecnsseseesseseninsions 181

3151 QUESHIOMS ...vecvveeeeiisrieeieeeereeiereebeesstreesbeesieesereenbesatseeantesaneessenansneessressasennes 181

3.15.2 Exercises with the Workbenches.........ccccviiiniiiinnenieie 184

3.15.3 Programming EXEICISES......coivceriiimiivniiniir i ereseseseenenes 187

3.15.4 Answers to End-of-Chapter QUeStiOnS.......c..cocoovvvvmiieinivenceniniinciennin 187



X Contents
3.15.5 Answers/Outcomes of the Workbench EXercises.......ooovvivviiivnenrinrinenn, 189
3.15.6 List Of in-TeXt ACHVILIES .veeevviiiieriririiieeienie ettt setee e eee e eneas 190
3.15.7 List of Accompanying Resources.......oomiiiviiniinie e 190
Appendix SocKet APTRETEIENCE ......oooviveiiviieeicrieteeeee ettt 191
AL SOCKEL .o e e bt b s 191
A2, SOCKEE OPLIONS ittt ettt sttt te e st ens s evesrenaes 193
A3, Socket AdAress FOTALS......ocviiiiiieieireeeienreiiresseeenine v et cearesesevee s 194
A4. Setting a Socket to Operate in Blocking or Nonblocking 10 Mode ........... 195
AS. BINGui ittt ettt r ettt rees 196
AB. LISIEIcuiiiiieitieicereeie ettt st es e ebe st e sessseseesseesrasssanssassasssessaesrsersensesseeens 196
AT, COMMECT .uiitiiiiieitieeiteciiereiesateseveescresbesaeasrersbtesraeassaeasassarreesaresarssensessrenns 197
AB. ACCEPL ..ecuiiiiriireencererereserte st esatesee st e neeereenbeseesbeesarastesrsesstaseeesaearsenraseerreses 197
A9. Send (Over a TCP Connection) ....c...evcovveierivieriieeciieieeeeeneee e seane e 198
A10. Recv (Over a TCP CONNECHON) ..cvviiioiiieeiiiee e eeiteeeereecearesseesaeeenns 198
All. SendTo (Send a UDP Datagram) .........ccoveeveniiniinneinienoeneeieeeccecereniens 199
A12. Recvirom (Receive a UDP Datagram)........cccocceviivvvveicrineerneeneereeveesieeenns 200
A3, SHUIAOWIN ..ooiiieiiiiecc e et e st sae st ere et sbeernens 200
AT, ClOSESOCKEL 1. vevireriee et rte sttt eerae et rves st s e staestae s sbr e arane e baeseaesnsenes 201
CHAPTER4 The Resource VIEW....................ccoooiiiiiiiiiiiiiiee e 203
4.1 Rationale and OVEIVIEW.........cc.ooiiviiiiiieeeeecte ettt ee ettt e e e terseteeean 204
4.2 The CPU 88 8 RESOUICE ..voviveeiiieeiceiriceeese e steee e etes st sistasassaabe s teesessstetnssasans 204
4.3 Memory as a Resource for Communication ............cccveeeeeeiueerieriiciecrceeiveeieenas 205
4.3.1 Memory HIi€TarChy .....c..cccoeriirernieneinereceereenere et 210
4.4 Memory Management.........c.ccouevenreierreensesereresssiereseesseseseresressnsnsanasessesasssassssssescas 212
4.4.1 VIrtUal MEIMOIY.cviiviiieireiiece e seesie et ctesieetnn e ses st e saessresaesvaessesressness 217
4.5 ResSoUrce Management..........occucueoieiriieiereerererenieseeesteneseseessesesseseseessssssesressesessesens 225
4.5.1 Static Versus Dynamic Allocation of Private Memory Resources.............. 225
4.5.2 Shared RESOUICES ......vcuirrirreireereirirereesieertesieteeieasessseersnessessaessnessssnsesnesses 227
4.5.3 TTANSACTIONS ...ievieiieveniierieieceerreiresaeessesseseeseresaeasseesaesseesaeesesessenseessersennees 228
A58 TLOCKS ittt et sa e s aae e sraereesresraens 229
4.5.5 DEAAIOCK ..oouviiviiciiiiii ettt st re e sa e er e e era e stetnennaas 232
4.5.6 Replication Of RESOUICES ....c.coeeinieriiiiniiiiie it reeeeenn e 236
4.6 The Network 88 8 RESOUICE ......ccicviiiieciecieerice e sen ettt ete s sve st eb e et eanas 238
4.6.1 Network Bandwidth. ... e 238
4.6.2 Data Compression TEChNIQUES......ccoviiiirieniiiiiciiiiiniiei e 243
4.6.3 MeSSAZE FOIMAL......eciviieiieiireseriess e tetentetestentasnereeressssctesaessennessnssesessens 246
4.6.4 SErialiZAON ......ovuiireiiieiieiieceitiere et rrerae e s reeranaae e essesraeseessaesanesressrensons 248
4.6.5 The Network as a Series Of LINKS oo cvenneene 251
4.6.6 Routers and ROUHNE .....ccovverreriernienienecrnienceecrcnesce ettt sesse e 254
4.6.7 Overheads of COMMUNICALION .....coviieriiiireiieerieeiiierireeinierererraeeerresreesereesns 258

4.6.8 Recovery Mechanisms and Their Interplay with Network Congestion......259



Contents Xi
AT VIFTUAL RESOUTCES ...ovvvvviveeeietseeii et ere et e 262
AT 1 SOCKCES ooiivveeeriecrtveeeie ettt ctb e rie e b rr e s e s esenee s b e sas e srbe s ean e sab e s baesan e s 262
G722 POITS oottt e 262
4.7.3 NetWOrk AAIESSES .veouiiviieiiieieeieeee et et e e s 263
4.7.4 RCSOUICE NAIMICS. . .vevrerirtiiiieitieiteesreeieesrreeamaeeeneesraseseessreassrassenessnessateesnes 263

4.8 Distributed Application Design Influences on Network
EfFICIEICY ..t itiieeicrtiseee sttt et be e rannes 264
4.9 Transparency from the Resource VIEWpOint.......cccoivvvcniiiinininneiinninn, 265
4.9.1 ACCESS TTANSPATEICY ...eenvierrereiieriiriere sttt ittt eaesrenes 265
4.9.2 Location TTANSPATCIICY ...ccvecriueeeriiiireerertetreerietsrierassesrasreses s enesssersinesiees 265
4.9.3 Replication TranSpareniCy.........cccvvieevireirieierensienieretissssssesssnnsssresasessens 265
4.9.4 Concurrency TTaNSPATENCY .......ccoviiiiiniiiiininiinisoie it sresiesee e ssasseeseens 265
4.9.5 Scaling Transparency and Performance Transparency .......cccoeecveerierennen 266
4.10 The Case Study from the Resource Perspective .......oooovvieieiminnncninicnceni, 266
4.11 End-0f-Chapter EXETCISES ....vvvreevtricrricrirmereeriecieiresissesesises st sessensanssnsos 268
4111 QUESHONS .ottt ettt ettt s bt 268
4.11.2 Exercises with the Workbenches.......cccocvvvniniinniinn s 269
4.11.3 Programming EXEICiSes..........ccocovviiiiiiiniiiiimieiiieiisonieisiienennaesenes 272
4.11.4 Answers to End-of-Chapter QUESHONS.........occcvinieririimviiiiieiinninnn 273
4.11.5 Answers/Outcomes of the Workbenches EXEIcises ....covvveviiiniiiniinnnn 274
4.11.6 List Of In-TeXt ACHVILES ..e..eeovivreiriciiiieriiiiiniiicr e 276
4.11.7 List of Accompanying RESOUICES.......cociviniiiiiniiininiinnieie e 276
CHAPTER S The Architecture VIEW...................ocooioiiii e 2717
5.1 Rationale and OVEIVIEW ........ccvieriiniiireniareoreeetaiesietereteeeisreseessies e ses 279
5.2 The ATChILECIUTE VIBW...cveveveeiiirirercrriererisnriniseeseeetereseesrorssesssssssissessssesessssesonssans 279
5.2.1 Separation of CONCEINS ......ccvverviviiiiriieiiniieiiiie et 280
5.2.2 Networking and DISIIDULION ..o 281
5.2.3 Complexity in Distributed SyStemS ........ccooovviieiiiiieine s 282
5.2.4 Layered ArChiteCIUTES ......covvveiiie vt 283
5.2.5 Hierarchical ATCRItECIUTES .....cc.coviviriiiriiiiiircriienie s 285
5.3 HEEIOZENEILY ....rvrurereiecrerereeerieraeerenrieteteses et ses e st b smss s e rs s bbb srsssastasesas 287
5.3.1 Definitions and Sources of HElErOgeneity ......cc.cvevivviiivicniicriinininincnnene, 287
5.3.2 Performance HEterogeneity .......cccvvveeeireirecirviiiiiiniionisreeie e s e 288
5.3.3 Platform Heterogeneity ........coveeeiririeeriinieiiiiiienrieireniteic st 289
5.3.4 Operating System HEETOZENEILY .......coooveviiiieiniiiinsnirmsee e 290
5.3.5 Impact of HEETOZENEILY ...covvvvirviiiriiiiicreie e 290
5.3.6 Porting of SOtWaTe ........coceiiviiriiiiniiie e 292
5.4 Hardware and System-1.evel ATChIiteCIUIES ..........ceerimvmeriimrieiirinisrnnseensee e 293
5.4.1 Tightly Coupled (Hardware) SYSIEmS........covoviviiieiniiisiosicnnietnnneicnnns 293
5.4.2 Loosely Coupled (Hardware) SYSIEIMS .....coeiviueicnuiieiniecinisiniscssenenniens 294

5.4.3 Parallel PrOCESSINE ...covivrivveieiiiieienecenintciminn sttt 295



Xii

Contents
5.5  SOftware ArCHIIECIUTES ...vvvviiiririirecrie ettt e et o 296
5.5.1 Coupling Between Software COMPONENLS ......oovvviiiiniiiiniiiiins 297
5.6 Taxonomy of Software Architecture Classes.......ccocovveircinicniiniinieiniennnen . 302
5.6.1 Single-Tier APPHCAONS ..ocviviiiiicriniiiririirne e e 302
5.6.2 Two-Tier APPLHCALONS c..oovirieriiiiieii i 302
5.6.3 Three-Tier APPLHCAONS .....cooiieiiiiiiciiciii s 304
5.6.4 Multitier APPHCALIONS ....co.ovveviriiire et 304
B.T  ClHENI-SEIVET ....oviiiviiitiererenierereesenaeecraesesesease st aeseb e sesaseeer e seseeseessenssreassaenesnenssnesis 305
5.7.1 Lifetimes of Client and SEIVET.......cccccvivrinviiiii s 305
5.7.2 Active and Passive Sides of the COnnection .......c.vcevvvivvviiiiniieniinn 306
5.7.3 The CS Architectural Model.........coocviiininiiiiniiiiieen, 306
5.7.4 Variants of the CS Model.......c.cocvriiiiiiniiiinii e, 308
5.7.5 Stateful Versus Stateless SErvIiCes ..., 309
5.7.6 Modular and Hierarchical CS SyStems ........ccooeininiiiiiiiniiine, 310
5.8 Three-Tier and Multitier ArChiteCluIes.....ocveevvveiirieieiereeniicereri e 312
BL0  PEI-0-PEET ...ttt s b 323
5.9.1 Characteristics of Peer-to-Peer Applications ..........ccovvviviviiiiinniinninnn 323
5.9.2 Complexity of Peer-to-Peer Connectivity......c.coveciviiiiiiniiiiniiniionnn. 324
5.9.3 Exploring Peer-to-Peer Behavior........ccooecviiiiii, 325
5.10 DiStriDUted ODJECES ..vvivivieerieerecerrereiee e eierre et nie st eb s 329
5.11 Middleware: Support for Software ArchiteCtures..........coviiiiivnnniiniinn, 331
5.11.1 Middleware Operation, an OVerVIEW .........cccoveiiivineiinioniieie e, 331
5.12 System Models of Collective Resources and Computation
RESOUTCE PIOVISION...c..coiiriirieiiiiiiit bt 333
5.12.1 CIUSEETS evuvrereiireericereett e st et evcerae st e cbessa s sre s sas b e s b e eae e b e e ebesreseanseas 334
5.12.2 GIEAS vttt bttt s 334
5.12.3 Data CONMETS ..oviviieieeiicrieicierit et b e bt 335
512,48 ClOUAS..ccriiieiiveererecrtet et stecs et sre s ettt eas b s es st 335
5.13 SOMWATE LIDIATIES. ..c.ooviviveeiiiitererir ettt bes s e ren s sreasse st b e 335
5.13.1 Software Library Case EXample.......ccccoiiviiiininiininiinninn, 338
5.13.2 Static Linking and Dynamic LinKing ..., 344
5.13.3 Language-Dependent Feature: The C/C++ Header File ... 346
5.14 Hardware VIrtualiZation........c.ccvurvieceirinnroreeeeinenecnsincs s eneaes 348
5.14.1 Virtual Machines .......c.cccciiiininininnni e 349
5.14.2 Java Virtual Machine ........ccccceveiniicniiinicinini e 350
5.15 Static and Dynamic COnfIgurations ..........ccovevvccnievinminiinineee s 351
5.15.1 Static ConfiGUIAION. .....coeeieiiiiiieiriet et 351
5.15.2 Dynamic Configuration ..........ccoivcviviiiineienni e 352
5.15.3 CONEXE AWATENIESS 1.vuvevereerererereererserereeerirnseiesmesmnsenorsssessssensresssnsenesensones 352

5.16 Nonfunctional Requirements of Distributed Applications .........c.coevvviiviveninis 353



Contents xiii

5.16.1 REPHCAHON ©.oviviiiiiciiiieie et ettt 3O D
5.16.2 Semantics Of Replcation ..., 358
5.16.3 An Implementation of Replicalion ..., 359

5.17 The Relationship Between Distributed Applications and Networks .....................369
5.18 Transparency from the Architecture VIEWPOinl........cocooviiiiceiininiinicinn 371
5.19 The Case Study from the Architectural Perspective .......ococvivvairrnvecvvcneccrennne 372
5.19.1 Stateful Server DEeSIZN . ..oveivveririeeiercire ittt et eeceee et 372
5.19.2 Separation of Concerns for the Game COMPONENTS .......oovvvvieviieviiiinnnens 373
5.19.3 Physical and Logical Architectures of the Game Application ................. 374
5.19.4 Transparency Aspects of the Game ..o, 375

5.20 End-0f-Chapter EXEICISES ....voviveierirerierenrereieioreemererenreieseeeneseseneasenesssiessansmnsesenens 376
5.20.1 QUESLIONS ...vivetieeirieeecrreeee it eees ettt eseerb e see s b e saesanaron 376
5.20.2 Programming EXCICISES.......cocooiiimiiiiiiiiiiicn e 377
5.20.3 Answers to end-of-Chapter QUESHONS .......cccveiriciineniinniicii s 378
5.20.4 List Of In-TeXt ACHVILIES ..ocveveeereiriieriiiiriiiinic et 380
5.20.5 List of Accompanying RESOUTCES......ocooiiiiiiiiiciiiiiiii s 381
Appendix The Peer-to-Peer Application-Level Protocol Message Sequence ................ 382
CHAPTER 6  Distributed Systems ....................cooiiiiiiii 383
6.1 Rationale and OVEIVIEW.......covreveririmiieinirereniiietccine ettt reaene e 385
6.2 TTANSPATENCY ...evuvveriversrerererrsesesesesesessaseseseetbeaesesestatesaesesceresntstsessesseesasasseseserssssens 385
6.2.1  AcCeSS TTANSPATEINICY «...ovvvcevreeiicinii ittt et 387

6.2.2  Location TTANSPATEIICY ...vc.ervererrerermireriineiiieniniinniisrere s sieseressesesiessenes 388

6.2.3 Replication TranSparenCy .......c.covceruvirriinimiiiinitiiiteiesenesnereevs st sassanae 389

6.2.4  Concurrency TTANSPATENICY ...c..coeruirereriieriniitiiesriteninesn s seens 393

6.2.5 Migration TIANSPATENCY ..ovvvvviiveriiivsriniitiiere ettt sreraesessessseressaaes 398

6.2.6  Failure TranSparenCy .........occccvvverecerriinrinnitseernsisine s s ens s snsanens 398

6.2.7 Scaling TranSParenCy ......cococovivirviriimiiieriiiiie et 400

6.2.8 Performance TranSparenCy ........c.cvecvrreiriiioiiereiieieminnrmeeesserssresseenss 403

6.2.9  Distribution TraNSPATENCY .....covveverrivriiiiiieisiiinrri st aeans 404
6.2.10 Implementation TTaNSPATENCY ......covvvvriiiiiriisiiririrertnert et ss e erenes 404

8.3 COMMON SEIVICES .ovuvvrerrrerseessreetrrirstereieseriensiesensreereseesremeasssetsnessseens s sassssessianas 404
8.4 NAIMIE SEIVICES cvvvieiriiereiiieresictreeteeseeiesien et sas st ss st na e 405
6.4.1 Name Service Operation .....c..occevvvrnieiniininiincne vt 406

6.4.2 DIIECIOTY SEIVICE ..vvviivieieieriiicrieieiii ittt 407

6.4.3 Challenges of Name Service Design and Implementation .........c..ccoeeenee. 413

6.5 Domain Name System (DNS) ...coviirrviereriireieeirereeereieirsereseseresnes s 414
6.5.1 Domain NAMESPACE .....ovrvreiiiereirieiriiiiini i et 415

6.5.2 DNS Implementation .......ccovceeeemeviiiimimiieriiire i et seenes 417

6.5.3 DNS Name Servers: Authority and Delegation ........co.oocceeocveviiniininnnnn, 420



Xiv Contents

6.5.4 REPHCAHON ..o.eeiiiieiiiiii s 421

6.5.5 Name Resolution in More Detail .o 422

6.5.6 Caching in DNS ..ot 423

6.5.7 Exploring Address ResOHON ...t 423

6.5.8 Reverse DNS LOOKUP ..covvoiiiriiriiccniiecicc i 426

B.6  THINE SEIVICES cuvvviririreririiriireertetnisecesie sttt seene st ree bttt ee e eeaeenenssaene s 427
6.6.1 TIME SEIVICES ..vrietirirreiririnrerr ettt 427

6.6.2 Physical Clock Synchronization ...........ccoccvvivriniiiniiienn, 428

6.6.3 Logical Clocks and Synchronization ............ocecevvieinincnneninnen, TR 433

6.7  Election AIZOIMS ....cveiiiirereiiner ettt tere e s s 436
6.7.1 Operation OVEIVIEW ........eervvrreroerriiiiieeiitie sttt 437

6.7.2 The Bully Election AIZOTithm ........coocoviiiiiiciiniee 439

6.7.3 The Ring Election AlZorithm..........ccviiniiniioniiiii e 440

6.7.4 Leader PreeleCtion ......cccoovieereieniiiiiiniccir et 440

6.7.5 Exploration with an Election Algorithm..........ccc.cooviiiin 441

6.8  Group COMMUNICAONS.....eoteeruerincereerniririnieseierersais e s s eeaees 448
6.8.1 Transparency Aspects of Group Communmication ..........ccooveevivviriinineinin. 450

6.9  NOUACAON SEIVICES...ciiiiireieieii ittt e et 450
6.9.1 Publish-Subscribe Services ..o 451

6.10 Middleware: Mechanism and Operation..........ccovecureeronerierenereneneeinreessonens 452
6.11 Middleware Examples and Support Technologies.........cocovvvveeimiccininnnnn 454
6.11.1 The Common Object Request Broker Architecture (CORBA)................ 454
6.11.2 Interface Definition Language (IDL) ....ccccooviniiiinniniiininnn, 462
6.11.3 Extensible Markup L.anguage..........cccovvinvviiiiicniineeee e 464
6.11.4 JavaScript Object Notation (JSON)......cccocviniinininiiiee 465
6.11.5 Web Services and REST ... 466
6.11.6 The Simple Object Access Protocol (SOAP) ..., 467

6.12 Deterministic and Nondeterministic Aspects of Distributed Systems................... 468
6.13 Iind of Chapter EXerCISES. . ccveviririceintenmiiiiciitneiccse e s 470
6.13.1 QUESHONS ...veeveeriieiireereesreereesreeebestaebeeraraseeseeeteasbaesreesnenseesresssssenenesissrasns 470
6.13.2 Programming EXEICISES. ..o 470
6.13.3 Answers to End of Chapter Questions ........cccoievviniviniiiiniininieiennn, 472
6.13.4 List Of In-TeXt ACUVILIES ..cvvivververeenienrieirioriiiiineeiis s 473
6.13.5 List of Accompanying ResOUTCeS.......ovvirivmniiiiniiii s 473
CHAPTER 7  Case Studies: Putting it All Together..................................... 475
7.1 Rationale and OVEIVIEW......ccoeeorereercrmrcneriiieiiisiei e 476
7.2 Introduction t0 the USe CASES ...eeeiverricercriiiernseinsinsr e 476
7.3 Case Study #1: Time Service Client (with Library) ..o 477
7.3.1 Learning Outcomes Associated with the Case Study........coovvviiiveinn, 477

7.3.2 Requirements AnalysiS.....cccoconiviniimiinioninie e 4717



R _ I

Contents Xv

7.3.3  Architecture and Code SIUCHUTE ..o 478

7.3.4  Separation 0f CONCCITS ......ccocoiiiiviiriiii e 483

7.3.5 Coupling and Binding Between Components ........ccoocoecrivniinincicnnnnn. 484

7.3.6  Communication Aspects of the DESIZN ..ot 484

7.3.7  IMPIEMENTAtON ...c.oiitiiiiiiiiieie ettt 488

T.38  TESUIE ottt ettt ettt 488

7.3.9 Transparency Aspects Of the Use Case ....cccoovvvvniiniiiiincniiiiiiinin, 489
7.3.10 Case Study RESOUICES ...c..oeieiiiiiiiieiirreeeenieeneriee e eeresieeie s neeseeeneae e 491

7.4 Case Study #2: Event NOGCAON SEIVICE . ....viirvrieriieeeeeteieieieeeieeet e 492
7.4.1 Learning Outcomes Associated with the Case Study.......ccoovicvniiinininnnn 492

7.4.2  Requirements ANAlYSiS.......cccocvmiiiiiniiiicii e 493

7.4.3 Architecture and Code SITUCLUTE .....cccoovreriiieriirirerecrreeee e 494

7.4.4  Separation Of CONCEITS .....ccoeriiririiriinieeierenie e resree e e 495

7.4.5 Coupling and Binding Between Components ..........ovv oo 495

7.4.6 Communication Aspects of the Design ....coocevvviviininiiiininciiniine, 496

7.4.7 An Application Use Scenario to Illustrate the Use of the ENS................. 501

T8 TESHUNEZ .eiueeieiiereeire ettt ettt eb et 503

7.4.9 Transparency Aspects of the ENS ... 503
7.4.10 Case Study RESOUICTES ....vevveieeirieniiecieiircetcecinece s 508

7.5 Good Design Practice for Distributed ApplicaONS ...coovvveviriemrccrinecinecricennnen 508
7.5.1 Requirements ANALYSIS .....cccoevvirirnirrreieierereerisreeensmneceninsesis it sinesaes 509

7.5.2 ArchiteCtural ASPECLS .....ccovrveriiercerieeireiecte s nteeneseebscenetesneeee s ssnenreis 509

7.5.3 CommuniCation ASPECES ...c..ooveieerererieereriereenetereertreerrnrecee st 510

7.5.4 Reuse Code When Opportunities ATiSE .......cocoveeererierenvenenricerenererereesnen 510

7.5.5 Create Libraries of Tested and Trusted Code.........cccccvvvvnriviiiininiiinnn, 511

7.5.6 TESUNGZ ASPECES .eevrvireeeitiririiiineeriteeeerier ettt st r s 511

7.6 End of Chapter Programming EXETCISES.......cocvvuirvrierrerieeriinncreeneneneeesresenenins 512
7.7 List of Accompanying RESOUICES ...ccovveririricrioiieeiceiiciineet oo 513

31T (5, COT T TR ST USSR USPORPURPPPRt 515



