Chapter 1
Chapter 2
(hapter 3
Chapter 4
Chapter 5
(hapter &
Chapter 7
Chapter 8
Chapter 9
Chapter 10

RS E PSR L LTS

Contents at a Glance

Introduction . . ... ... ... ... 1
Empirical Data ... ... 29
APT Hacker Methadology . .. ... ................ ... 51
An APT Approach to Reconnaissance . .. .. .............. 77
Reconnaissance: Nontechnical Data . . . . .. .. ... ... .. .. . 125
Spear Social Engineering . .. .. ... ... . 161
Phase IIl: Remote Targeting . . . .. .. .. ........ ... ..... 205
Spear Phishing with Hardware Trojans . .. .. ... ... ... ... m
Physical Infiltration . . . ... ... ... 299
APT Software Backdoors . . . ... ... ... ... ... 379



