Understand and Counter
WQUl Software

a4 ““.pavid Harley,
‘Robert Slade, and
Urs E. Gattiker
g Wirus pratection and computer sacurity experts

OsBORNE @& . Foreword by

ProFessor Eugens H. SpafFfard



Table of Contents

FOrwWOrd . . . . .o e e Xxi
Aboutthe Authors. . . ... . ... i e e XXV
Acknowledgments . . . . ... ......... PP e xxix
Ifroducion. . . ... ... . XXXi
The Problem
Baseline Definitions . . .. .......................... 3
Computer Virus Factond Famlasy . . . . ... .......c.ivrinrnnn 4
Definitions . .. ......... ..o i 5
Virusesond VirusMechamtisms . . ... ... ... ... ... ... ... ..., 6
VissStrudure . .. .. ... 7
Demage .......... ... . . ... ... 7
Damoge Versus Infection . .. . .. ... ... ... ... ... B
Stealth Mechamisms . . . . ......... ... ... .. ]
Polymorphism . . ... ... ... ... ... 10
Whaot Is This, a UNIX Texdbook? . . . ... ........ .. ........... 10
DietofWorms . .. ........ ...ttt 12
TrojanHorses . . ... ... e 12
intheWild . .. ... ... .. ... . ... 13
Instant Guide fo Anti-Virvs Software . . .. .. ....... ... ..., ....... 15
SUMMOIY . ...t e e et e 16
Historical Overview ... ........................... 17
Virus Prehistory: Jurassic Park o Xerox PARC . . . . ... ................. 18
Wormholes ... ....... ... 0. 19
CoreWars . ........ i e 19
The Xerox Worm {Shoch/Hupp Segmented Worm) . . . . ... .......... 20
Reol Viruses:EarlyDays .. ... ......... ... ... ... iiiia... 22



vi

Viruses Revealed

1981: Eorly Apple 1l Viruses . . . .. ....... ... ... ... ...... 2
1983: Bk Cloner .. ................ e e pk]
1986: ©BRAIN . ...... ... ... . e 25
1987: Goodnight Vienna, HelloLehigh .. ... ........ e . %
1988: TheWormTums . .. .. ... .ottt 27
ThelmernetAge .. ...................cvuvunn. PP 30
1989: Worms, Dark Avenger, and AIDS . . . . ... .............. P
1990: Polymorphs and Multipartites . . . ... ................. -
1991: Renaissance Virus, Tequila Sumrise . . . ... ................ 33
1992: Rovengeof theTurtle . . . .. .. ......... e k|
1993: PolymorphismRules . . . ... ....................... 36
1994: Smoke MeaKipper . . ... ....... ... .. ... ... .. ..., 37
1995: Microsofi Office Mocro Viruses . . . . .. ... .............. .38
1996: Mocs, Macros, the Universs, and Everything . . .. ............. e
1997: Hooxes and Chain Laers . . . .. ... ... ..ot \ 40
1998:Fshodoke . ... ... ... 40
1999: Here Comes Your 19th Server Meltdown . . . . . AP SR |
2000: Year of the VBScript Virus/Worm . . . . ... ................ 43
AndSoltBoes... . ... ... e 48
SUMMIY . ... e 19
Malwore Defined . . .. ....... e 51
What Computers Do . .. .. ... . 52
VissFundionality . ... ........ .. .. .. . 53
Application Functionality Yersus Security . . . ... ................ 53
In-the-Wild Vorsus Absolute BigNumbers . . . . ... ................... 54
What Do Anti-Virus Programs Actually Detecd? . . . .................... 57
L7 58
L1 {111 61
Imtendeds . ............ ... . ... .. 62
Cormuptions . . . ... ... e 63
BoImS . ... ... e b4
Droppers . . ... ... s 64
TostVirses . . ... ... e - b5
GOMBREIONS . . . . . ... ... 65
Trojoms . . ... e e b6
Pussword Stealers and Backdoors . . . ... . ... ... ... . ... ... 70

Jokes .. e n



Contents
Remote-AccessTools (RATS) . . . . ... ... v, 74
DDOSAGEMS . .. oo vvv et e 75
Rootkils . . ....ov ittt e e 17
FaseAlarms . . ... oo I
Summary .. ........ L e e 79
Virus Activityand Operation . . . .. .................... 81
HowDoYouWriteaVirus? . ... ... ... ... i 83
TriparfiteStructure . . . . ... ... 87
InfedionMechanism . .. .. ....... ... ... .. 87
THggRr . . . o e 88
Poyload . ...... ... 88
Replication . . . ... .. ..t 9
NonResident¥iruses . . . ... .....coovvvninnerennrunens 9N
Memory-Resident Viruses . . . .. .. .. ... .. ... N
HybridWiruses .. ... ... ... . 92
Generality, Extom, POrSISIENGE . . . . .o oo e 93
Paylood Versus Reproducion . . . ... ... .. .. ... .. M
DOMADS . ... ..ot e %
Impact of Viral Infection on the Computing Environment . . . . . . . PRV 9%
Direct Damage from Yirus and Trojon Payloads . . .. .. ............. 9
Psychological ond Social Damage . . . ... ... ... ... .. ... 98
SecondaryDamage . . . ... ... ... .. 9%
HordworeDomaoge .. .. .. .....cconennenininii s 99
BontheBomb . .. ... ... ... .. 100
LogicBombs . .......... .. ... ... i 100
TimeBombs . ... ...... 0.t 101
ANSIBombs ... ..ot e 101
Mail Bombs and Subscripion Bombs . .. ... .. .. ... L 102
SUMMBIY . o v et ettt et e 102
VirusMechanisms . . ... ............... .. ... ... .. 103
Hordware-SpecificViruses .. ... ... . ... ... i 104
Boot-Sedorinfectors . . .. ........ .. ... 105
TheBootZome . . . ..ottt 109
Fladnfodors . ... ..ot e e 112
Prependersand Appenders . . . .. ... ... ... ... L. 114

Overwrifing Viruses . . . .. .. ... ... .ot 115

vii




viii

Viruses Revealed

Misdirecion . . ........... ... 0.0t 17
Companion {Spawning) Viruses . . . . ....................... 118
Mulfiportite Viruses . . . . ... ... .. ... .. e 119 .
Intorproted Viruses . . ... ....... ...t ¥l
MacroViruses .. ... .t e i e 121
SeripingViruses . . . ... ... ... ... ... ..., PEPE 122
Conceolment Mechanisms . . . . . ............ ... ... ... ... . ... 123
Sealth . . ... ... .. .. 126
Polymorphism . . .. ... ... .. 129
Socic! Engineering ond Malware . . . . ... ... ... P 132
SUMINY . . ... .. e e e 134
I System Solutions
6  Anti-Molware Technology Overview . .................... 139
Greal Expeciations . . . ... ... ... ... ... e 140
How Do We Deal with Viruses and Related Threats? . . . . . . .. e 143
Pro-emptiveMeasures . . . ......................n e 144
What Does Anti-Virus Software Do? . . ... .................... 151
BoyondtheDesktop . ......................... e 162
DUISOURANG . . . o v oo oot et s et en e 169
SUMMANY ..\ [ 170
7 Malware Management . . . . . . e mn
Defining Malware Management . . .. . ... ... .. e 172
Proactive Management . . . . ... .. .............. .. ... 173
Roactive Manugement . . .. .. ...\t 184
Cost of Ownership Versus Administration Costs . . .. . .................. 186 -
UMMOIY . ittt ettt ittt 190
8  InformationGathering . . ........................... 193
How Can | Check Whether Advice Is GenvineorUseful? . ... . ... ........... 194
Books . ... .. e 196
CTheGood . ... ... e 197
The Bad (or Mediocre, afleast) . . . ... ... ... ... ..., 198
The Really ond Trly Ugly . .. ... ... ... ... .. ... ... ... .. 199
Related Topics . . .......... ... .. i, 200

GemeralSecurity . .. ....... ... ... |



Contents X

Lol + v v e e 204
Bhis . ... e e 205
Fidion ............... ... e r e e 206
Articles and Papers . . . . ... ... e e 208
Online Resources . . .. ....... . P 26 -
Moiling Lists and Newsgroups . . . . .. ... ...ttt n7
Froe Scanners . . ... ... [ N8
‘OnlineScanners . . ... ... ... 218
Encycopaedias . .. .. ... ... 29
 Virus Hoaxes ond False Alerts . . . .. ... .. e S 0
Evoluation ond Reviews . . . ... .......... [ m
AntiVirosVendors . .. ............ e 222
Gonoral ROSOUREES . . . . .. ..ot it e 73
VariousArtides . . . .................. I 24
Genoral Adviee . ............ P 225
Spedific Viruses onid Vulnerabilities . . .. ... ... .. .. ... .. ..., 225
_ General Security References . . . ... ......... ... ... ..., 29
9  Product EvaluationandTesting . . . . .................... 237
Corelssues . .. ...t ... 238
[ U U 239
PerfOrmOnte . ... ......oicinieiii i e 245
IrsMotMyDefault . .. ... ... ... ... ... ., 251
Disinfoctionand Repair . . . .. .. ...... ... ... . iiiaunn 253
Compatibility bssues . . . . ...... ... . .. . 255
FuncionalRange . . ... ..........oireierinn 256
EosoofUse . . ... ........... I 2
Configurability . ............... e 262
TSObiily . e 24
SupportFunciions . .............. [ [ 264
Documentation . .. .......... ... 267
Outsourced SBTVices . . . . ... ...ttt 269
TestMatch . ... ... i e e 269
‘ Detection Versus Usobility . ....... e 270
OtherRanks . ........ ... m
Upconversion . . . . . ... ... ... e m
I's All Hoppeningin e Zoo . . .. ... ......iiiinneen.... I3

Wolike CAR . ... ... ... ..ot m



X

Viruses Revealed

10

11

Futherlnformation . .. ............ ... ... . . . .. 280
UMY . . o e vt st ettt e et 281
Risk and Incident Monagement . . .. .. ............. e 283
Risk Management . . . . ... ... ... ... . ... 285
The Best Form of Defence Is Preparation . . .. ........... e 286
TheComputer . .. ... vt 287
TheOffice ............ ... ... . ... ..., ... 288
Preventive Maintenance . . . . .. ... ... ... .. ... ... ..., 0
First, DoNoHarm .. ................. e 293
Reported VirusIncidents . . ... ........ ... ... ... 295
Help Dosk Investigations . . . .. ......................... 295
Dealing with Virus Indidents . . . . .................. AU 297
Virus Menfification . . ... ............ .. ... . ...... e o 299
Goneral Protective Policies . . ... ........... ... .. ... .... .79
SUMMATY . ..ttt e i e e 300
User Management . ....................... e 301
ManagingtheManogers . . ... ... ... ... ... 303
Policies Count . . .. ...................... S 303 -
Securityond Insurance . . . ... ... ... ... ... L. 34
Viruses and Insurance . . . . . . P 304
Risk/ImpactAnolysis . . . . ...... ... ... ... ... e 305
ManagemeniCosts . . . . ... ... ... 306
Policy ISSUBS . . . v e 309
Help Desk Swpport . . . . .. ... ... ... .. .. m
Other TSupportStaff . . . ... . ... ... ... . L 314
MSecurityand Other Units . . . .. ............. ... ... ... ... .. N4
Triningond Edueation . . .. .......... .. ... .. 315
Posifive Reinforcement . . .. ... ... .. .. ... ... 9
Pronctive Malwore Monagement . . . .. ... ... ... ... .. ..., N9
SafeHexGuidelines . .............. ... ... .. ... ... 32
Check All Alerts and Wornings with Your IT Department . . . ... ......... 320
Don'tTrustAttachmenls . . ................c0iuivnunnn 320
Take Care in NewsgrovpsandontheWeb . . . . . ... .............. 3
Don't Instoll Unauthorized Programs . . . .. ................... m

Be Cautious with Microsoft Office Documents . . . . .. .............. 2




Contents

Use and Ask for Safer File Formats . . ... .................... kYk]

Continve fo Use Anfi-VirusSoftware . . . ... ................... m

Keep Your Anfi-Virus Sofiwore Updated . .. .. ... .. ............. n

Up to Date Doesn't Mean Invulnerable . . ... .................. k¥ L

Super-users Aren't Super-humen . .. ... ... ... ... .. ..., N

Disable Floppy Booting . . . . . L e kyZ]

Write-Protect Disksttes . . . . . e 3

Officedvoidance . . .. ... ... ... .. 00, 325

Reconsider Your Email and News Software . . . .. ................ 325

Show All File Extensions in Windows Explorer . . .. .. .............. 326

Disble the Windows SeriptHost . . .. ...................... 326

Introduce Generic Mail Screening . . . . .. .. .. ................ 326

Utilize Microsoft Security Resources . . . . . . . S 32

Subscribe to Anti-Virus Vendor Lists . . .. ... ..., .. ............ Lyl

SconEverything .. ................... e 7

Don't Rely on Anti-Virus Software . . . ... .................... k7))

Back Up, Back Up, Back Up . . . . ......................... 328

* Houx Momagement . . . . ......... ... .. ... ksl

FormRespomse ... ................. ... ... ... 39

AQuick Guideto Hoaxes . .. ......................... S

Summary' ......................................... kK] |

Il Case Studies: What Went Wrong, What Went Right,

What Can We Learn?

12 Cose Studies: The FirstWave . . ... ... ................. 335

Boinwashing . ... ... ... ... ... 336

Who Wrote the BrainVirus? . . .. .. ... .................... 337

BanksoftheOhio . ................................ 338

TheMacMogVirus . .. ........ ... .. ... .. .. ... 339

GivePeoceaChance . ... ................. ... .. ...... 340

TheWantonSeed . . . .. .............. .. ............. 342

Macros MesswithYourMind . . ... ..., ... ... ... .. ....... 343

SOreS . . .. 343

S M6

CHRISTMAEXEC . .......... ... ... ..., D e 347

xi




xit

Viruses Revealed

The Morris Worm (Infernet Worm) . . . . . . ... ... ... ... ...

The WANK Worm
Jorusalem . . .
The “AIDS” Trojan

......................................

......................................

.....................................

Everybody Must GetStomed . . . ... ... ... ... .. ... .. ...,
Michelangslo, Monkey, and Other Stoned Varians . ... .. ...........

Don't Monkey with the MBR . . . ... ...................... ‘

Form ......

Summary . . .

13 Cose Studies: The Second Wave . . ... ................ ..

......................................

......................................

......................................

TextAppeal . ... ... ... ... e

BlowingintheWind . .. ... ... ... ... ... . ... ...,
Loopdel.oop.........................._. ......... _

Big Bang
Proof of Concept

......................................

......................................

ProgramsVersusData . . . .............. .. ... . ... ...,
The Nome oftheGame . . . ... .........................
When Is a Payload NotaPaylood? .. ................... SR
AutoMatros .. ....... ... e
The Empire Strikes Back—Slowly . . . .. .............. .. .. .. ....

Wi/Nuclear . .
Colors .....
W oo

......................................

......................................

......................................

Diddling: Green StripeandWazzu . . .. ... .. .. ... ... ...

WM/Atom . . .
WM/Cap . ...

Word97 .. ..

......................................

......................................

......................................

......................................



14

Contents

MocroVirusMomendofure . . ... ... ... ... 3%
Anti-MocroTechniques . .. .......... ... ... 397
11 AP |
Chernobyl {CIH.Spocafiller) . . .. ............ ... 400
Esperanto ... ..... e e e e 401
Summary . ....... et e e e e 402
Case Studies: Torning the Worm (the ThirdWave) ... ....... ... 403
TheAutoStatWorm . . . ... ... it s 404
WO7M/Melissa (Moilissa) . . . ... ... ... e 406

Consider HerWays . ... ........ccnimemnmoinnnnn, 406

Infection Versus Dispersal . . . . .. ... ... ... 407

SIS SOUL . ... e e 108

The Commerciol Virus . . . . . . . P N 409

I Used to Love Her (But s All OverNow?) . . .. ................. 409
W32/Happy?9 (Sko), the Volue-Added Virus . . .. .. ....... ... ... ... .. 410
ProtiyPark . . . .. e e e e m
Keepingtothe Seript . . . .. .. ... .. ... 412
VBS/Frealink . . ... ... ... e 413
| Wrote o Letter to My Love—VBS/Loveletter . ... ......... e 414
VBSMewlove-A . .. ... .. i 417
CllOT L e 418
VBS/Stoges . ... ... 419
BubbleBoy and KAKworm . . ... ... ...... . ... ... 420
MTX (Matrix, Apology) .. . . ... .. 421
NokedWife . .......... ... i 425
WadMavidad . .. ... e 425
WBLHYBIS . . o e e e e 47
VBS/VBSWG.J@mm (Anna Kournikova} . . . ... ... ... ... ... ... 428
VBS/Staplea@mm ... .. ... ... ... 429
LR WOmmS . . . oot e e e e 430

ROMeD . .. e e e e e e 430

HOuk/Lion . . ..ot e e e 43

Linux/Adore (Linux/Red) . .. ........... ... c.iiiiinnnn 431
Lindose (Winux) . .. ... .ot e e 432

WI2Magist@mm . ... ... 432

xifi




xiv

Viruses Reveanled

Badlrans . . ... ... 434
SUMMONY . o e 435
N  Sodal Aspects
15  Virvs Originand Distribotion . ........... ...... e 439
WhoWritesThisSWff? .. .. ... ... .. ... . ... .. .. ... .. .. L
Sociul Enginesring . . . . . R e M2
Sociol Engineering Definitions . . .. ... ........................ 444
Possword Stealers . . ... .................. e 448
ThisTima WsPersamal . .. ............................ 449
WhyDoThey Write ThisStuff? . .. .......................... .. 450
Secondary Distribution . . . ... .. ... ... ... ... ... 45
Does EducationWork? . . ... ............... ... ... ........ 456’;“
Global Education . . .. ......... ... ... ... 458
SUMMNY e e 459
16 Metoviruses, Hoaxes, ond Related Nuisances . . . . . .. ... .. ... 861
ChainkeMers . .. .. ... .. 443
Hoaxes . ............ . . .. .. PR 465
Urbanlegends . . . ... ...... ... ... . ... ... 465
Chain Leftersand Hoaxes . . . .. ............... ... ... ...... 466
Hooxesand VirusAlerts . . . ... ....... ... .. .. ... ... .. ... ... 466
Misinformation under. the Microscops . . . . ... . .................... 468
BIOS, CMOS, and Battery . . . ... ... 468
ThedPEGHoo . .. ... ... ., e 46%
TheBudgetVirs ... ............. ..., 470
Rudedwakening . ................... ... ccuvn..... i
Wheatend Chaff . . .. ... ... ... ... ... .. .. ... ...... i
Hoax Identification Hevristies . . . .. ........... e 4
Spom, Spam, Spam(Port2) .. ... ...... ... ... . ... 4
Mofivations . . . .. ...... ... ... ... .. . ., 4182
Commen Themes . . . . . . P
Spamology and Virology . ... ......... ... ... .. ... ... ... ... 484
Metaviruses and User Management . . . ... .. .................... 486
Whot Should | Tell My Customers? .. ... .................... 487

Handling Spam, Chain Letters, ond Hoax Alerts . . . ... . ............ 488



17

18

Contents
SUMMOIY . ... e, 490
Legal ond Quasilegal Imperatives . . . . .. .. ............... 491
Malwareandthelaw . . . . ... ....... .. ... ... .. 492
Grounds for Criminal Proceedings .1 . . ... .............. . ... ..., 493
The Computer Misuse Act . . . . . e et e 495
Some Brood Concepls , . . . . . b 494
Data Protection Legislation . . . . .. .............. ... .. ... ..... 497
Dota Protection Principles . ... ........ e 498
BS7799 and Virus Controls . . ... .. .. .. e e 500
1509000 . ... .. 0. . e 505
Securify Architeclure . . . . ... ... ... 505
Who Is Responsible for Sacurity in o Given Context? . . . .. ............ 509
What Systems Are Profected? . . . ... ... ..... ... ... ........ 509
What Are the Details of Implementation and Configuration? . . . .. ... ... .. 510
Policy Qutlines . . .. ........ .. ... . . . . ... 51
Acceptable Use of Facilities and Resources . . . . . . B, 512
Accoptoble Useof Email . . . . ... ...................... 512
Aoti-Choin MailPolicy . .. ............... ... .. ... ..... 515
AntiSpamPolicy ... ... ... e 515
- Accoptable Use of the World Wide Web ond USENET . . ... ... ......... 516
AntiVinsPolicy .. ... .. ... .. 516
UMY ...t e 518
Responsibility, Morality, and Ethies . . . . ... ............... 519
The Two-Minute Guideto Ethics . . . .. .. ........................ 520
Demographics . .. ... ... ... ..., 1
o Age . 53
Gender . ........................... . 525
(ubtyral and National Norms . . . ... .. ....... .. ... ............ 526
Notional Isswes . . .. .............. . ... ... uuin... 57
Mofivational Factors . . . . ... ... ... ... ... ... .. ...... 530
Cross-National Differences . . . .. ........................ 531
Fomilierityand Bthies . . . .. .. .. ... ... ..., 532
End Usersond Responsibility . . . .. ........................... 533
ls Anfi-Yirusa Profession? . .. ............ . ... .. ... .. .. ..... 535
Vendorsond Bthics ... . ........... .. . ... .. ... ..., 534

) 8



xvi  Viruses Revealed

Commercial Ethics . . ............. ... .. . 0 i
DoNeHarm ... ... ... . e
Developing Codes of Conduct . . . . . ... ... ... .. ... ... ... . ...,

AMinimum Codeof Condudt . .. .......... ... ... ..........

Arfide 2: Lagal Complionce . . .. .. ................... e
Article 3: Duty to Employers, Clients, and Colleagues . . .. .. ..........
Arfide 4: DutytotheProfession .. ........................
Article 5: Specialist Competence . . . . ... ... ... e e e,
Do Codes of Conduct Make o Difference? . . . ... .................... :
UMMOIY . ... e e

19 WreplUp ... ... ;

Closing Commenls . . ... .........ovuuunenrereenennnnnnn.
Bad News: Security Specialists Don't Know Much—-Aboot Viruses
Good News: A Little Education and Basic Policies Can Reolly Help
Bad News: Convergence ks Going to GetWorse . . . ... .............
Good Mews: Just the Same, butMore . . . ... ......... e ..
Bod News: Multiple Points of Attack Con Scale the Problem . . . . ... ... ...
Good News: Existing Tools and Some Diligence ConWork . . . ... .. ... ...
SIOpPIBSS . . ... e
RFIsNotaPanacen . .............. ... vnnn.n.
Poly/Moped . . ... ... .. .
Mondragore . ................... ... ... .. S
SULRNBKHoax . .. ...... ... it
Sadmind . ... ...

MocSimpsons . . ... ... ... ... ..
Outlook View Contral , . . ... ......... ... ... ... .. ......
CodeRed/Budy ... ........ ...,

Sircam . ... ... ... ..., e e e e




Contants

Appendixes

Frequently Asked Questions on VIRUS-L/comp.vires . .......... 567
Primary Comfributors . . . . .. ... ... 568
What ore the known viruses? . . . . . ... ... 568
Where con | get more information on viruses ond related fopics? . . .. ........ .. 569
What are computer viruses? . .. ... ... 510
Whotisaworm? . ... .. ... ittt e 572
WhotisaTrojenhorse? . . . ... ... .. ... 572
What are the indications of a virusinfedion? . .. .. ... .. ... ... L 573
What steps should be token in diognosing and identifying viruses? ... .......... 574
What is the best way fo removeavirus? . . . ... ... ... ... ... ... 574
Whot are “false positives” and “false negatives™? . . . . . e 576
Could an anti-virus progrom iiself beinfected? . .. .. .. .. ..... ... ... .. 577
Where can | get a virus sconner for my UNIXsystem? . . . ... .............. 578
Why does my sconner report an infection only sometimes? . . .. .. ........... 579
I think | hove detected a new virs; whatdo ido? ... .................. 579
'CHKDSK reporis 639KB {or less) total memory on my DOS system; am | infected? . . . . . . 580
i have on infinite loop of subdirectories on my hard drive; am linfeced? .. . .. ... .. 581
Can a PC not running DOS be infected with ¢ common DOS virus? . .. ... ....... S, 58
My hard disk’s file system has been gorbled; do ! hoveovirus? . . ... ..... ... .. 582
Is it possible to profect o computer sysiem with only software? . . ... .......... 582
Is it possible o write-protect the hard disk with softwareonly? . ... ... ........ 583
What can be done with hardware protedion? . . . .. ... ... ... ... ... .. 583
Does setting a file's attributes o reod-only proted it from vireses? . ... .. .. ... .. 584
Do password//access control systems protect my files from viruses? . . .. ......... 584
Do the profection systems in DR DOS work against virvses? . .. .............. 585
Does a write-protect tab on a floppy disk stop viruses? . ... ............... 586
Do local area networks (LANs} help fo stop viruses, or do they facilitate their spread? . . . . 586
What is the proper way tomoke backups? . . ... . ... ... L Lol 587
Can boot-sedtor viruses infect nonbootable DOS floppy disks? . . ... ........... 589
Conaviroshideina PCs(MOS memory? . .. .............. . ... .... 590
Can o PC virus hide in Extended or in Expanded RAMinaPC? . . .. ...... ... ... M
Can a virus hide in o PC's Upper Memory or in High Memory Area? . . . . ... ... ... 591

Canaviresinfectdatafiles? .. ... .... ... .. ... 593

xvil



xviii

Viruses Revealed

Can viruses spread from one type of computer fo another? . . .. .. ........... 592
Are mainframe computers susceptible fo computer viruses? . . . . . . . . [P 592
Some people soy that disinfecting is o bod idea. Is that true? . . . . .. .. P 594
Con | avoid viruses by avoiding shareware, free software, or games? . ... ... ... .. 595
Can | contract  virus on my PC by performing o DIR of an infected floppy disk? . . . . . . . 596
Is there any risk in copying date files from an infected floppy disk 1o ¢ dean PC's

hoddisk? ... . 597
(an a DOS virus survive and spread on an 05/2 system using the HPES file system? . . . . . 597
Under 05/2 2.0+, could o virus-infected DOS session infect another DOS session? . . . . . . 597
Can normal DOS viruses work under MS Windows? . .. .................. 598
Can | get a virus from readingemail? . . . .. ... ... ... .. ... .. ..., . 598
Con avirus “hide” ina .GIF or JPEGfile? . . ... .................. .. 599
How often should we upgrade our anti-virusfools? . . . .. ... ... ... ... .., 600
Is it possible fo use a computer virus for something usefl? . . . . .. .. ... ... ... 600 /-
Wouldn't adding self-checking code fo your programs be a good iden? . .. .. ... ... 691
Is my disk infectod with the Stoned virus? . . . . ... ... ... ............. 602
| was infected by both Stoned and Michelangelo. Why has my computer . '

becomeuwnbootable? . .. ... . ... ... .. .. ... .. ... .. ..., 603
I wos infected with Flip, and now a large part of my hard disk seems to

have disappeared. What has happened? . ... .............. e 604
What does the GenB and/or the GenP virusde? . . . .. ... ............... 604
How do | “boot romadeanfloppy™ ... ... ... ... ... ... .. ...... 604
My PC diagnestic uility lists “Coscade” among the hardware interrupts (IRQs).

Does this mean | have the Coscade virus? . .. .. .. ... ............ 606

When | do a DIR | MORE, | see two files with random names that are nof there
when | just use DIR. On my friend's system, they cannot be seen. Do

hoveavirus? . ... ... .. ... e 606
Virusesand the Macintosh . . . . ... ... ... ............. 609
How Many Viruses AHfect the Macintesh? . . . . . ... ... ... ........... 610
MocSpecificViruses . ... ... .. ... ... ... 610

Mac-Specific System ond File Infedors . . . ... ............. ..., 611
HyporCard Infectors .. . ... ... ... ... ... ... ... ... .. 614
Mac Trojon Horses . . . . . B 615
Macro Viruses, Trojons, and Variants . . . ... .. ... ............ 816
PCViruseson EmulatedPCs . . . ... .. .......... ... ............ 617
Esperanfod733 ... ... ... . ... ... ... e 618
PCScripfing Viruses . . . ... ... .., 618

Welcome Datacomp . . .. .................. e 618



Confents
The EICAR Installation Test File . . ... .......... . ...t 618
Information ReSOUREES . . . . . .. ..ot 619
Moc-Reloted Newsgroups . . . . . ... ... ... . 619
Books ................. I 619
WebSites ............... P 620
ViosBullefin . ... ... 621
Matro Virus Information Resources . . .. ... ... ... ... ... 622
Other Virus Resources . . . ... ... cvivninenmmeennennns 622
MocTroubleshooting . . . .. .. ... ... .. .. 623
Questions Received at MacVirus . . ... ... ... ... ... i, 624
SociolEngineering . . ... ............. ... .. ... .. 629
MSecority . ... 630
* What the Infruder WantstoKnow . . . ... ... ... .. 0. .. .. 631
PeopleHocking ... ... ... ... 632
Shouldersurfing . . ... ... ... ... ... 632
Eavesdropping/Surveillance . . .. .. ... .. ...l 633
Inoppropriate Accass . . . . .. .. ... .. 633
BeingSociable . ... .......... ... 633
Phone Phomies . . . ... .. .. ... ... - 633
DumpsterDiving . . ... ... ... ..o 634
Electronic Leftovers . . . ... ......... e e 634
Torgetingthe HelpDesk . . . . ........ .. .. .. .. ... ... .. . 634
AttocksontheHelpDesk . . . ... ... ... ... oL 635
. Do| Noed to Disclose My Password? . . . .. ............ ... ... .... 635
Wouldn't | Notice Unwarrented Interest in Security lsswes? . . .. ............. 635
HowBiglstheRisk? . .. ... ... ... ... .. .. 636
What Are the Solufions? . . . .. ... .. 634
Good Password Practice . . ... ....... ... ...t 638
Why Do Password Proctices Matter? . . . . .. .. ... ... ... . ... ... 638
Passwords: Good Systems Enforcement Practice . . . . .. ............. 638
BestPracice ... ... e 639
Where Do | Get Further Information? . . . .. ......... .. .. ... ... ... 640
Glossary .. ......... ... 641

xix



