THE EXPERT'S YOICE®

The Definitive Guide to

Linux Network
Programming




Contents

About the AULROTS .. ... i i s irsnsenevnnns Xi
About the Technical Reviewer .................. ... c.o.... xiii
Acknowledgments ..........cooiiiiiiir ittt XV
Introduction ..... ... voeiiiii it e xvii
Part One Fundamentals ........................... e 1
Chapter 1 Networks and Protocols...................... 3
Circuits vs. Packets ... ...ttt iiiiienains 3
InternetwoXKing ........ociininiiieini i rieiiiiiiaiaiiiiaaans 4
[ 317 ¢ =2 £ S 6
Ethernet FIames .. ..........c..cueeevnervnnnesnsrsnnrsnssennrrronns 7
Addressing ...... ... e 8
Internet Protocol ........ ... . ..o i 17
User Datagram Protocel .............ccciiiiiiiiiiiiiiiiiiiiiiiaas 25
Transmission Control Protocol ........ccciivieeiiiriirnncanaersa 27 -
The Client-Server Model ...........iceeiiiviiinneinirrnranaoren 31
The Domain Name System .............cc.civiiiiiianeniarieanars 33
T 7 39
Chapter 2 Functions...................................... 41
What Is a S0CKet? .. ... i vi it iiiirreneainernneannenens 41
Using Sockets .......coiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiay 43



Contents

Chapter 3  Socket Programming.......................... 65
User Datagram Protocol..............ccoiiiiiiiiiiiiiiiininnnnss 65
File Transfer . ... . i e 73
Error Handling ... ... .. . . . i i 83
SUMIAZY ..o o e e e 84
Chapter 4 Protocols, Sessions, and State........... 85
State vs. Stateless ..........oviiiiiiiii i e 85
Methods for Maintaining State .................................. 87
B 96
Part Two Design and Architecture............... 97
Chapter 5  Client-Server Architecture................ 99
Client Test PIOGIGM .........covoniiiiiiiiiiie e iiea s iiienennns 99
Multiplexing ..............ciiiiiii i 102
FOTRIng ... v i 108
Multithreading ... ... .. ... . . . i, 118
Combining Preforking and Prethreading ........................ 128
Which Method Should You Choose? .................cccccevvennnn. 130
Dealing with Large Amounts of Data ........................... 130
SURMAIY . .\ e e e e 135
Chapter 6  Implementing Custom Protocols........... 137
What Is @ Protocol? .............coiiiiiiiiieeeiieiiiinninns 137
Designing a Custom Protocol ..................ccccoieviiinnn.. 138
Our Chat Protocol ... ... .. . . ittt iininnss 142
Protocol Registration..... ... ... ... ... ... .cciiiieiiii... 150



Chapter 7  Design Decisions............................ 155
TOP WS, UDP i i i it e et ta e a e 155
Application Protocol Choices ..................ccoiiiiiiiias, 157
Client-Server Architecture ..............ccoiiiiviiiiinnonnns 158
Client-Side Considerations ..................cvceeeiiiiinenn.. 161
Server-Side Considerations ..............c.ooiiiiiiiiiiiininan. 162
SUMMATY « ottt it e i e 172
Chapter 8  Debugging and Development Cycle........ 173
T000S i e e e 173
Chicken or the EGQG......oovuviiiiiii it iiaeinies 177
Debugging . ... ..o e 178
Defensive Programming ...............veeiiurivnvnnninenenrninnen 179
SUMMOIY ... oo i ittt i ey 183

Chapter 9  Case Study: A Networked Application...1ss

THE SEIVEI ittt ittt e et ee e eanenes 185
The Client ... oot i e i 201
Recommendations for Improvements ..............cvvuvvininnenannn 226
SUMMATY « ot ottt et e et e i e 227
Part Three Security................................... 229
Chapter 10 Securing Network Communication.......... 231
Tunneling ... ... i 232
Public Key Infrastructure .......... ... ... ... ..cccivivereeienens 235
Secure Network Programming Using OpenSSL ..................... 242

Contents



Chapter 11 Authentication and Data Signing........ 261
The 01d Scenario ................ooiiiiiiiiiiiiii i, 261
The Present-Day Scenario ..............ccoiivvuiiiiiininniiin. 262
The PAM Library ........oooiiuiiiiiiiiiiiiiiiiii e ias 263
Public Key Authentication ...............c...coiiiivivnnannenss 268
Single Sign-on ....... ... il e e 278
B 279
Chapter 12 Common Security Problems................. 281
Common Attacks .............cooviiiiiiiiiiiiiiiiiieiiiia e, 281
Buffer Overflow ... ... ... . i iiiiiiireiiraaaanas 282
Secure Coding Practices ..................cooiiiiiiiiiiiian 282
Tools of the Trade ...... ... iii i iiiiiiin i iiiiiiiiaanas 297
L 299

Chapter 13 Case Study: A Secure Networked

Application.................................. 301
The Necessary Decisions ..............o.civiivuivrnnnnennnrnsas 301
Code Design and Llayout ..............coooiiiiiiiiiiiiiiiiiiinas 303
The €Ot .. .. ot it i i e 304
Analysis . e i e i e 335
SUIMATY .« oot e e e e e e 339
Appendix IPVG...... oo 341
IPvE Addressing .............ioveiiiiirineniiiiiencaiiinsneenns 342
IPvB and Linux .......ooooivniiiiii i i 344
Porting o IPVE ... .. oooeii i e 345
Future Enhancements .............ocoiiiiiiiiieiiiiinnaneneiannn 354
SUMMGIY . . e e 358
Index.......oocooviiiiiiiiiiiii 361



