LINUX
ENTERPRISE
CLUSTER

BUILE &4 HIGHLY AVAILABILE C(LUSTEE WITH
COMMODITY HARDWARE AND FR EE SOFTWARE




CONTENTS IN DETAIL

INTRODUCTION _ 1

Properties of o Linux Enterprise CIUSIEr .............ccoceeieriereeeininenececci i s
Archltecture of the Linux Enterprise Cluster

The Load Balancer ...

The Shared Storage Devies ........occocevviveveeereiesierinae.

The Print Server .............cocireiecesiniiiciis e
The Cluster Node Manager ............coooveemecenni s s sermetaseseenersrerss e esens
No Single Point of FATlUPE .......cc.cveeeieier et et et st ee e ma e
I CONEIUSION ..ot s e s s

PRIMER 9

-
High Availability Terminology .........ccoccovmirniimionnoommonssoemooe. 10
Linux Enterprise Cluster Terminology ..........c..oovrvrimreeerccciesieimsresesesniesnnesensaesns 10

PART I: CLUSTER RESOURCES

1
STARTING SERVICES

How Do Cluster Services Get Slared? ............covmnmmmimn oo
Starting Services with init ............... PPN
The: fete/INHAD File ..ot i st stna s rbbae s
Respawning Services with init . v
Managing the init Script Symbohc l.mks wnh chkconﬁg
Managing the init Script Symbolic Links with nfsysv
Removing Services You Do Not Need ..
Using the Red Hal init Scnpts on Cluster Nodes ............ooooriiiinini e
In Conclusio . et et

2
HANDLING PACKETS

Netfiller .......... et eteeeateeaeeseeesemeeesteessesssseseneteResenneseeeaserenrn
A Brief Hislory of Neffilter ............
Setling the Default Chain Policy ....coovvveriiccciciinie e
Using iptables and ipchains ..........
Clear Existing Rules ..
Set the Default INPUT Chain Policy
FTP ..
Pusslve FTP
DNS .




Review and Save Your Rules ............., . 43
Routing Packets with the Linux Kemel ..
Matching Packets for a Paricular Desfination Nerwork
Matching Packets for a Particular Destination Host .......... . 45

Maiching Packets for Any Destination or Host ............. v 46
To View Your Routing Rules .................. e 47
Making Your Routing Rules Permanent ...........coocoocooooooivi .. 47
iptables and Routing Resource Seript .......coovvcevorervernnnnn, .. 47
The ip Command ....c.ovreririeieee et wreee SO
0 CONGIUSION ..ot st 51
3 -
COMPILING THE KERNEL 53
What You WIll NGed .............coouriimirniinrenceciieeeeeose oo eeoeee 54
Step 1: Get the Sourca Code ..........
Using the Stock Kernel . P s et reen
Using the Kernel Supplled with Your Dlslrlbuhon ST i 55
Decide Which Kernel Version to Use ................ocoveevemnnrceoriosoonn 55
Step 2: Set the OPtions You Want ............e.cvuriieecoreese oo 56

Installing a New Kernel ................... SO e 56
Upgrading or Patching the Kernel .......... PRIV X SOOI 56

Upgrading a Kernal from a Dlsfrlbutlon Vandor ........ vese 57
Set Your Kemei Options ; e 57

Step 3: Compile the Code ......cco.ovvveeeeereee e, .1
. 60

Step 4: Install the Object Code and Ccnﬁgurahon File ..
Install the System.map .. .
Save the Kernel Conflgurahon File

.62

Step 5: Conflgure Your Boot Loader .......... T SR O, w62

In Conclusion .. i O
; ,

PART Ill: HIGH AVAILABILITY

4
SYNCHRONIZING SERVERS WITH RYSNC AND SSH ‘ 6_9

SYne ...,
Open S5H 2ond rsync
S5H: A Secure Data Trunsport
S5H Encryption Keys ........
Establishing the Two-Way Trust Relallonshlp Purr l
Establishing the Two-Way Trust Relationship: Part 2 ...
TwoNode SSH ClIent-Server RECIE ..........c.uuuriveeererreseeeesesseeeoeoe oo

Xl Contents in Detll



Create o User Account That Will Own 1he Data FIles ...........cceerrersrreressrnrsons 78

Configure the Open SSH2 Host Key on the SSH Server .........cooicvvereniiine. 79
Create a User Encryption Key for This New Account on the SSH Client ............ 79
Copy the Public Half of the User Encryption Key
from the SSH Client to the SSH Servar ..........ccveevrecirecivnesiins s snsrnenes 81
Test the Connecticn from the SSH Client o the SSH Server ... ... B2
Using the Secure Data Transport .......cccoveecvveceecee e .....B6
Improved Security ..., .86
rsync over SSH i e 87
Copying a Single File with rsync ........ccccocmmmmmmnnn i ... 89
rsync over Slow WAN Connections ....o.oovvveererreeeceieereeeeenenend ... 89
Scheduled rsync Snapshots .......ccoovieeiniiinieerie e 0 90
|pcha|ns/|plc1b|es Firewadll Rules for rsync and SSH . SOPRPT 92
In Conclusion ............ . .. 93
5
CLONING SYSTEMS WITH SYSTEMIMAGER 95
SYSIBMIMEAGON  ..veeiicceiee it ersna e st e e e s s s e s s rar et ae e rasne s n e e narans

Cloning the Golden Client with Sysiernlmclger
Systemlmager Recipe ...

Install the Systemlmcger Server Software on the Systamlmager Server .............. 97

Using the Installer Pragram from Systemimager ...........

Install the Systemimager Client Sofiware on the Golden Client

Create a System Image of the Golden Client on the Systemlmager Server ........ 99

Make the Primary Data Server into a DHCP Server .. creeereneeee 101
Cradte a Boot Floppy for the Golden Client .........ccoocivviiiniininnicninn, 103
Start rsyne as a Daemon on the Primary Data Server ............ Cevreeerenenns 106
Install the Golden Client System Imuge on the New Clons ..................ceeee. 106
Postinstaliation Notes ........ e et nee et e ne e e s 107

Performing Maintenance: Updahng Clients .. v s 108
Systeminstaller ............ et e b s RTTOURTURTN 108
System Configurator ..... et ntenee 109

TN CONEIUSION <ouitiii et bbb e et 109

/-
)
HEARTBEAT INTRODUCTION AND THEORY 111

The Physical Paths of the Heartheats ............ccccieniereirrenrvrcercne e sesercsnseensnen 112

Serial Cable Connection ..... 2113
Ethernet Cable Connection ............... ... 113
Partitioned Clusters and STONITH .. et et 113
Heanbeat Control Messages ...................... e 114
Heartbeats ............... . SRR SIS O 114
Cluster Transition Messages SO O SRS SOPRON: 114
Retransmission Requests ............ SO OO PUTN 115
Ethernet Hedirtheat Control Messoges .......... TP 115
Security and Heartbeat Control Messages ... e e nns 118
How Client Computers Access Resources ........ . .. 115
Failover Using IP Address Takeover [IPAT] .................................................. 116

Contents In Detail



Secondary IP Addresses and IP AlGses ....................oooveenroomooooeoooooooooosooeon 116
Ethernat NIC Device Names ................... . 1e

Secondary [P Address NGMes. .............ceceererreeeeirseeeeoso oo 119
IP Aliases .............cooouveveerennn, - 120
Offering Services ..........cocceernnnn.. crerireeserieneninenins 121
Gratuitous ARP {GARP) Broadeasts ............oooveennn rssierareeneanee 122

ROSOUFCE SErIPMS ........eeecvccnnrienaeie oo oo 125
Status of the Resource

....... 125

Resource Ownership ....... . 126

Using init Seripts as Heartheat Resource Scripts .......... 128
Heartbeat Configuration Files ...........cc.cvervvivcerinsoo s 130
In Conclusion ............cvevvveeerennn .. 130
7
A SAMPLE HEARTBEAT CONFIGURATION 131
ROGIPE oorooe et seeeeee 132
PrORAMCONs ..........ooivee it 132
Step T: Install HEAMBEOE «..............oiieeeececrrn oot 132
Step 2: Configure /ete/ha.d/hach ... OSSP 134
Step 3: Configure /etc/ha.d/haresources ..............oveorvoeovrs 136

Configure the haresources File ........................... cre e 137
Step 4: Configure /etc/ha.d/authkeys ...........oooomrvoremvosro e 139
Step 5: Install Heartbeat on the Backup Server ................................. e 139
Step &: Set the System Time .............ecvveevineererreseeseer terrsmnrennsienenns 140
Step 7: Launch Heartbeat ........ceovvneeeeeeeirennn. e 140

Launch Heartbeat on the Primary Server ............ooooooo .. 140

Launch Heartbeat on tha Backup Sarver ............ s 142

Examining the Log Files on the Primary Server ..o 143
Stopping and Starting Heartbeat ..... VOO RTUTON 144
MOnitoring RESOUICES .........cuuuvivcrirrerristesenssoeeeeseeeess e ooeosssoseseo 145
In Conclusion ............c.n....... . 145
8 .

HEARTBEAT )IESOURCES AND MAINTENANCE 147
The Haresources File Syntax s s et ee e sesreesesnessens 1T

Haresources File Syntax: Primary-Server Name ...... . 148

Haresources File Syntax: IP AGS .........ou..vvvvoeeesereeeeoooo 148

Heartbeat's Automated Network Interface Card Selection Process ................ 149

Specifying a Network Interface Card ...........ccooevoooo .. 151

Customizing [P Address Takeaver with the iptakeover Script ..... .. 151

The Haresources File SYRIax: RESOURCES ................eomrororersossioomsereees 152
Load Sharing with Heartbeat ................coccoreemreessono oo 154

Load Sharing with Heartbeat: Round-Robin DNS ... .. 155

Problems with Round Robin DNS Load Balancing ................. venee 156

Wide-Area Load Balancing ...........eivcveecosroeosneeeees oo o 157
Operator Alerts: AUdible AT ..........covvvvvueeniieiecorn oo ooooooesssoee 157
Operator Alerts: Email Alerts .............. ... 158
Heartbeat Maintenance ................ouu oo . 158

MY Contenis in Detail



Changing Heartheat Configuration Files ...... werresnmnnnnsnrees 198

Server Maintenance and the Heartbeat auto_| Failback Opllon .......... .. 159
Forcing the Primary Server into Sfandby Mode ..ooverinrianeisiensins ... 160
Tuning Heartbeat's Deadtfime Value .. .. 161
Informational Messages in Hearibeat's Log .................................... .. 161
Failover and Respawn (Automuhcally Resiarhng Failed Resources) ... o 161
License Manuger Failover ..o w162
In CONBIUBION ..oiviiiiiiiiiiiiisiiineteie et e ree et eie v e g e e e sse e peesnsseresrassenens 1OR
9
STONITH AND IPFAIL 163
Stonith . s 164
An Unconventional Approuch Uslng a Smgle Stonith Device ...... ... 165
Sample Heartheat with Stonith Ccnhgumﬂon .. 166
Stonith Sequence of Events . . 167
Stanith, Devices ......... .. 168
Viewing the Current List of Supporfed Stonith Devices .. .. 16%
The Stonith Meatware “Device” .............cceerveievireanee. .. 169
Using the Stonith Meatware Device with Heartbeat ... .. 170
Using a “Real” Stonith Devica .......ceisioimimnieirerorssnessessnssrnsssanns

Avoiding Multiple Stonith Events ...
MNetwork Failures ....... e
ipfail .o [,
Woaichdog and Sofidog ..ccvvceeerevcinnenn,
Enable Waichdog in the Kernel
Kernel Panic—Hang or Reboot? .. rerereeereeseenerannneninenenerenrenssenrnneens 108
Configure Heartbeat to Support Woichdog 178
Tasting Your Heartbeat Conflgurohon 179
In Conclusion .. . 181

PART Ill: CLUSTER THEORY AND PRACTICE

/
10 .
HOW TO BUILD A LINUX ENTERPRISE CI.USTER : 185
Staps for Building a linux Enterprise Cluster .. retereesssesss s ensa s stasesnssssossnseens 186

INAS SEIVET ..ot re v e e s s e res e as et s b s s srer b eraren 186
Kernel Neffilter and Kernel Packet Rommg .............. 187
Cloning a Linux Maching ..........c.oocciciiiiniicine s cas s sine snee 187
Cluster Naming Scheme .. e . 187
Applying System Conﬁgurclhon Chcmges to All Nodes .. v 187
Buuiclyng an LVS-NAT Cluster .. . . 187
Building an LYS-DR Cluster ............ . ... 188
Installing Seftware to Remove Failed Cluster Nodes ...... 188
Installing Softwars to Monitor the Clusier Nodes ....... ....189
Monitoring the Performance of Clusier Noades ..........ocooeeiiccieiiiinicnie 189

Updating Software on Cluster Nodes and Servers ..........ccoceciccinininccnicnne.. 189

L

Contenls in-Detail




Centralizing User Account Administration ..

Installing a Printing System ...........

Installing a Highly Available Batch .Iob-SchoduIIng System

Purchaslng the Cluster Nodes ...........
In Conclusion ..

11
THE LINUX VIRTUAL SERVER:
INTRODUCTION AND THEORY 193
LVS IP Address Name Conventions .........cc.ccoeecieeeinicienceeeeteceenecemssenrnesrmeegeneees 1 9
The Virtual IP (VIP) ............
The Real IP RIP) .....cevunn
The Director's IP [DIP] ......cccvvveeiieresirnimeresnnssrsrernsssresnesssnansosesssassrasseines
The Client Computer’s 1P (CIP] ....... SRR |-.
IP Addresses i an LYS CIUSIBT ..............oooooosseorscseresrsessssosressomsseoesesesrons 195
Types of LVS Clusters ...... TR TP OO PSPPSR RPTO 196
Network Address Trunslahon [I.VS—NAT) e 196
Direct Routing (LVS- DR) ettt ameetesene et etne et e e enee e seenae 198
IP Tunneling [LYS-TUN co.ooevoreeee oo eeeeeeseseseserenns vererenerenes. 200
LVS Scheduling Methods ............ wrrereeenrennes 202
Fixed [or Non-dynamic} Schedullng Mafhods ............. wrviverennnennns 202
Dynamm Schedulmg Methods .. . ettt b rear e s e e b e nerenennne 203
In Conclusion .. ... 208
12 ‘ '
THE LVS-NAT CLUSTER ‘ 209
How Client Computers Access LYSINAT Cluster Resources .........c.covrvrereveinicnsrereorinnes 209
Virtual [P Addresses on LVSINAT Real Sarvers ...........ccocoverevreeicsinervinenscane 214
Building an LVS-NAT Web Cluster .. et ene e eees 214
Recipe for LYSNAT .. . e e 217
Step 1: Install the Operahng Sysfem e 217
Step 2: Configure and Start Apache on 'the Real Server ... 218
Step 3: Set the Default Route on the Real Server ................... e 219
Step 4: Install the LVS Software an the DIFactor ......c..vverineieceninencneenens 220
Step 5: Configure LYS on the Director ................ e 221
Step 6: Test the Cluster Configuration ..... et bbb e et st 224
LocalNode: Using the Director as a Redl Server ..o, 227
In Conclusion ... s 220
13 _
THE LVS- DR CLUSTER 231

How Client Computers Access LYSDR Cluster 58rvices ........crcvicerinrimnisesinasirennss 232

ARP Broadcasts and the [VS-DR Cluster .................le... creeens 236
Client Computers and ARP Broadcasts ... e, 236
InConcluslon R SOOI PP OIS ORRPPPRPPRPPRII .1 ;- |

Xl Contents 11 Datail



14
THE LOAD BALANCER 239

LVS and Netfilter .. OOV U OO PRURPOPROPOUPPPIRUO. X 1
The Director’s Connaction Trucklng Table .. e e nseersere D2
Hash Table Structure .. cereieeee et r e s an e ene st satsesenenraesmnennesnnenneess 2L
Controlling the Hash BUCKOIS vvvovvosossrseessesssssseeeeoessssestooenseesoereeees oo 242
Viewing the Connection Tracking Table .........ccoocnivnirveinsincininiieenn. 243
Timeout Yalues for Connection Tracking Records .........coovneeinininnimiinnnennie, 243
Return Packets and the Neffilter Hooks ............coeivirinericiien e, 244
LVS Without Persishencon .........cuecvieiceininmmnamesmsmsesnsesresirsessnssmessess 240
LVS Persistance ...... SO OO~ ¥ 4
Persislen) Connection Templuie rrereerereer et ne s st en e srmtene e eetensenssasisuniaers SAE
Types of Persistent Connsctions . 248
Persistant Client Connection [PCC) 249
Persistent Port Connection [PPC) ........cooveiimesirsniesecnscninnnins 249
Port Affinity .. SOV OTRTOUOTD . 10 S
Neffilter Markecl L R
In Conclusion ........... erestarteratasirearraeTesar e s sannreseeiarnnreseseeanrnstasaeeiasansis SIS

15
THE HIGH-AVAILABILITY CLUSTER 255

Redundant LVS Directors .........
High-Availability Cluster Design Goals ..
The High-Availability LVS-DR Cluster ..
Introduction to ldirectord .
How Idirectord Monitors Cluster Nodes {LVS Real Serversl ........................... 258
LVS, Heartheat, and Idirectord Recipe ........... crrererenssennrinens 201
Hide the Loopback Interface ......
Install the Heartbeat on a Primary and a Bockup [ 263
Install Idirectord and Iis Raquwed Softwore Components ............................... 263
Install Idirectord . ceerrenee s 266
Tost Your directord Installation .. e e b reanene s 200
Create the Idirectord Conflgurahon File .. ersesssssseses st sntsssresnisnsransannes 207
Cregte the Health Check Web Page .. - emeveentneersernee s essranes 272
Start Idireciord Manvally and Test Your Conﬁguraiiun .
Add Idirectord to the Heartbeat Configuration ......
Stateful Failover of the IPYS Table .............
Modifications to Allow Failover o a Real Server Inside the Cluster ................ 277
[0 CONCIUSION Lo.eeerieecreriierevrreeresnerernerssrssssssseessesr st et bban b s bt sias s sbebbebisas sisnbosess 27 8

16 : :
THE NETWORK FILE SYS'I'EM 279

Lock Arbitration .. OO PO OO UORUORSIN . . ¢
THE LOCk ATBINGIOT ..orvoooerroooseseoeersssrseoererrererors o 280
The Existing Kernel Lock Arbitration Methods .. sresraesnenannes 281
The Network Lock Manager (NLM] .. wenrs 283
NLM and Kernel Lock Arbitration .........coccveeivveinnnns reererrereeneneeen. 284
NIM and Kernel BSD Aock ......cocveciviniieiesnsssssnsinississirrnsssreseesesesseeenen. 284

Contenis in Detail



NLM and Kernel System ¥ lockf ....c.ooicinnnici o, 285

NLM and Kernel Posix fentl ... . 285
INFS and File Lock {dotlock) ATBHIGHON - ooooooooooeoooesooeoeserees e cereennes 286
Finding the Locks Held by the Linux Kernel ..........c..c.ccvuevunen, v 286
Performance Issues with NFS—Bottlenecks and Perceptions ...... s ... 288

Single Transactions and User Perception of NFS Patformance ... ... 289 °

o 290
e 291
e 291
e 29277
.. 292

Multiple Transactions and User Perception of NFS Performancs ...
Managing Lock and GETATTR Operations in a Cluster Environment .
Managing Afiribute Caching .. .
Managing Interactive User Appllcahons ‘and Batch Jobs in a Cluster Environment .

Run Batch Jobs Cutside the Cluster-..

Use Multiple NAS Servers v e 292
Measuring NFS Lalengy ...............c.... vrrre s 299
Measuring Tolal 17O Operations .. - wee 294
Achieving the Best NAS Performance Possikle ...... ... 295

NFS Client Configuration Optlons
Putting It All Together ...

o 296
... 296
... 297

Developing NFS ............. asn .
Additional Sturhng Paints for Informchon on Llnux und NFS . vevenerniennnes 297
[N CONCIUSION ..o ettt e reesresasinesesarenseresnnsnesres P8

PART IV: MAINTENANCE AND MONITORING

17

THE SIMPLE NETWORK MANAGEMENT PROTOCOL
AND MON

Mon ...

NN AlBHts ororroeorer ' &
Mon Monitoring Seripts ...
Whera to Run Mon
Basic Mon Recipe .....
Step 1: Complle and Install the fplng Packuge .......................
Step 2: )nsk:ll the SNMP Package ........ v
Step 3: 'Install the Required CFAN Modules for Mon ..
Step 4: Install the Mon Software ..
Step 5: Create the /efc/mon/mon cf Conﬁgurahon Flle e 3
Step &: Test by Running the fping.mionitor and mail.alert Scnpfs Mcmuc:lly ..... 308
Step 7: Cregte the Mon Log Directory and Mon Log Fils .. - v 309
Step 8: Start the Mon Pregram in Debuggmg Mode cnd Test ......
Mon and SNMP “Proof of Concept” Recipe ...
Step 1: Install Net-SNMP Client Software on Each Cluster Node ..... W 310
Step 2: Create the shmp.conf Conflgurcmon File ... '
Step 3: Start the SNMP Agent ...
Step 4: View the SNMP MIB Locaily
Step 5: Install the SNMP Monitoring Agents ........
Exarnine the Output of netsnmp-fresspace.moniter .
Install Mon on All Cluster Nodes ............o.covrnsdenennr i cerenine

sagriveerrraie

xvill  Contents in Detail



Mon and SNMP “RealWorld” Recipe ....... cetererernnrtennneeiesenreesenees 313
Step 1: Create the snmpd.conf on Al Cluster NOdes -.....o...oooooooooeerererrrer. 315
Step 2: Install netsnmp-proc. monitor and the New mon.cf File

on the Cluster Node Manager .. SSUUUUSTORRSSRRRRNR. 1 -4
Step 3: Install the Mon init Script
Step 4: Run SNMP and Mon ........cceee.
Email Alerts from Mon ........cccoceiviceec.
Creating Your Own SNMP Seript ...cccoiiiiiiiic e

A Sample Cuslom SNMP Script
Manitering Your SNMP Seript with Mon ...............
Things o Monitor with SNMP Monitoring Scrlpfs
Forcing a Stonith Event with Mon ............
Forcing a Heartheat Failover with Mon
I CONEIUSION ..eviiiiieiceiece et s s sh e s st rae e e snae sr et anen

18
GANGLIA - 327
Introduchion fo Ganghia ... e e 328
GMONd o e s, 328
gmetad ..o v, 328
Installing Ganglia’s Prerequisite Packages ...... BT OO PPN 329
Install PHP . et e et et ee e ne e et s e etneene g e e e e enan rereererneeraees 329
Install RRDool .. OSSR UNRUUUBTURURISTUROR: /4"
Install Apache on 1 the Cluster Node. Manager STV O USSR 330
installing Ganglia on the Cluster Node Manager ...........ccooevveevronversveenenns .. 330
Installing Ganglia on the Cluster Nodes .. . rer e s e s 330
Configuring gmetad and gmond on the Cluster Nods Manager .......... e 331
Modlify /etc/gmetad.conf . .33
Modify /elc/gmond.conf .. e 331
Start gmond and gmetad .. . e aes 332
Add the Ganglia Page to Your quche Conflgurahon et e s 332
The Gangliec Web Package ................. e 333
The Tille Saction . ree et e et s et e e s ennrns 333
The Node anpshot Section . verens 334
Examiningysthe Cluster Node from the Ganglia Web Pockuge ...... 336
Exumlnlng the Cluster Node from the Shell Prompt .. et e 337
gstal .. er ettt e e Rt e nn Rt et Ear e ore e e e ene s e n et rsran e nnr e e e e naereenns 338
3 Runnlng a Command on the LeastLoaded Cluster Node Usmg gsfur .338
Creating Custom Metrics with gmetric .. SRS E A SONCRIOPRRREIPOR- X | .|
[‘. IN CONCIUSION L.eiiiiiiiriiiiiciiciie st ae e et sar s bbb e st b s e s s beetbesabe s s esbbe st arsans 340
| 19
:‘ CASE STUDIES IN CLUSTER ADMINISTRATION
;‘ Administering Accounts Without Acfive Direclory ..
: Legacy Unix Account Administration Methods: The Problem ...
| The Best of Both Worlds ..
] Building a Reliable Cluster Account Authentication Mechanism .

Using the Local passwd and Group File on Each Cluster Node

Contents in Detail



A Simple Script .. OO OO PO PUPUPPOURR. Y .

Building a Fault-Tolerant Print Spoolar i ettt b e e e e 345
Cluster Nodes and Job Ordermg TR 345
LPRng: A Linux Enterprise Cluster Prlnllng System .................... 344
Cluster Nodes and Print Jobs ......ccccoiiiiiicniinininnnen e 344
Building the Cluster Printing System Based on I.PRng ................ 347
Install LPRng on the Central Print Server .. e e 347

Installl LPRng on the Cluster Nodes .. SO RO 348
Meadify the /etc/printcap.local File on the Cluster Nodes ...
Modify the /etc/prinicap File on the Central Print Server ...
Managing Print Jobs on the Central Print Server ................
Managing Print Jobs from the Cluster Nodles ..........
Rebooting Modes for Preventative Maintenance ..........c.c.cocceeens
Using ipvsadm Commands fo Remove a Cluster Node ...........
Changing the Waight of a Cluster Node to 0 .........covivinene
Disabling Telnet Access to One of the Cluster Nodes ..
Sending and Receiving Email in a Cluster Environment .
Crealing a Batch Job-Scheduling Systern with No Single Point of Failure .........
Run sshkeygen ........
Modify the sshd_ceonfig Filo on Each ClUSter NOG®  ovvveoorererrreesseorersrmreon
Create the (RSA) known_hosts Entries on the Cluster Node Manager ....
The Batch Job Scheduler ........o..oovevcverreeerenene
In Conclusion .. e

20
THE LINUX CLUSTER ENVIRONMENT 359
The Linux Enterprise Cluster ............ et s ese s s s enne o SO0
Applications Running on the Cluster .. s 361
The Cluster Node Manager ..........c.coiiiinne e s 361
The Clients ......ccecvveererirene cerenreneesne 362
The NAS Server .. RO 363
High- Avullablllty NAS Server ......., .364
Highly Available Serial Devices .....oovcvevciniinnne e 304
SerialtodP Communication Dewce ........ e 365
High-Avajlability Modems ... eserisms s 365
Highly Available Igulabase Server .. verens 365
High-Availability SQik SOIVGF oooorroror ceeeer 366
Putting It All Together ... e e ri e et n Lt R e Ere e s E a0 367
The Cluster Enwronmenr ... 367
N CONCIUSION ...eeviiireiiirarrrr e rersesieere e irasanasssrrr e nrrasasasaseseneeenesanmnsmnesnteanracsnnesenes SOB -
A

DOWNLOADING SOFTWARE FROM THE INTERNET
(FROM A TEXT 'I'ERMINAI.)

Usmg Wget ..
Whut to Do wnh Ihe Flle You Downlooded
tar Files ..

KX Conents in Detail



rpm Files .......... SO OOV TSP PP TURUPIOURTRNRORS:.
Creating Your Own Tape Archive (tur) File .. eetetre et et s eee e onasersenee e e essenneens 374

B
TROUBLESHOOTING WITH THE TCPDUMP UTILITY 375

C
ADDING NETWORK INTERFACE CARDS
TO YOUR SYSTEM 379

Monolithic Versus Modular Kernels ............cccocoomvieiiiicccniinicieccnceeenenn.. 380
View Your Existing Configuration .........cccovovimvrimnmerninnens ceenn. 380
Install the Card and Reboot e 381
Run linuxconf .. . .. 382
Testing the New NIC . 383
Changes Made by linuxcon .. SO UUUURUUURR |
Using the New NIC ................ SRR | 7. |
Testing and Troubleshooting ........c.oceeeeieieiieiece e, 384

D
STRATEGIES FOR DEPENDENCY FAILURES 387

What Are Depsndencies? .. e e 387
Dynamic Executables and Shared Ob|ec|s e 388
rpm Packages and Shared Library Dependencies .. SO RUUOURURROg - ¢ |
Fixing a Dependency Failure Manually .. SRTOPVOR RN .- |
Fixing a Dependency Failure Aulomaﬂcally et et 392
Using Yum to Install rpm Packdges ... s 392
Insfalhng a New rpm Packuge WIth YUM Lo srenesennne 393
In Conclusion ............. U OOOPOOPOO: 1<

E
OTHER POTENTIAL CLUSTER FILESYSTEMS
AND LOCK ARBITRATION METHODS 395

F
LVS CLUSTERS
AND THE APACHE CONFIGURATION FII.E 397

SOVEINAME L...eoiiiiiie st s ssasenes SPD
DocumentROOT ..o e s s sers 3D
BindAddress ......coovciiinii s e s 3PP
Port e 399
Listen ......... vonn 399
Apache Virtual Host Conflguranon on Cluster Nodes .. cemmsrensnnssneennse 400

Apache IPBased Virtual Hosts ..o 400

Conlents in Detall X



Name-Based Virtual Hosts ..........o.cevvcvee e ceeeiniien

... 401

Self-Referential [Redirechion) URLS .........cccccviinimisnsieniersrersnsirs e srsrsrersssesniss ssrsssnsnsns 403

IPBased Virtual Hosts and Self Referenhol URLs e ——— weeerrenene. 404

Name-Based Virtuaf Hosts and SelfReferential URLs ..... ceererenre. 404

Yerify Your Virtual Host Configuration ........coccvveriiriniirienreerise oo senarsesesessrenans 404
INDEX



