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ABSTRACT 
 

In this paper, we simulate the quantum channel with a binary symmetric channel and a binary erasure channel, a series 

channel and a Markovian chain channel in classical information theory, then calculate respectively the mutual 

information between the signal’s deliverer, the legal receiver and the eavesdropper, the bit error rate during 

propagating the signals with the theory about the quantum measurement channel and the quantum information theory. 

For B92 protocol, a simple quantum cryptography distribution scheme, we study the bound and the property of mutual 

information obtained by the legal receiver and the eavesdropper, seek the relationship between the bit error rates and 

the eavesdropper’s way, in two cases of the opaque eavesdropping and the translucent eavesdropping. A new criteria 

for checking the eavesdropper and ensuring the legal correspondent is estimated. Furthermore, the comparison in bit 

error rates caused respectively in two different measuring ways indicates that POVM is better than the standard 

measurement by the way of orthogonal projecting for reducing the bit error rate and increasing effective 

communication. 
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1. INTRODUCTION 
 

As the representative of quantum cryptography, the quantum key distribution QKD1-3 is a successful model that the 

quantum information technique applies to the conventional communications. The security of the quantum cryptogram is 

unconditional for the Heisenberg uncertainty principle and quantum state no-cloning theorem, so the quantum 

cryptogram system has the advantage that former cryptogram system have no, up to now the people have already 

acquired a series research result in the theories and experiments for the quantum cryptogram, the progress also is very 

quick to QKD research4-7, The research have already also launched and the series result was obtained for QKD in our 

country8 , we believe that the quantum cryptography may get practical near future. 

In the Information theory investigation for the quantum cryptography, how compute the quantity of information that the 

eavesdropper Eve and legalities receiver Bob acquire, and the characteristic of the quantity of information, the boundary 

of quantity of information, the containing quantity of information in a parity bit etc, are the key problems to quantum 

cryptography. Only the one know the quantity of information Eve acquiring, then legality correspondence can adopt the 

valid measurement, guaranteeing the correspondence safety. B92 protocol, as the representative of quantum 

cryptographical system based on two nonorthogonal quantum states, needs less equipment and is no complex in 
experiment, is thought to have a good of applied foreground. In this paper, we will discuss the security of B92 protocol 

with the theory about the quantum measurement channel and the classic information theory, the theory about Markovian 
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chain series channel. A new criteria for checking eavesdropper Eve is estimated. 
                               

2 QUANTUM CHANNEL 
Quantum transmission system is different with classic communication system, the carrier of information is the particles 

allowed by the laws of quantum mechanics in it, so the theories foundation of the quantum communication is the 

quantum information theories. The essential differentiation between the classic information theories and the quantum 

information theories is the acharacteristic of noise in communication system, the characteristic of the quantum noise 

obeys the quantum statistics theories. From the quantum mechanics uncertainty principle we can know that the quantum 

measurement process and its affect is totally different with the classic theories . The classic measurement way can't 

affect the system under test. That the signal receiver will capture in the quantum correspondence is a quantum signal 

that will arrive to receiver, but the quantum noise will be produced in the process of capturing the quantum signal, it 

produce the influence to system under test. So the quantum measurement process equal to a channel in quantum 

correspondence, the quantum information channel can be regarded as the series-wound channel that make up of the 

quantum transmission channel and quantum measurement channel. Bases on the model of quantum information channel 

in reference9, we assume that the quantum signal is transmitted in a no noisy channel, the quantum states have no 

change, well then the quantum signal is affected in the quantum measurement channel, the quantum measurement 

channel can be described by signal quantum state and measurement operator in quantum measurement process. The 

symbol assemble of input signal is defined by X: riai ,,2,1};{ L= ，respectively, correspond to quantum states 

rii ,,2,1};{ L=ρ （namely, the quantum code  letter of alphabet system has r  kinds of quantum states of different 

parameter）, Also is to adopt r  codes, every one occurs with a priori probability )( iaP . Measurement and judgment of 

the signal is described by a few measurement operator }{ iA , it satisfies 
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The I  is an unit matrix, so the average mutual information caused by quantum measurement is 
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Assuming )( ji Atr ρ  is a probability of state iρ  that was measured with operator 
jA , Eqs.(1) can be written as 
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3 INFORMATION INVESTIGATION FOR B92 PROTOCOL 
There are a lot of protocols about the quantum key distribution, The B92 protocol3 is the most simplest quantum- 
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cryptographical system, once people put forward a lot of attack strategies to it. In this paper, we analyze B92 protocol’s 

safety based on the information theory under Eve’s two eavesdropping strategies.  

 
3.1 Communication protocol10 

The two legitimate user, traditionally, called Alice and Bob, want to establish a cryptographic key. Alice starts the key 

distribution with a quantum transmission, sending to Bob a random sequence of quanta in two nonorthogonal states u 

and v, which represent bits “0” and “1” respectively. By a suitable choice of phase and the basis, the two quantum states 

u and v, whose overlap is α2sin
2 =vu , can always be written as 

                       

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On the receiving side, Bob has to distinguish between these two nonorthogonal states for each incoming carrier. Of 

course he cannot do that with certainty for the limit of laws of quantum mechanics, Eve’s eavesdropping also will bring 

influence to Bob’s measurement and enhance the error rate in the transmission. In the language of information theory, 

this situation corresponds to Alice and Bob, Alice and Eve having at their disposal a communication channel known as a 

“binary erasure channel” and “binary symmetric channel”, respectively. 

 

3.2 Opaque eavesdropping  

Eve intercepts the quantum carrier on its way from Alice to Bob and performs a measurement that maximizes her 

information as to which one of the two states, u or v, was chosen for preparing the carrier. The best procedure in this 

case is the measurement of a Hermitian operator whose two orthogonal eigenvectors are symmetrically related to the 

signal states u and v . In the same basis as used in Eqs.(4), this two eigenvectors are simply 

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The project operator 
uA  and vA  which project the quantum state to state space that u  and v  is orthogonal each 

other was respectively written as xxuA = ， yyvA = . This strategy can be modeled as a flow of information from Alice 

to Eve through a binary symmetric channel and then from Eve to Bob through a binary erasure channel. 

 

3.2.1 The mutual information between Alice and Eve 

When Eve intercepts the quantum carrier on its way from Alice to Bob and performs a measurement, the information 

communication channel between Alice and Eve can be modeled as a flow of information from Alice to Eve through a 
binary symmetric channel. Eve uses a projecting measurement for the quantum carrier. The probability measuring u  

and v  with uA , vA  respectively is )( uAutr ρ , )( vAutr ρ , )( uAvtr ρ , )( vAvtr ρ . Among them )( jAitrρ （ uji =,  or v）mean 

a probability that Alice sends out the state i  and Eve gains state j ,when ji ≠  ,it is an error transmission 

probability. A transmission matrix of quantum communication channel between Alice and Eve can be got, was written 
as )/( ijAEP , schematized in Table 1.   

As the output quantum states of the quantum code letter of alphabet system is a uniform probability, it is 2/1)( =iaP , 

using it and )/( ijPAE
 in Eqs.(3),the mutual information between Alice and Eve is given by 
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                αααα 2sinlog2sin2coslog2cos1),( ++=AXAEI                            ⑸ 

Moreover, we have the Eve’s bits error rate before screening data 
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 Eve’s bits error rate before screening data is  

                            α2sin)(
' =AEeq .                                             ⑺ 

Assuming Eve only intercepts some fraction of all the quantum carriers that Alice sends out, say η )1( ≤η , the mutual 

information between Alice and Eve becomes 

                  )2sinlog2sin2coslog2cos1(),( ααααη ++=AXAEI                           ⑻ 

Eve’s bits error rate before screening data is no change, then 

                        α2sin'
)()(

== AEeq
AEeq                                       ⑼ 

   

 

 

 

 

 

 

 

3.2.2 The mutual information between Alice and Bob 
If Eve only intercepts some fraction η )1( ≤η of all the quantum carriers that Alice sends to Bob, after her measurement, 

sends to Bob another quantum carrier, prepared in state u or v according to the outcome of her measurement on the real 

carrier. The information communication channel between Eve and Bob can be modeled as a flow of information from 

Eve to Bob through a binary erasure channel. Bob uses a positive operator valued measure (POVM) for raising the 

efficiency he can confirm the quantum state. The measurement operator is 
vu

vv
uB

+

+−=
1

1  and 
vu

uu
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+

+−=
1

1 ,
vBuBB −−= 1?
 

respectively, the probability Bob measuring u  and v  with them is )( uButr ρ  and )( vButr ρ , )?( Butr ρ , )( uBvtr ρ , )( vBvtr ρ , 

)?( Bvtr ρ , here )?( Bitr ρ （ ui = or v）means a probability that Eve sends out the state i  and Bob gains a no certain 

state, )( jBitr ρ （ uji =,  or v）means a probability that Eve sends out the state i  and Bob gains state j ,when 

ji ≠  ,it is error transmission probability. So we get a transmission matrix of quantum communication channel between 

Eve and Bob, it was written as )/( ijEBP , schematized in Table 2.   

For Eve’ interception with fraction η , a transmission matrix of quantum communication channel between Alice and 

Table.1  )/( ijPAE  

The transmission matrix of quantum communication channel between Alice and Eve  

α2cos  
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j
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Eve becomes )/(' ijP AE  from )/( ijPAE
, )/(' ijP AE  is schematized in Table 3.   

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

The information communication channel between Alice and Bob can be regard as a Markovian chain series channel that 

is consist of the information communication channel between Alice and Eve and the information communication 

channel between Eve and Bob, so the total transmission matrix )/( ijPAB
 is a product of transmission matrix )/(' ijP AE  

and )/( ijPEB , schematized in table 4. 

 

 

 

 

 

 

 

 

Using it and 2/1)( =iaP  in Eqs.(3),the mutual information between Alice and Bob is given by 
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The calculation of the bits error rate is similar with the case 3.2.1, we have Bob’s bits error rate before screening data 

                                ααη 2sin)2sin1(
)( −=

ABeq                                     ⑾ 

If Eve intercepts all the quantum carriers that Alice sends to Bob, 1=η , the mutual information between Alice and Bob 

is  

Table.3 )/(' ijPAE  

The transmission matrix of quantum communication channel with fraction η between Alice and Eve 
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Table.2 )/( ijPEB  

The transmission matrix of quantum communication channel between Eve and Bob 

Table.4 )/( ijPAB  

The total transmission matrix of quantum communication channel between Alice and Bob

)2sin1(sin2 ααη −  

)2sin1(sin2 ααη −  )sin1)(2sin1( 2αηα −−  α2sin  

α2sin)sin1)(2sin1( 2αηα −−  

? vui
j

v

u

Proc. of SPIE Vol. 5631     185



  

                  

)2sin1log()2sin1(]2sin)2sin1log[(2sin)2sin1(

)]2sin1(2log[cos)2sin1(2cos2sin1),(

αααααα

ααααα

−−−−−+

−−+−=BXABI                 ⑿ 

According to Eqs.⑻～⑾, the relation between the mutual information and Eve's interception fraction η , the bits error 

rate and η , the characteristic and boundary of AEI  and ABI  all can be given by Fig.1, thus we have part following 

conclusions 

ⅰ AEI is minimum and has bottom boundary ( 0=AEI ) for 0=η ,
AEI is maximum and has up boundary 

( αααα 2sinlog2sin2coslog2cos1 ++=AEI ) for 1=η . 

ⅱ ABI is minimum and has bottom boundary ( α2sin1 −=ABI ) for 0=η , ABI is maximum and has up boundary (Eqs.12) 

for 1=η . 

ⅲ The curve ABI  and AEI  are intersectant in Fig.1, indicate the quantity of information Eve acquire from Alice can 

be bigger than that Bob acquire from Alice  

ⅳ The relationship )()( AEeABe qq <  indicate that Bob would rather adopt POVM than projecting measurement for 

reducing his own bits error rate and enhancing  his own efficiency of confirming quantum state. 
In checking the eavesdropper Eve, if Bob measure the quantum carrier by POVM and the bits error rate is 0)( ≠ABeq , 

Eve's eavesdropping should be considered occurring according to Eqs.⑾.When Bob’s measurement way is same as 

Eve’s orthogonal projecting measurement way, his bits error rate before screening data also is α2sin  in no Eve’s 

eavesdropping, it indicates that Eve's eavesdropping should be occurring on condition that Bob’s bits error rate before 

screening data is α2
)( sin>ABeq . 

 

 

 

 

 

 

 

 

 

 

 

 

 

3.3 Translucent eavesdropping 

In this strategy Eve attempts to gain some information on each signal sent by Alice, while minimizing the damage to the 

state of the signal. Eve make a probe in a known initial state interact with the information carrier. She can perform a Von 

Neumann measurement or uses a POVM to her probe, part information of every information carrier can be obtained by 

orthogonal projecting measurement, entire information of part information carrier can be obtained by POVM, Eve 
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Fig.1 The mutual information and the bits error rate between Alice, Bob, and Eve depend 

on Bob’s eavesdropping rate η . (a) for 16/πα = , (b) for 8/πα =  
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choices orthogonal projecting measurement for gaining maximal information. 

Assuming Eve’s probe is in a initial state ϕ , and, according to the state sent by Alice, the combined system evolves 

either as 
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or as 

                               








⊗








=⊗=⊗

δ
δ

β
β

ϕ
cos

sin

cos

sin')( vevvU                              ⒁ 

This evolution is unitary provided that 

                               )sin(2sin2sin δγβα += , ( αβ ≥ , αγ ≥ )                           ⒂ 

As β2sin  would be only slightly larger than α2sin , the idea is to cause minimal damage to the information carrier. In 

the following discussion, we shall assume that δγ = , for the sake of symmetry. After evolution the signal quantum 

state is 'u and 'v ，probe state is ue  or ve ，Eve’s measurement for the probe state is equal to it for signal quantum 

state. 

 

3.3.1 The mutual information between Alice and Eve 

Here, in order to acquire information as more as possible, Eve uses the same measurement way in the case 3.2.1, The 

probability that ue or ve was measured with uA , vA  is respectively )( uA
uetr ρ , )( ue Atr

v
ρ ， )( ve Atr

u
ρ , )( ve Atr

v
ρ  

(equivalent to the probability measuring u , v ), Among them )( ji Atr ρ ,（ ueji =, or ve ）means a probability that 

Alice sends out the state i  and Eve gains state j ,when ji ≠  ,it is error transmission probability. The transmission 

matrix of quantum communication channel between Alice and Eve can be got, and written as )/( ijPae , schematized in 

Table 5 

 

 

 

 

 

 

 

 

 

As same as the calculation in 3.2.1, the mutual information between Alice and Eve is given by 

                   γγγγ 2sinlog2sin2coslog2cos1),( ++=AXaeI                             ⒃ 

The Eve’s bits error rate before screening data 
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Table.5 )/( ijaeP  

The transmission matrix of quantum communication channel between Alice and Eve 

Proc. of SPIE Vol. 5631     187



  

                 γ2sin
2

1
)/(

2

1

1
)/(

1
)( =∑

=
∑

≠
=∑

=
∑

≠
=

j ji
ijaeP

r

j ji
iajbP

raeeq
                        ⒄ 

Actually, Eve’s bits error rate before screening data is  

                          γ2sin)(
' =aeeq .                                          ⒅ 

 

3.3.2 The mutual information between Alice and Bob 

Because Eve is no intercept directly the quantum carrier sent by Alice, the information communication channel between 

Alice and Bob can be modeled as a flow of information from Alice to Bob through a binary erasure channel. Bob uses a 

POVM for raising the efficiency he can confirm the quantum state. The measurement operator is 
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, ''1? vu BBB −−= respectively. The probability Bob measuring 'u  and 'v  with them is 

)( '' uu Btr ρ  and )( '' vu Btr ρ , )( ?' Btr uρ , )( ' uv Btr ρ , )( '' vv Btr ρ , )( ?' Btr vρ .Among them )( ?Btr iρ （ 'ui = or 'v ）means a 

probability that Alice sends out the state i  and Bob gains a no certain state, )( ji Btr ρ （
', uji = or 'v ）means a 

probability that Alice sends out the state i  and Bob gains state j ,when ji≠ , it is error transmission probability. 

We have a transmission matrix of quantum communication channel between Alice and Bob, it was written as )/( ijPab , 

schematized in Table 6. 

 

 

 

 

 

 

 

 

 

 

Using it and 2/1)( =iaP  in Eqs.(3), the mutual information between Alice and Bob is given by 
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We have the Bob’s bits error rate before screening data 
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The transmission matrix of quantum communication channel between Alice and Bob 

188     Proc. of SPIE Vol. 5631



  

According to Eqs.⒃～⒇, the relation between the mutual information and angle γ of Bob's probe state, the bits error 

rate and γ , the characteristic and boundary of aeI  and abI  all can be given in Fig.2, we have a few another following 

conclusions 

ⅰ. aeI is minimum and has bottom boundary ( 0=aeI ) for 
4

πγ = , aeI  is maximum and has up boundary ( 1=aeI ) for 

0=γ . 

ⅱ . abI is minimum and has bottom boundary ( 0=abI ) for αγ = ; abI  is maximum and has up boundary 

( α2sin1 −=abI ) for 
4

πγ = . 

ⅲ.With increasing γ ,
abI  is more and more bigger and Bob’s error rate )(abeq  is decrescent. 

ⅳ.With increasing γ , aeI  is decrescent and Eve’s error rate )(aeeq  is more and more bigger  

ⅴ.While 0→γ , we know that )1(=< aeIabI , it indicates this strategy is “strong” eavesdropping. When 4/πγ → ，

)0()2sin1( =>−= aeab II α  was given and indicate this strategy is “weak” eavesdropping. 

 

 

 

 

 

 

 

 

 

 

 

 

In checking the eavesdropper Eve, if Bob measures the quantum carrier by POVM and the bits error rate before 

screening data is 0)( ≠abeq  (while 4

πγ ≠ ), Eve's eavesdropping should be considered occurring according to Eqs.⒂

and Eqs.⒇. When Bob’s measurement way is same as Eve’s orthogonal projecting measurement way, his bits error rate 

before screening data also is α2sin  in no Eve’s eavesdropping, it indicates that Eve's eavesdropping should be 
considered occurring on condition that Bob’s error rate before screening data is α2

)( sin>abeq  as same as the case 3.2.1. 

 

Fig.2  The mutual information and the bits error rate between Alice, Bob, and 

Eve depend on the angle γ of Bob’s probe state (a) for 32/πα = , (b) for 
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4 CONCLUSIONS 

Now, it was gained that if Bob’s bits error rate before screening data is 0≠eq  by POVM or α2
sin>eq  by 

orthogonal projecting measurement way, Eve's eavesdropping should be considered occurring in the previous two case 

of Eve's eavesdropping. After discarding the inconclusive results, Bob, in public discussion with Alice, will estimate his 

bits error rate with )1/( RqQ −= , ( vAuR ?= or '
?
'' vBuR = ). An criteria of another form for checking the 

eavesdropper and ensuring the legal correspondent can be given, we will discuss it in other paper. 

In actual correspondence system, the influence of the environment noise and the detecting efficiency of Bob's detector, 

will bring the rising of Bob’s error rate. Under the condition that we can't make sure completely whether the information 

have been eavesdropped, in order to prevent the eavesdropper from acquiring as more information as possible, after 

completing the quantum states deliver, we must still complete a few processes the data filtration, the data error 

correction and privacy amplification, can make the information that Eve acquire minimum or her don't know. In a word, 

we will achieve improving the safety of the cryptography or information and the safety of the quantum cryptography 

correspondences. 

In this paper, we study respectively the mutual information between the signal’s deliverer, the legal receiver and the 

eavesdropper, the bit error rate before screening data during propagating the signals with the theory about the quantum 

measurement channel and the quantum information theory, for B92 protocol. A new criteria for checking the 

eavesdropper and ensuring the legal correspondent is estimated. Of course, the mutual information that Eve and Bob 

acquire respectively is variational and the relation between them is different under the different attack method. 

The quantum cryptographical system is a kind of all new concepts to the encryption system, currently its best 

application is in the quantum key distribution. Certainly the application of the quantum cryptography is not only in this 

aspect, other for example unconditional and safe quantum attestation, keeping secret of personal information etc. In the 

practical aspect, we think the quantum cryptography system has been start head for practical turn, hope to enter the 

company to be used before long, especially while the quantum computer becomes the actuality, the encryption system of 

past will have no any secret. At that time the quantum cryptography system may become one of the best choices, thus 

there are the really fine market foreground and science values for it. 
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