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ABSTRACT

In this paper, we simulate the quantum channe with a binary symmetric channel and a binary erasure channd, a series
channedl and a Markovian chain channel in classical information theory, then calculate respectively the mutua
information between the signa’s deliverer, the legal receiver and the eavesdropper, the hit error rate during
propagating the signals with the theory about the quantum measurement channel and the quantum information theory.
For B92 protocol, a simple quantum cryptography distribution scheme, we study the bound and the property of mutual
information obtained by the legal receiver and the eavesdropper, seek the relationship between the bit error rates and
the eavesdropper’s way, in two cases of the opaque eavesdropping and the trand ucent eavesdropping. A new criteria
for checking the eavesdropper and ensuring the legal correspondent is estimated. Furthermore, the comparison in bit
error rates caused respectively in two different measuring ways indicates that POVM is better than the standard
measurement by the way of orthogonal projecting for reducing the bit error rate and increasing effective
communication.
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1. INTRODUCTION

As the representative of quantum cryptography, the quantum key distribution QKD is a successful mode that the
guantum information technique applies to the conventional communications. The security of the quantum cryptogram is
unconditional for the Helsenberg uncertainty principle and quantum state no-cloning theorem, so the quantum
cryptogram system has the advantage that former cryptogram system have no, up to now the people have already
acquired a series research result in the theories and experiments for the quantum cryptogram, the progress aso is very
quick to QKD research*”, The research have already also launched and the series result was obtained for QKD in our
country? , we believe that the quantum cryptography may get practical near future.

In the Information theory investigation for the quantum cryptography, how compute the quantity of information that the
eavesdropper Eve and legalities receiver Bob acquire, and the characterigtic of the quantity of information, the boundary
of quantity of information, the containing quantity of information in a parity bit etc, are the key problems to quantum
cryptography. Only the one know the quantity of information Eve acquiring, then legality correspondence can adopt the
valid measurement, guaranteeing the correspondence safety. B92 protocol, as the representative of quantum
cryptographical system based on two nonorthogonal quantum states, needs less equipment and is no complex in
experiment, is thought to have a good of applied foreground. In this paper, we will discuss the security of B92 protocol
with the theory about the quantum measurement channel and the classic information theory, the theory about Markovian
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chain series channdl. A new criteria for checking eavesdropper Eveis estimated.

2 QUANTUM CHANNEL
Quantum transmission system is different with classic communication system, the carrier of information is the particles
allowed by the laws of quantum mechanics in it, so the theories foundation of the quantum communication is the
guantum information theories. The essentia differentiation between the classic information theories and the quantum
information theories is the acharacteristic of noise in communication system, the characteristic of the quantum noise
obeys the quantum statigtics theories. From the quantum mechanics uncertainty principle we can know that the quantum
measurement process and its affect is totaly different with the classic theories . The classic measurement way can't
affect the system under test. That the signal receiver will capture in the quantum correspondence is a quantum sgna
that will arrive to receiver, but the quantum noise will be produced in the process of capturing the quantum signal, it
produce the influence to system under test. So the quantum measurement process equal to a channel in quantum
correspondence, the quantum information channe can be regarded as the seriesswound channel that make up of the
guantum transmission channel and quantum measurement channel. Bases on the model of quantum information channel
in reference’, we assume that the quantum signal is transmitted in a no noisy channd, the quantum states have no
change, well then the quantum signa is affected in the quantum measurement channel, the quantum measurement
channel can be described by signa quantum state and measurement operator in quantum measurement process. The

symbol assemble of input sgna is defined by X: {a};i=12,..,r » respectively, correspond to quantum states
{p};i =12,---,r (namely, the quantum code letter of alphabet system has I kinds of quantum states of different

parameter) , Alsoistoadopt I' codes, every one occurs with apriori probability P(a). Measurement and judgment of

the signal is described by a few measurement operator {4y, it satisfies
r
> = €Y)
i :1Ai

The | isan unit matrix, so the average mutual information caused by quantum measurement is

P(bj /2;) 2

r r
I(X,A):'z > P(ai)P(bj /ai)log

i=1j=1
> P(a,)P(b: /a,)
K=1 k j k

Assuming tr(p, A) is a probability of state p; that was measured with operator Aj , Egs.(1) can bewritten as

tr(piAj) 3)

roor

I(X,A= % T P(ai)tr(piAj)Iog
iZ1j=1

z Pl (pgA)

K=1 k k™

3 INFORMATION INVESTIGATION FOR B92 PROTOCOL
There are a lot of protocols about the quantum key distribution, The B92 protocol® is the most simplest quantum-
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cryptographical system, once people put forward a lot of attack strategiestoit. Inthis paper, we analyze B92 protocol’s
safety based on the information theory under Eve' s two eavesdropping strategies.

3.1 Communication protocol ™

The two legitimate user, traditionally, called Alice and Bob, want to establish a cryptographic key. Alice starts the key
distribution with a quantum transmission, sending to Bob a random sequence of gquanta in two nonorthogona states u
and v, which represent bits“0” and “1” respectively. By a suitable choice of phase and the basis, the two quantum gsates

u and v, whose overlap is u V>‘2 =sn? o, can always be written as

|u)= B_O:ﬂ and V) :Eor;ﬂ )
On the receiving sSde, Bob has to distinguish between these two nonorthogona states for each incoming carrier. Of
course he cannot do that with certainty for the limit of laws of quantum mechanics, Eve's eavesdropping also will bring
influence to Bob's measurement and enhance the error rate in the transmission. In the language of information theory,

this situation correspondsto Alice and Bob, Alice and Eve having at their disposal a communication channel known asa
“binary erasure channel” and “binary symmetric channel”, respectively.

3.2 Opaque eavesdr opping

Eve intercepts the quantum carrier on its way from Alice to Bob and performs a measurement that maximizes her
information as to which one of the two states, u or v, was chosen for preparing the carrier. The best procedure in this
case is the measurement of a Hermitian operator whose two orthogonal eigenvectors are symmetricaly related to the

signal states |u) and|v). In the same basis as used in Eqgs.(4), this two eigenvectors are smply W{;} and M:[Oj.
1
The project operator A, and A, which project the quantum state to state space that |u) and |v) is orthogona each

other was respectively written as A=Y A=y This strategy can be modeled as a flow of information from Alice

to Eve through a binary symmetric channd and then from Eve to Bob through a binary erasure channdl.

3.2.1 The mutual infor mation between Alice and Eve
When Eve intercepts the quantum carrier on its way from Alice to Bob and performs a measurement, the information

communication channel between Alice and Eve can be modeled as a flow of information from Alice to Eve through a
binary symmetric channel. Eve uses a projecting measurement for the quantum carrier. The probability measuring | u)

and |v) with A, A, respectivelyis (p A ) t(gA) tr(o,A,) str(p,A,) - AMOng them tr(pIA]) (i,j=u or v) mean

a probability that Alice sends out the date |i)y and Eve gains date |j),when i#j ,it is an eror transmission

probability. A transmission matrix of gquantum communication channel between Alice and Eve can be got, was written
aS Ppc(jli); schematized in Table 1.

As the output quantum states of the quantum code letter of alphabet system is a uniform probability, it is P(aj)=1/2,

usingitand p_(jsi) in Egs.(3),the mutual information between Alice and Eveis given by
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2 2

IAE(X,A)=l+coszangcos a +sin alogsinza ®

Moreover, we have the Eve's bits error rate before screening data

S 6
Py = _z_PAE(JM):ana ©
li#j

= |k
n M=

P(bj/ai)=%
i i i

Eve'shits error rate before screening datais

z
i

TR

1
q'e(AE) =sn’a - %

Assuming Eve only intercepts some fraction of all the quantum carriersthat Alice sends out, say (5 <1), the mutual
information between Alice and Eve becomes

2

IAE(X,A)=/7(1+coszangcos cr+sin2angsin2 Q) ®

Eve'sbits error rate before screening data is no change, then

qe(AE) :qle(AE) =sin2a (9)

Tablel PAE(j/i)

The transmission matrix of quantum communication channel between Alice and Eve

i NI )

u 2
‘> Ccos™ a S'n2a

v) sin“a cosZ a

3.2.2 The mutual infor mation between Alice and Bob
If Eve only intercepts some fraction 77 (7 <1) of al the quantum carriers that Alice sendsto Bob, after her measurement,

sends to Bob another quantum carrier, prepared in state u or v according to the outcome of her measurement on the real
carrier. The information communication channe between Eve and Bob can be modeled as a flow of information from
Eve to Bob through a binary erasure channel. Bob uses a positive operator valued measure (POVM) for raising the

efficiency he can confirm the quantum state. The measurement operator is 5 - 1-W'  and 1-uw’
u

1+{u|v) BV=1+<u\v> S

respectively, the probability Bob measuring |u) and |v) with them is (3,8 and (o B): MR tRR) QR
tr(p,B-) here tr(p; B.) (i=uorv) means a probability that Eve sends out the state iy and Bob gains a no certain

state, r(p;B;) (i,j=u or v) means a probability that Eve sends out the state i) and Bob gains state m,when

i#j ,tiserror transmission probability. So we get a transmission matrix of gquantum communication channel  between
Eve and Bob, it waswritten as p_,(j/i), schematized in Table 2.

For Eve' interception with fraction 77, a transmission matrix of quantum communication channel between Alice and
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Eve becomesP'x (j /i) fromp,_(j/i), Pae(j/i) isschematizedin Table3.

Table2 P (/i)

The transmission matrix of quantum communication channel between Eve and Bob

' 2
i U u - v)
u) 1-sin2a sin2a 0
Iv) 0 sn2a 1-sin2a

Table3 P (j/i)

The transmission matrix of quantum communication channel with fraction 7 between Alice and Eve

i |u) v)
|u) 1—/7$in2a nsn?a
% nsna 1—/7$in2a

The information communication channel between Alice and Bob can be regard as a Markovian chain series channel that
is consist of the information communication channd between Alice and Eve and the information communication
channel between Eve and Bob, so thetotal transmission matrix p,_(j/i) isaproduct of transmission matrix P ae(j/i)
and p_(j/i), Schematized in table 4.

Table.d Pyg (j /i)

The total transmission matrix of quantum communication channel between Alice and Bob

i 4 ? v
u (1-sin2a)(1-psn?a) Sn2a | psin?a(l-sin2a)
V) nsin® a(1-sin2a) sn2a | (1-sin2a)(1-nsin’a)

Using it and P(a;) =1/2 in Egs.(3),the mutual information between Alice and Bob is given by

| og (X,B) =1-sn2a+(1-nsn? a)(1-dn 2a)logi(1-nsn? a)(1-sn 2a)] + 10)
n(L-dn2a)sn? alogn(L-sn 2a)sn? a] - (1- sn 2a) log(1-€n 2a)
The calculation of the bits error rateis similar with the case 3.2.1, we have Bob's bits error rate before screening data
Ue( pg) =p(L-dn2a)sn?a an
If Eve intercepts al the quantum carriers that Alice sendsto Bob, 7=1, the mutua information between Alice and Bob
is
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| AB(X ,B)=1-dn2a+ cos? a(l-dn Zcr)log[cos2 a(l-sn2a)] 12

+(1-dn2a)dn? alog(1- sn2a)sn? a] - (1- sin 2a)log(1 - sin 20)
According to Egs.(8)~(D, the relation between the mutual information and Eve's interception fraction 77, the bits error
rate and 77, the characteristic and boundary of 1, and |,; al can be given by Fig.1, thus we have part following

conclusions
I 1pg is minimum and has bottom boundary (1,z=0) for p=0,1, is maximum and has up boundary

(|AE =l+coszalogcosza+sjn2alogsjn2a) for n=1.
ii | ygisminimum and has bottom boundary (| .5 =1-sin2a) for 7 =0, 1 g is maximum and has up boundary (Egs.12)

for n=1.
iii Thecurve 1,5 and 1, areintersectant in Fig.1, indicate the quantity of information Eve acquire from Alice can
be bigger than that Bob acquire from Alice

v The relationship geag) <ae(ag) indicate that Bob would rather adopt POVM than projecting measurement for

reducing his own bits error rate and enhancing his own efficiency of confirming quantum state.
In checking the eavesdropper Eve, if Bob measure the quantum carrier by POVM and the bits error rate is ge(ag) 20,

Eve's eavesdropping should be considered occurring according to Egs.(D.When Bob’'s measurement way is same as

Eve's orthogonal projecting measurement way, his hits error rate before screening data also is sin?a in no Eve's
eavesdropping, it indicates that Eve's eavesdropping should be occurring on condition that Bob's bits error rate before

screening datais g g >sina.
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Fig.1 The mutual information and the bits error rate between Alice, Bob, and Eve depend
on Bob's eavesdropping rate 77 . (a) for g =n/16, (b) for a=n/8

3.3 Tranducent eavesdropping

In this srategy Eve attemptsto gain some information on each signal sent by Alice, while minimizing the damageto the
state of the signal. Eve make a probe in a known initial sate interact with the information carrier. She can perform aVon
Neumann measurement or uses a POVM to her probe, part information of every information carrier can be obtained by
orthogona projecting measurement, entire information of part information carrier can be obtained by POVM, Eve
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choices orthogonal projecting measurement for gaining maximal information.

Assuming Eve's probe is in ainitial state |¢), and, according to the state sent by Alice, the combined system evolves

either as
| _(cosp cosy 13
U(‘U>D‘¢>)_‘U>Deu_[sin/?jm[sinyj
or as
' sng snd 14
u(v)ole) = V>DeV:[Cos JD[COS(J w
Thisevolution is unitary provided that
sn2a =sin2Bsin(y+3), (Bza,yz>a) (15

As sin2 would be only dightly larger than sin 2« , the ideais to cause minimal damage to the information carrier. In
the following discussion, we shall assume that y = &, for the sske of symmetry. After evolution the signal quantum

dateis ‘u'>and‘v'>, probe stateis €, or €,, Eve'smeasurement for the probe stateis equal to it for signal quantum

state.

3.3.1 The mutual information between Alice and Eve
Here, in order to acquire information as more as possible, Eve uses the same measurement way in the case 3.2.1, The

probability that €, or €, was measured with A, A, is respectively tr(peu%) (0, A+ tr(pe A) (0, A)

(equivalent to the probability measuring |u),

v)), Among them tr(o,A) (i,j=¢0r e,) meansaprobability that

Alice sends out the state |i) and Eve gains state |iy,when i#j itiserror transmission probability. The transmission

matrix of quantum communication channe between Alice and Eve can be got, and written as Py(j/i) , Schematized in
Table5
Table5 P (jfi)

The transmission matrix of quantum communication channel between Alice and Eve

i &, &
2 .

cos™ y sn“y

sn?y cos? y

Assame asthe calculation in 3.2.1, the mutual information between Alice and Eveis given by

Iae(X,A):1+cos2ongcos‘2y+sin2ongsinzy (16)

The Eve' s bits error rate before screening data
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1! 12 o an
q == 3 ¥ Pbi/g)=5 ¥ 3 P (jli)=s8ny
é@) riZaigy )V 2jZnE)
Actually, Eve'sbits error rate before screening datais
Je(ae) =sin?y- 19

3.3.2 The mutual information between Alice and Bob

Because Eve is no intercept directly the quantum carrier sent by Alice, the information communication channe between
Alice and Bob can be modeled as a flow of information from Alice to Bob through a binary erasure channel. Bob uses a
POVM for raisng the efficiency he can confirm the quantum state. The measurement operator is

5 - 1w e s 1-<u'lu'+l ,B,=1-8, -B, respectivly. The probability Bob measuring ;) and |} with them is
) 1+(u|v

tr(p,B,) and tr(g,B,), tr(p,B2), tr(p,By), r(0,B, ), tr(p,Bs). Among them tr(pB,) (i=u orV ) means a
probability that Alice sends out the state |j) and Bob gains a no certain state, tr(p,B;) (i, ] =uorv' ) means a

probability that Alice sends out the state |i) and Bob gains sate |j) ,when i#] | it is error transmission probability.

We have a transmission matrix of quantum communication channel between Alice and Bob, it was written as Py (j /i),
schematized in Table 6.

Table6 Pay(j/i)

The transmission matrix of quantum communication channel between Alice and Bob

] ‘
i u‘> ? V>
‘ cosz(a+/3) (+sin2f)sin2a sn(a-p)
W) 1+sin2a +sin2a 1+sin2a
v) sn(a-p) @+sin2p)sn2a | cos?(a+f)
1+sin 2a l+dn2a 1+sin2a

Using it and P(a;)=1/2 in Egs.(3), the mutual information between Alice and Bob is given by

Lap(X, A) =1 1-sn2asn28+cos2(a + B)logeos(a + B) +
1+sin2a

19
sin?(a - B)logsin®(a - B) - (1- sin2a'sin28) log(1 - sin 2a sin23)]

We have the Bob's bits error rate before screening data

_sn’(a-p) W)
) =T rdnza
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According to Egs.U®~@, the relation between the mutual information and angle ¥ of Bob's probe state, the bits error

rate and y , the characteristic and boundary of 1,. and |, all can begiven in Fig.2, we have a few another following

conclusions

i .1 ,eis minimum and has bottom boundary (1, =0) for y=’747, | .. is maximum and has up boundary (lae =1) for

ae

y=0.
ii. |, is minimum and has bottom boundary (1, =0) for y=ga; |, is maxiimum and has up boundary
(1, =1-sn2q) for y:%.
iii.With increasing Vilg is more and more bigger and Bob's error rate Oy, S decrescent.

iv.Withincreasing y, | . isdecrescent and Eve'serror rate O, iSmoreand more bigger

v .While y -, 0, we know that lap <! aeGD it indicates this strategy is “strong” eavesdropping. When  _, /4,

| ,(=1-sin2a)>1_(=0) wasgiven and indicate this strategy is “weak” eavesdropping.

0.8
0.75
0.6 05
0.4
0.25
0.2
y (radian)

y (radian)
8

(h)

Fig.2 The mutual information and the bits error rate between Alice, Bab, and
Eve depend on the angle y of Bob’s probe state (a) fora =7n/32, (b) for

In checking the eavesdropper Eve, if Bob measures the quantum carrier by POVM and the bits error rate before
T
screening datais q o(ab) #0 (while ¥ ¢z ), Eve's eavesdropping should be considered occurring according to Egs.(5

and Eqs@. When Bob’'s measurement way is same as Eve's orthogonal projecting measurement way, his bits error rate

before screening data aso is sifa in no Eve's eavesdropping, it indicates that Eve's eavesdropping should be
considered occurring on condition that Bob's error rate before screening datais Uegay > SN2 @ assame asthecase 3.2.1.
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4 CONCLUSIONS

Now, it was gained that if Bob's hits error rate before screening data is de #0 by POVM or g >sn”a by

orthogonal projecting measurement way, Eve's eavesdropping should be considered occurring in the previous two case
of Eve's eavesdropping. After discarding the inconclusive results, Bob, in public discussion with Alice, will estimate his

bits error rate with Q=a/@-R) , ( R=(uAv) or R:<u'

B'?M ). An criteria of another form for checking the

eavesdropper and ensuring the legal correspondent can be given, we will discussit in other paper.

In actual correspondence system, the influence of the environment noise and the detecting efficiency of Bob's detector,
will bring therising of Bob's error rate. Under the condition that we can't make sure completely whether the information
have been eavesdropped, in order to prevent the eavesdropper from acquiring as more information as possible, after
completing the quantum states deliver, we must still complete a few processes the data filtration, the data error
correction and privacy amplification, can make the information that Eve acquire minimum or her don't know. In aword,
we will achieve improving the safety of the cryptography or information and the safety of the quantum cryptography
correspondences.

In this paper, we study respectively the mutual information between the signal’s deliverer, the lega receiver and the
eavesdropper, the bit error rate before screening data during propagating the signals with the theory about the quantum
measurement channd and the quantum information theory, for B92 protocol. A new criteria for checking the
eavesdropper and ensuring the legal correspondent is estimated. Of course, the mutual information that Eve and Bob
acquire respectively is variational and the relation between them is different under the different attack method.

The quantum cryptographica system is a kind of al new concepts to the encryption system, currently its best
application isin the quantum key distribution. Certainly the application of the quantum cryptography is not only in this
aspect, other for example unconditional and safe quantum attestation, keeping secret of personal information etc. In the
practical aspect, we think the quantum cryptography system has been start head for practical turn, hope to enter the
company to be used before long, especially while the quantum computer becomes the actuality, the encryption system of
past will have no any secret. At that time the quantum cryptography system may become one of the best choices, thus
there are the really fine market foreground and science values for it.
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