
A public-key cryptosystem for quantum message transmission 
 

Li Yang∗  
State Key Laboratory of Information Security (Graduate School of Chinese Academy of Sciences), 

Beijing 100039, China 
  

 

ABSTRACT 
 

We present a quantum public-key cryptography protocol for quantum message transmission. The private key of 

this protocol includes three classical matrices: a generator matrix of a Goppa code, an invertible matrix and a 

permutation matrix. The public key is product of these three matrices. The encryption and decryption algorithms are 

merely quantum computations related with the transformations between bases of the quantum registers. The security of 

this protocol is based on the hypothesis that there is no effective algorithm of NP-complete problem. 
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1. INTRODUCTION 

 
A generator matrix G for a linear code C is a k by n matrix for which the rows are a basis of C. The parity check 

matrix H of C satisfies 0=TGH . For every error )( je , Tjj Hes )()( = is called the syndrome of )( je . A Goppa 

code ),( gLΓ is a linear error-correcting code that is defined with Goppa polynomial )(zg [1]. There is a fast 

algorithm for decoding Goppa codes, but the general problem of finding a code word of a given weight in a linear 

binary code is NP-complete. Based on the idea of McEliece in classical cryptology [2] and the method suggested in [3], 

we present a quantum public-key cryptography protocol. 

 
2. ENCODING PROCESS 

 

A quantum message is a sequence of pure states. Without loss of generality, we restrict our attention to the 

encryption and decryption of a pure state. Suppose G is a generator matrix of a Goppa code, SGPG =′  where S is an 

invertible matrix and P is a permutation matrix. We choose G ′ as the public key and ( PGS ,, ) as the private key. The 

encoding and decoding process are: 
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Alice uses Bob’s public key G ′ to encrypt the state ∑
m

m mα as below: 

  1. Alice performs the computation between two registers:  

∑∑ ′=′
m

nkm
m

nkmG GmmmU αα 0ˆ ,  

where the symbol 
i
 represents the state of a register with i  qubits, and the unitary operator GU ′

ˆ is defined 

as  

nknkG GmsmsmU ′⊕=′
ˆ ; 

and performs the computation: 

∑∑∑ ′=′′′⊕=′ −
′ −

m
nmk

m
nkm

m
nkmG

GmGmGGmmGmmU ααα 0ˆ ,  

where the unitary operator −′G
Û is defined as  

nknkG
sGsmsmU −

′
′⊕=−

ˆ ,  

the matrix −′G is a generalized inverse matrix of G ′ . Because G ′ is a full row rank matrix, there exists 

−′G that satisfies kIGG =′′ − . This is the condition that one can get ∑ ′
m

nm Gmα from∑
m

km mα .  

  2. Alice adds the error victor )(ie to the basis:  

∑∑ ⊕′≡′
m

n

i
m

m
nmE

eGmGmU i

)(
)(

ˆ αα  

and then sends the state to Bob. 

 
3. DECODING PROCESS 

 

Bob uses his private key ),,( PGS to decrypt the state coming from Alice: 

  1. Bob performs the transformation of basis:  

∑∑∑ ⊕=⊕′≡⊕′ −−
−

m
n

j
m

m
n

i
m

m
n

i
mP

emSGPePGmeGmU )(1)(1)(
1

ˆ ααα . 

  2. Bob performs the computation between two quantum registers:  

∑ ∑ −− ⊕=⊕
m m

kn

j

n

j
mknn

j
mH semSGemSGU )()()( 0ˆ αα ,  

where the unitary operator HÛ  is defined as  
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kn

T

nknnH mHsmsmU
−−

⊕=ˆ . 

  3. Bob measures the second register to get )( js , and find )( je  via the fast decoding algorithm of the Goppa code 

generated by G ; 

  4. Bob minus the error victor:  

∑ ∑=⊕
m m

nmn

j
me

mSGemSGU j αα )(
)(

ˆ , 

 where the unitary operator )(
ˆ

je
U is defined as:  

n

j

ne
emmU j

)(
)(

ˆ ⊕= .    

  5. Bob performs the computation:  

∑

∑∑

=

= −
−

m
knm

m
knm

m
knmG

mSmSG

mSGGmSGmSGU

α

αα 0ˆ

,  

where the unitary operator −G
Û is defined as:  

knknG
mGsmsmU −⊕=−

ˆ , 

and the computation: 

    ∑∑∑ =⊕=
m

kmn
m

knm
m

knmG mSmSmSGmSGmSmSGU ααα 0ˆ , 

where the unitary operator GÛ  is defined as:  

knknG ssGmsmU ⊕=ˆ . 

  6. Bob performs the transformation of basis: 

∑ ∑∑ =≡ −
−

m m
km

m
kmkmS

mmSSmSU ααα 1
1

ˆ , 

and finally gets the state coming from Alice. 

  

4. CONCLUSIONS 
 

    We present a public-key cryptosystem of quantum message. The advantage of this cryptosystem is that the 

encryption and decryption algorithms are well-defined, which are merely involves computations related with the 

transformation between bases of the quantum registers, so that the public-key and the secret-key are merely some 

classical data. The security of this protocol in based on the hypothesis that there are no effective algorithms of 

NP-complete problem. 
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